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ABSTRACT

The pharmaceutical business must rigorously strengthen its security procedures in an era marked by
increasing digitization and the enduring danger of cyberattacks. According to estimates, up to 30 percent of
medical products offered in underdeveloped nations are fake. This research offers a novel approach to
improving pharmaceutical security through the seamless integration of two strong security technologies:
Onion Encryption and Intelligent Blockchain-Based Cryptographic Data Security (IBCDS). The
pharmaceutical industry operates in a cybersecurity environment that is becoming more dynamic and
changing as it is tasked with protecting a variety of sensitive data, including patient information,
confidential research, and priceless intellectual property. IBCDS, which is recognised for being
decentralised and tamper-resistant, provides a strong basis for protecting pharmaceutical data against
intrusion and alteration. Parallel to this Onion Encryption, which takes its cues from the principles of the
Tor network, provides a further layer of security by obscuring data paths and guaranteeing strict secrecy.
This research offers a comprehensive and integrated security approach to improve the pharmaceutical
industry's overall security posture, foster stakeholder trust, and erect an impregnable fortress against the
dangers of an increasingly interconnected and vulnerable digital landscape. The proposed approach gives
customers the ability to independently confirm the legitimacy of medical supplies thanks to an intuitive web
interface that allows for real-time product tracking via scanned QR codes. It does this through meticulous
exploration of the theoretical underpinnings of these technologies and empirical validation of their efficacy
via existing literature and practical case studies.

Keywords: Pharmaceutical Security, Blockchain technology, Cryptographic Data Security, onion

encryption, Data protection
1. INTRODUCTION of onion routing [11]. These protocols cover the key
phases of sign-up, message transmission, and

The pharmaceutical sector is not exempt from the
urgent issues of data security and integrity at a time
of fast technological advancement. It has proven to
be a difficult challenge to guarantee both privacy
and traceability in pharmaceutical transactions, and
existing solutions are frequently confined in their
use. This study sets out on a quest to offer a
thorough and all-encompassing solution that
incorporates the ground-breaking idea of Onion
chain. Onion chain provides a set of protocols
intended to make privacy-preserving and traceable
transactions within the pharmaceutical industry
possible by drawing inspiration from the concepts

identity revelation, all of which operate without a
hitch within the constraints of blockchain
technology. Parties taking part in Onion chain are
required under the registration protocol to reveal
their genuine identities, which are subsequently
disseminated and safely preserved on the
blockchain and open to the public [2]. The privacy
of all parties involved is protected despite this
accessibility because to our architecture, which
makes sure that even with public access, malevolent
actors cannot link particular messages to their
senders.
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The message transmission protocol reimagines
how parties communicate by demanding that data
be recorded on the blockchain as encrypted proof
using mutually agreed-upon keys. When
circumstances call for disclosure, such as the
discovery of misleading information, this proof,
which is essential to the identity disclosure
protocol, is crucial in revealing the sender. In these
circumstances, our identity revelation approach
successfully uses the stored evidence's decryption
to link false information to a particular sender [12].
We examine Onion chain’s protocols in further
detail in the following sections and make a case for
their adoption by the pharmaceutical sector. We
demonstrate its robustness and efficacy through in-
depth security study and experimentation. Our
research ushers in a new age where privacy,
traceability, and data integrity coexist peacefully
inside a blockchain-based framework, marking a
substantial leap in pharmaceutical security [4].

The pharmaceutical sector, which is devoted to
the research and distribution of life-saving drugs
and cures, is a crucial pillar of contemporary
healthcare. However, as the pharmaceutical
industry develops and digitises further, it becomes
more open to cyber-attacks, data breaches, and the
introduction of substandard medications [13]. From
research and development through production and
distribution, protecting sensitive pharmaceutical
data is essential for protecting intellectual property
as well as the safety and effectiveness of
pharmaceuticals. This research study looks into the
world of advanced data security technologies to
solve these urgent issues, and it suggests a
revolutionary strategy that combines the strength of
onion encryption with the intelligence of
blockchain-based intelligent cryptographic data
security [14]. By combining these two cutting-edge
technologies, we want to strengthen the data
protection measures used by the pharmaceutical
industry, promoting confidence, security, and
integrity along the whole pharmaceutical supply
chain. In this essay, we'll look at the complicated
problems that the pharmaceutical business has to
deal with when it comes to safeguarding
confidential information both within and across
various stakeholder organisations [7]. We will also
go into the flaws that standard data security
solutions have, emphasising the necessity for
creative ways to counter new dangers. Our system
creates a secure basis for pharmaceutical data by
utilising the decentralised and unchangeable
properties of blockchain technology. Data
authenticity and integrity are guaranteed at every
stage of the pharmaceutical lifecycle, from research

and clinical trials through manufacturing and
distribution, through the integration of intelligent
blockchain-based cryptographic data protection.

To complement this, we present an onion
encryption scheme that gives the data secured by
blockchain an extra layer of protection. This
sophisticated encryption technique adds an
unheard-of level of secrecy and anonymity to the
data by guaranteeing that only authorised people
may access and decode important pharmaceutical
information. We will thoroughly examine the
fundamentals of onion encryption, blockchain
technology, and cryptographic data security
throughout this research paper to show how these
elements combine to fortify the pharmaceutical
industry's data protection with an impregnable
fortress. In order to demonstrate the viability and
benefits of our suggested approach, we will also
provide real-world case studies and examples of
actual implementations [8]. As a result, our study
makes a significant addition to efforts being made
to improve pharmaceutical security. We aim to
provide pharmaceutical organisations with the tools
they need to safeguard their priceless data assets,
protect the integrity of medications, and ultimately
ensure the wellbeing of patients around the world
by combining intelligent  blockchain-based
cryptographic data security with onion encryption.

Revolutionizing  Healthcare Supply Chain
Tracking with Innovative Technologies.

The typical healthcare supply chain is described
with Partners in figure 1 below. Barcode
technology, Radio Frequency Identification (RFID),
and Electronic Product Code (EPC) have long been
used by conventional supply chain services to track
and control commodities as they move through the
supply chain. These technologies 135 enable the use
of Global Standards 1 (GS1) standards barcodes to
record and communicate product data, such as
unique serial numbers, manufacturing dates, and
expiration dates. RFID tags are scalable and data-
storing devices, but they may be costly to install
and may not work well in situations where radio
frequency waves clash or are blocked [15]. By
generating a Data-Matrix with details for every
medication, the utilization of a Data-Matrix
monitoring system further improves traceability. for
example, the product ID, producer ID, package ID,
and more metadata. However, compared to Quick
Response (QR) scans, data matrix codes can only
retain a finite amount of information.

The supply chain process for pharmaceuticals, or
medical items, from manufacture to distribution and
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sale, is depicted in the figure 2 using blockchain
technology. There are several steps in the process:
manufacturing, regulation, distribution,
transportation, monitoring, and sale. Transparency,
security, and efficiency are ensured in the supply
chain process by using smart contracts and
blockchain technology to automate and simplify it.
By lowering mistakes and minimizing fraud, the
usage of QR codes aids in confirming the
legitimacy of medical supplies [16]. To ensure the
patients' health and safety, the procedure
encompasses customers, distributors, merchants,
logistics units, and regulatory organizations. The
blockchain is used to store the data created during
the supply chain process, giving rise to an
impenetrable transaction record.

This study focuses on the critical need for
improved security measures in the pharmaceutical
business, as rising cyber threats and counterfeit
hazards represent substantial problems. By using
modern security technologies such as Onion
Encryption and IBCDS, the study hopes to address
a major vacuum in the current literature by
presenting a complete security framework
customized particularly to the pharmaceutical
industry's unique demands. This integrated strategy
not only improves industry security, but it also
gives stakeholders the ability to independently
verify product authenticity, encouraging trust and
confidence.

Problem Statement

The pharmaceutical business confronts increasing
cyber threats and counterfeit product dangers, with
up to 30% of medicinal goods faked in developing
countries.

Research attempts to increase pharmaceutical
security by merging Onion Encryption with IBCDS.

IBCDS provides decentralized, tamper-resistant
protection for pharmaceutical data, which is
enhanced by Onion Encryption's data route
obfuscation and secrecy protections.

The proposed strategy improves overall industry
security, builds stakeholder confidence, and
protects against emerging cyber threats.

Customers are enabled to check the reliability of
medical supplies using a simple online interface and
QR code tracking.

Research based on fundamental theories and
validated by literature reviews and practical case
studies.

2. LITERATURE REVIEW

The literature study includes significant
contributions to research in the fields of mobile ad
hoc networks (MANETS), blockchain technology,
the Internet of Things (IoT), and very high-speed
very large-scale integration (VHV) channel routing.
Research in MANETs focuses on resource-
constrained node energy-efficient routing to
improve network dependability. Integrating a
blockchain with homomorphic encryption improves
data security by guaranteeing its integrity and
confidentiality. Blockchain and smart contracts are
used in IoT research to provide open, safe access
control systems, reducing security issues.
Combining encryption with blockchain-based
cryptographic data security in the pharmaceutical
industry improves data protection and secures

pharmaceutical information. Advanced routing
methods in  Vehicular Ad-Hoc  Networks
(VANETSs) increase communication reliability

while optimising data delivery and neighbour
recognition accuracy in dynamic VANET
topologies. Together, these scientific contributions
improve  the security, effectiveness, and
dependability of these technologies, having
significant effects on several different businesses.

Due to node mobility and dynamic conditions,
MANETSs (Mobile ad hoc networks) have routing
difficulties. A flexible adaptive multipath routing
technology that supports many applications was put
forth by Akshay Parihar et al. [1]. It prioritises
security, optimises data speeds for multimedia, and
leverages conventional on-demand routing for
simplicity. Cross-layer communication improves
judgement. Through rigorous simulations in various
circumstances, the protocol's effectiveness and fault
tolerance were proved, effectively overcoming the
issues faced by MANET. Through rigorous
simulations in various circumstances, the result
method's effectiveness and fault tolerance were
proved, effectively overcoming the issues faced by
MANET. The issues of cross-domain data sharing
on blockchain networks are addressed by Hang
Thanh Bui et al. [3] in their research, "CD-ABSE."
Their approach combines searchable encryption
with attribute-based encryption to guarantee data
privacy and effective keyword searches. The results
reveal improved data privacy, effective searching,
and interoperability with blockchains, showing the
value of research in terms of safe cross-domain data
exchange. In the research addressed by Muhammad
Shah Ab Rahim et al. [5] tackles the difficulties in
securing I[oT cross-domain access control and
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allowing safe access rights delegation. Their
method makes use of blockchain technology and
smart contracts to create an extremely transparent
and secure access control system, which enhances
security, transparent access management, and loT
device efficiency. This research illustrates the
viability as well as the effectiveness of leveraging
blockchain to improve IoT access control and
delegation, providing a significant response to IoT
security problems. It is difficult to create routing
systems for dynamic IoT networks that are effective
and flexible. ensuring safe and trustworthy
connection, particularly for delicate IoT data.
Implementing smart contracts on the blockchain to
automate and enforce routing choices while
maintaining contractual obligations is described in
the research of Mourad Benmalek et al. [6].
integrating this protocol into blockchain technology
to  benefit from its immutability and
decentralisation for improved IoT routing. The
protocol guarantees safe and effective IoT routing,
upholding data confidentiality and integrity while
lowering latency and enhancing overall IloT
communication  dependability. A significant
difficulty is effectively managing energy resources
in the Industrial Internet of Things (IIoT) to
increase device lifespans and lower operational
expenses. It is essential to provide safe and reliable
data transfer in the IIoT, especially when handling
sensitive industrial data. In this research, [9] Darin
Mansor Mathkor et al. [9] proposed an "Energy-
Aware Routing Protocol with Fuzzy Logic in IloT
with Blockchain Technology." Key techniques
include Utilising fuzzy logic for dynamic routing
decisions to improve IloT network performance
and energy consumption and enhancing data
security, immutability, and transparency in IloT
data transfers by using blockchain technology. By
optimising energy usage, the protocol successfully
increases the lifespans of IIoT devices. Blockchain
integration guarantees safe and impenetrable data
transfer, upholding data integrity and sustaining
user confidence in IToT applications.

In mobile ad hoc networks (MANETSs) with
resource-constrained nodes, it is critical to control
energy usage at the MAC (Medium Access
Control) layer. Due to the constant and erratic
topology changes in MANETS, optimising routing
methods is challenging. Techniques to reduce MAC
layer power consumption, lengthen node lifetime,
and algorithms to increase routing protocol
efficiency, boosting route discovery and
maintenance in dynamic MANETSs were developed
by Bruno Ramos-Cruz et al. [10]. By consuming

less energy, the suggested MAC optimisations
increase node lifespans. The optimisation approach
boosts the speed of the routing protocol, facilitating
effective route management in dynamic MANET
environments. In order to promote network
dependability, our study improves both energy
efficiency and the efficacy of the routing protocol.
It can be challenging to guarantee the security and
confidentiality of data communicated via a
blockchain network, especially when working with
sensitive material. Homomorphic encryption can be
used in a blockchain environment to provide safe
data transmission while protecting privacy. Kannan
Govindan et al. [21] tackles the challenges in this
research using homomorphic encryption techniques
to enable calculations on encrypted data without
disclosing the underlying data and integrating this
secure data transmission method into a blockchain
network to improve data confidentiality and
integrity during transmission. The proposed
approach guarantees secure data transfer via a
blockchain network, safeguarding it from
unauthorised access and preserving confidentiality.
Homomorphic encryption protects secrecy during
data transmission and enables calculations on
encrypted data without jeopardising privacy. Due to
the continually shifting locations of the cars,
accurately recognising nearby vehicles with
directional antennas in dynamic Vehicular Ad-Hoc
Networks (VANETS) is difficult. It is difficult yet
crucial to create effective routing protocols that can
change to the dynamic VANET architecture with
directional antennas. In this research, Sotirios
Messinis Li et al. [22] proposed a "Routing
Protocol in VANETs Equipped with Directional

Antennas." Designing a system for precise
neighbour identification, taking into account
VANETSs' dynamic nature, and assessing the

effectiveness of routing methods in directional
antenna settings to guarantee effective data
delivery. The suggested strategy improves
communication reliability in VANETs with
directional antennas by enhancing neighbour
identification precision. Data transfer is effective
and communication lags are minimised due to the
research of routing algorithms, which guarantees
flexibility to dynamic VANET topologies. In
vehicle networks using directional antennas, our
approach improves communication efficiency and
dependability. It can be difficult to strike a balance
between privacy and traceability in blockchain
transactions since conventional blockchain systems
frequently reveal transaction information to all
users. The research by Hai Ziwei et al. [23]
describes the use of group signature techniques to
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permit transaction anonymity while maintaining the
ability to track activities back to particular groups
when necessary are important  strategies.
incorporating this protocol with blockchain
technology to improve transaction privacy and
traceability. By guaranteeing transaction anonymity
within the blockchain, the proposed protocol
safeguards user privacy. Even though transactions
are anonymous, the protocol permits tracing when
necessary, boosting the security and reliability of
blockchain applications. It is difficult to properly
route signals in a three-layer Very High-Speed
Very Large-Scale Integration (VHV) channel
because crosstalk must be minimised while
resource use must be optimised. For three-layer
VHV channel routing, the research by Fatima
Alwahedi et al. [24] introduces the approach which
include the three-layer VHV channel requires the
development of algorithms and tactics to limit
crosstalk between signals, which is crucial for
signal integrity and vertically assigning routing
channels will maximise the use of the available
layers ~ while  reducing  crosstalk.  Signal
dependability is increased by the suggested
method's efficient minimization of crosstalk in
three-layer VHV channel routing. The strategy
improves overall efficiency by optimising resource
utilisation in the VHV channel by allocating routing
pathways vertically.

Earlier research outlined issues with MANETS,
blockchain, IoT, IIoT, VANETS, and VHV channel
routing. These problems included interference in
VHV channel routing, data privacy in blockchains,
sophisticated [oT  access control, energy
management in IloT, and routing efficiency in
MANETs with directional antennas. However,
future studies aim to overcome these difficulties
using cutting-edge techniques. The solutions
suggested include energy-efficient IloT routing
integrated with blockchain, adaptive multipath
routing for MANETSs, advanced data privacy
techniques for blockchain, transparent IoT access
control via blockchain and smart contracts,
enhanced routing in VANETs with directional
antennas, and crosstalk mitigation in VHV channel
routing. These next techniques show promise for
enhancing the reliability, efficiency, and security of
these crucial technologies while overcoming
persistent challenges identified in earlier studies.

Key Findings
e A proposed adaptive multipath routing
technology effectively addresses routing

challenges in Mobile Ad hoc Networks
(MANETS), enhancing network reliability
through simulations.

e The CD-ABSE protocol resolves cross-
domain data sharing issues on blockchain
networks, ensuring data privacy and enabling
effective keyword searches.

e Leveraging blockchain technology for IoT
access control provides transparency and
security, enhancing trust in [oT ecosystems.

e Smart contracts automate and enforce routing
decisions in dynamic IoT networks, ensuring
secure and reliable connections.

e Energy-aware routing protocols in Industrial
Internet of Things (IloT) with blockchain
optimize energy usage, prolonging device
lifespans and enhancing data security.

e Techniques to reduce MAC layer power
consumption in MANETs improve energy
efficiency and routing protocol effectiveness,
enhancing network performance.

e Homomorphic encryption safeguards data
confidentiality and integrity in blockchain
networks, ensuring secure data transmission.

3. METHODOLOGY

The initiative Medical Counterfeit aims to
tackle the widespread problem of fake medical
items in supply chains by combining many
technologies such as blockchain, Remix IDE,
Ganache, MetaMask, JavaScript, PHP, XAMPP,
and Onion routing. The project takes a multi-
pronged strategy, starting with the definition of
discrete entity roles as retailer, distributor,
manufacturer, and consumer. The only people who
can add products to the Dblockchain are
manufacturers, therefore the system's integrity is
guaranteed. JavaScript features for QR code
creation and scanning enable each product to be
given a unique ID and QR code for effective
tracking throughout the supply chain [17]. XAMPP
offers a complete local database management
solution, and is used to securely store data related
to manufacturers, distributors, retailers, and
consumers.

To ensure smooth data administration and
retrieval, data such as user profiles, product details,
transaction history, and authentication credentials
are stored in XAMPP's MySQL database.

Distributors, merchants, and consumers may all
verify the legitimacy of products and follow their
path, and blockchain querying and verification
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requests are supported by a PHP backend [18]. The
PHP backend is hosted locally and tested using the
XAMPP  server, which offers a smooth
development environment.

Onion routing is used to improve security and
privacy by encrypting communications and
protecting against hacking and monitoring across a
number of relay hops. Given estimates that as much
as thirty percent of medical products sold in
developing countries are fraudulent, the suggested
method gives consumers the ability to
independently verify the authenticity of medical
supplies [19]. An easy-to-use web interface makes
it possible to track products in real time by
scanning QR codes. Consumers may quickly verify
the authenticity of medical products and feel secure
about their purchases by simply accessing the web
interface and scanning the QR codes on the
products [20].

The project promotes security, scalability, and
decentralization, building upon the Onion chain
protocol. Secure message delivery is ensured via
successive encryption layers, blockchain-based
evidence recording, and the requirement for a
majority vote to reveal a party's identity, which
protects sensitive data and ensures anonymity [25].
The protocol achieves a balance between privacy
and transparency by preventing the publication of
illegal information, so improving the legitimacy of
medical products while maintaining confidentiality.

Figure 3 shows there are several steps in the
supply chain process for medical supplies,
including manufacturing, packaging, shipping, and
patient delivery. Using a smart contract—a self-
executing agreement with stipulations encoded
straight into code—the manufacturer starts
production. After being packaged, the medical
supplies are sent to the distributor, who scans a QR
code to confirm their legitimacy [26]. Orders are
sent by the distributor to the pharmacy, which scans
the QR code on the items to confirm their
authenticity before distributing them to patients. By
scanning the QR code, patients may confirm the
authenticity of medical supplies and examine the
supply chain flow of the products. This procedure
lowers mistakes and stops fraud by ensuring
efficiency, security, and transparency in the medical
supply chain. In order to preserve the validity and
traceability of medical items and guarantee that
patients receive real, high-quality products, smart
contracts and QR code verification are used. All
things considered, this procedure is critical to

preserving patient health and safety as well as the
integrity of the medical supply sector.

MDS5 (Message Digest Algorithm S)

Algorithm 1: - Product Submission

Initialize Parameters: Set up the necessary
parameters for the product submission process.

Input: User-provided information including
product ID, QR code, and description of the fake
product.

Generate MD5 Hash: Apply MDS5 hashing
algorithm to the input data to create a unique hash.

Hash Storage:
If Hash Generation is successful:

Store Hash: Save the generated MD5 hash along
with the complaint details in the blockchain for
reference.

Else:

Notify Hash Failure: In case of unsuccessful hash
generation, notify users of an issue in processing
the complaint.

The algorithm 1 was developed to process
product submissions. It requires data supplied by
the user, including the product's ID, QR code, and
description. The process then uses the supplied data
to construct an MDS5 hash, which gives the
complaint a unique identify [27]. The algorithm
saves the hash and the complaint data in the
blockchain for later use if the hash generation
process is successful. Users are notified by the
algorithm if there is a problem with processing the

complaint if the hash creation fails.
MD5 — compressien(MD5 — padding (M,1))

MD5(M) = ; (1)
Where,

M: Input message.

MDS5-padding(M,l) : Padding function for input

message M with a specified length 1.
MDS5-compression(.): Compression
specific to the MDS5 algorithm

function

.
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SHA-256 (Secure Hash Algorithm 256-bit)

Algorithm 2: - Manufacturer's QR Code Scanning

Initialize Parameters: Define the parameters for
the QR code scanning process during product
manufacturing.

Input: Prescription received from the pharmacy
and QR code generated during the manufacturing
process.

Generate SHA-256 Hash: Utilize SHA-256
hashing algorithm to create a secure hash of the
input data.

Compliance Check:

If Compliance Check is successful:

Record Scan Result: Store the hash and scan result

in the Dblockchain for traceability and
accountability.
Else:

Flag Non-Compliance: In case of non-compliance,
flag the issue for further investigation and
resolution.

Where,

M: Input message.

SHA-256-padding(M,l) : Padding function for input
message M with a specified length 1.
SHA-256-compression(.): Compression function
specific to the SHA-256 algorithm.

Keccak (Used in Ethereum)

Algorithm 3: - Distributor's Payment and Control

The SHA-256 hashing technique is used by the
Manufacturer's QR Code Scanning method to
guarantee data integrity during the product making
process. The prescription from the pharmacy and
the QR code of the product are inputted when
parameters are initialized to determine the scanning
process. This data is hashed securely using SHA-
256 and then put through a compliance check.
Should the check be successful, indicating
compliance with legal requirements, the hash and
scan result are added to the blockchain, improving
accountability and traceability. In contrast, the
algorithm 2 detects variances from anticipated
norms and identifies non-compliance for additional
inquiry and resolution [28]. Strong quality control
and regulatory compliance in pharmaceutical
supply chains are made easier by the algorithm,
which also increases stakeholder confidence and
transparency.

SHA — 256(M) =
SHA—256 —vurpressizn (SHA—I56 —pudcd ing (M, 1))
1

(2)

Initialize Parameters: Set up parameters for the
distributor's control and payment process.

Input: Notification from the manufacturer, product
delivery details, and purchase price.

Generate Keccak Hash: Apply Keccak hashing
algorithm to create a unique hash for the
transaction.

Hash Verification:
If Hash Verification is successful:

Distributor's Control: Assume control of the
distribution procedure.

Uphold Accountability: Ensure transparency in
business practices by linking the hash to the
transaction.

Else:

Notify of Hash Mismatch: In case of unsuccessful
hash verification, notify stakeholders of a potential
issue.

Keccak hashing powers the Distributor's
Payment and Control algorithm, which guarantees
safe and open supply chain transactions. The
algorithm 3 creates a unique hash for the
transaction after it has received the notice, delivery
information, and purchase price. By connecting the
hash to the transaction, a successful hash
verification enables the distributor to take charge of
the distribution process and preserve transparency
[29]. When there is a verification failure,
stakeholders are alerted right away, which speeds
up the inquiry and resolution process. It improves
supply chain transaction security and trust.
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Keccak (M) =
Kecocak—f(Keccak—padding (M)
1
(3)
Where,

Keccak(M): Keccak hash of message M

Keccak-padding(M,l) : Padding of message M for
Keccak, ensuring a specified length 1.

Keccak-f: Permutation function used in Keccak.

ECDSA (Elliptic Curve Digital Signature
Algorithm) for Digital Signatures

Algorithm 4: - User Authentication and Access
Control

Initialize Parameters: Set up parameters for user
authentication and access control in the
decentralized web application.

Input: User credentials (username, password),
account type, and access permissions.

ECDSA Signing: Utilize ECDSA to create a digital
signature for user authentication.

Signature Verification:
If Signature Verification is successful:

Direct User: Based on the account type, direct
users to the appropriate pages in the personalized
interface.

Else:

Deny Access: In case of unsuccessful signature
verification, deny access and notify users of
authentication failure.

authentication procedure. To create a digital
signature for user authentication, ECDSA is used.
The user is then sent to the relevant pages inside the
tailored interface based on their account type after
the algorithm 4 has successfully verified the
signature [30]. Nevertheless, access is refused and
users are quickly informed of the authentication
failure in the event that the signature verification is
failed, guaranteeing a strong and secure user
authentication system in the decentralized web
application.

ECDSA — Sign(M,d) === (4)

Where,

ECDSA-Sign(M,d) : ECDSA digital signature
generation for message M with private key d.

(r,s): Components of the ECDSA signature.

AES (Advanced Encryption Standard) for
Encryption

Algorithm 5: - Secure Data Exchange in Supply
Chain

The User Authentication and Access Control
method creates a safe environment for decentralized
web application access by using the Elliptic Curve
Digital Signature technique (ECDSA) for digital
signatures. Inputs include account type, access
rights, and user credentials such passwords and
usernames. Parameters are initialized to set up the

Initialize Parameters: Establish parameters for
secure data exchange in the supply chain
application.

Input: Data to be exchanged between stakeholders
(manufacturer, distributor, pharmacy, etc.).

AES Encryption: Utilize AES for encrypting
sensitive data during exchange.

Data Integrity Check:
If Data Integrity Check is successful:

Exchange Data: Allow secure data exchange
among stakeholders.

Else:

Abort Exchange: In case of unsuccessful data
integrity check, abort the data exchange process.

Data integrity and confidentiality are guaranteed
when stakeholders exchange data using the Secure
Data Exchange in Supply Chain technique, which
uses the Advanced Encryption Standard (AES) for
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encryption. In order to create a safe data exchange,
parameters are set up, and sensitive data that is
exchanged by manufacturers, distributors, and
pharmacies is one of the inputs. subsequently AES
encryption is used to protect the data's secrecy
while it is being transmitted. To confirm the
integrity of the encrypted data, a data integrity
check is then carried out. In the event that the check
is successful and the data has been determined to be
valid, stakeholders may communicate securely. To
avoid unwanted access or manipulation, the
algorithm stops the data sharing process if the
integrity check is unsuccessful, indicating possible
tampering or corruption as shown in algorithm 5.

AES — Encrypt(M,K) = J(AES —
Round (AES -

AddRoundKey (AES SubBytes [,Ll ES—
ShiftRows(AES —

M:’xCo!mnns(M))), K]) ,1)

(5)
Where,
AES-Encrypt(M,K): AES encryption of message
M with key K
AES-Round,AES-AddRoundKey,AES
SubBytes,AES-ShiftRows, AES-MixColumns
Operations used in the AES encryption algorithm.

HMAC (Hash-based Message Authentication
Code) for Message Integrity

integrity.
Else:
Reject Transaction: In case of unsuccessful

integrity verification, reject the transaction and
notify stakeholders of potential tampering.

Algorithm 6: - Blockchain  Transaction

Verification

Initialize Parameters: Set parameters for verifying
blockchain transactions related to pharmaceutical
supply chain operations.

Input: Transaction details, sender,

receiver, and transaction content.

including

HMAC Generation: Use HMAC to generate a
message authentication code for the transaction.
Integrity Verification:

If Integrity Verification is successful:

Update Blockchain: Allow the update of
blockchain to reflect the transaction and maintain

In pharmaceuticals supply chain operations,
message integrity is guaranteed using the HMAC-
based Blockchain  Transaction  Verification
algorithm. It generates a unique code for
transaction authentication using HMAC. Failure to
verify integrity leads in transaction rejection and
communication to stakeholders, protecting against
possible manipulation. Success in integrity
verification permits updates to the blockchain,
preserving entire integrity.

HMAC(M,K) = H((K & opad) ||

H((K & ipad) || M))

(6)

Where,

HMAC(M,K): HMAC generation for message M
with key K.

H: Hash function used in HMAC.

@: Bitwise XOR operation.
opad, ipad: Outer and inner padding used in
HMAC.

4. RESULTS

The Ganache blockchain interface shows five
blocks of granular data, with a focus on transaction
details like gas use and timestamps; the Gas Price
and Gas Limit are kept constant. An Ethereum
transaction containing sender and recipient
addresses, a transaction hash created by Keccak,
gas settings, and information is shown in the
transaction tab  picture that is  attached.
Cryptographic methods including AES, HMAC,
ECDSA, and Keccak-256 are used by Ethereum.
Keccak guarantees distinct transaction IDs,
facilitating safe storing via instruments such as
Metamask. The fifth block details in a local
Ethereum blockchain created by Ganache include a
gas limit of 6,721,975, 137,441 gas consumed, and
Keccak hashing for block identification, which
guarantees data veracity and integrity while the
network is being monitored.

.
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The initiative's main website provides a
thorough introduction, highlighting the significance
of medicine safety and thwarting the sale of fake
goods. It describes how the platform uses Ganache
Metamask, blockchain, and onion encryption to
guarantee security and openness in the tracking of
medicinal supplies. Product registration, tracking,
verification, security, and an intuitive user interface
are among the essential aspects. In the bottom,
there are connections to social networking pages,
contact details, and guidelines and documentation.
In general, the page promotes user participation to
guarantee safe pharmaceutical practices Shows in
figure 4.

While the primary content section supports
product verification through input fields and QR
code scanning, users may also add new items, track
shipments, and check the legitimacy of products.
Users can input a product ID or scan a QR code to
access full product information shows in figure 5.

Figure 6 shows created QR code is displayed
with the image, which shows how a medical
product was successfully added to the system. A
unique Product ID issued by the system—
accompanies a message confirming the product's
successful insertion. Users may easily view the
product's details by scanning the QR code that
contains its information. A  prompt also
recommends printing the QR code for labelling or
storing in hard copy. Users can choose to go on to
another area of the program or return to the
previous page by clicking the "Done" button.

Figure 7 shows data for five blocks is
displayed on the Ganache blockchain simulation
interface, with block number five denoting the most
recent block. Every block displays the amount of
gas used by each individual transaction, while the
Mined-on field provides the block formation
timestamp. Interestingly, the Gas Price and Gas
limit values stay the same for every block. It is
noteworthy, though, that no explicit or direct
mention of the particular hashing algorithm used
for block identification is made in this context. This
suggests that the interface focuses more on
transaction-level  information than on the
complexities of block hashing algorithms.

Figure 8 shows the Ganache transaction tab,
which displays information on a transaction that
was completed on the local Ethereum blockchain. It
contains vital transaction details like the sender and
recipient addresses, the unique Transaction Hash

created by the Keccak hashing algorithm,
parameters related to gas like Gas Price and Gas
Limit, and data specifics like the amount of
transferred Ether and input data encoded with the
ABI. It also includes transaction metadata that
offers detailed insights into the transaction's
location on the blockchain, such as Nonce, Block
Hash, Block Number, and Transaction Index. The
transaction was automatically mined, as shown by
the Mining Status, and took place on network ID
5777, which represents the Ganache personal
blockchain environment. Ethereum also uses AES
for encryption, HMAC for message authentication
codes, ECDSA for digital signatures, and Keccak-
256 for hashing.

In a blockchain, the Keccak hashing method is
used to generate distinct IDs for every transaction,
guaranteeing data authenticity and integrity shown
in Figure 9. Transactions are safely stored on the
blockchain and made possible using the well-
known bitcoin wallet browser plugin Metamask. By
creating an unchangeable and visible record of
medication transactions, this not only increases
patient safety but also reduces the possibility of
counterfeit pharmaceuticals. This technology makes
the medicine supply chain traceable and verifiable,
improving patient safety by ensuring the legitimacy
of the drugs and lowering the frequency of fake
drugs in healthcare systems.

Figure 10 shows current block number in a
local Ethereum blockchain environment that is run
by Ganache is 5. With a gas limit of 6,721,975, this
block has used 137,441 gas. This block contains all
of the transaction details, including the sender's
account address, transaction hash, and gas price for
each transaction. The mining state is indicated as
AUTOMINING, and the network ID is 5777. and
the Keccak hashing technique is used to construct
the block hash, which serves as its unique
identification. This thorough presentation in the
Ganache blocks tab allows for effective blockchain
activity monitoring while wusing cryptographic
techniques to guarantee the validity and integrity of
recorded data.

The findings reveal important information
about the process of making strategic decisions, as
seen by the histogram that shows the frequency of
algorithms that were excluded from the proposed
framework due to security and privacy concerns.
Notable trends in algorithmic preferences are
shown by the data; for example, algorithms like
PoS and SHA-256 exhibit increased frequency of
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consideration for dropping, which may indicate
future security standards or weaknesses. This
thorough analysis of algorithmic decisions
highlights how crucial it is for the framework to
include strong security and privacy safeguards. In
the end, it will help to improve resilience and
confidence in digital systems by highlighting the
need for continued research and development
efforts to find substitute solutions that can handle
new threats and legal requirements as shown in
figure 11.

5. COMPARATIVE ANALYSIS

Table 1 displays a comparison analysis
emphasizing important distinctions from the
previous research study. Our research is unique in
that it provides specific information on the
technology used, with an emphasis on addressing
the issue of fake medical supplies in the supply
chain. In addition to defining entity responsibilities
and addressing particular difficulties within the
supply chain, both techniques go one step further
by utilizing XAMPP's MySQL database to specify
data storage and by including a user-friendly
verification ~ mechanism through blockchain
querying and QR code scanning. Furthermore, our
strategy is unique in that it prioritizes privacy and
anonymity protections by utilizing Onion routing
and many encryption approaches. The purpose of
the research's commercial effect is to improve the
medical supply chain. Interestingly, our method
covers certain cryptographic algorithms, giving a
thorough rundown of the methods used.

6. CONCLUSION

The integration of Onion Encryption with
Intelligent Blockchain-Based Cryptographic Data
Security (IBCDS) represents a  significant
advancement in pharmaceutical security. The
pressing need for robust security measures in the
pharmaceutical industry, driven by escalating cyber
threats and counterfeit risks, necessitates innovative
solutions. By seamlessly integrating Onion
Encryption and IBCDS, our research proposes a
comprehensive security framework tailored to the
industry's unique challenges. This approach not
only addresses the immediate concerns of data
breaches and counterfeit pharmaceuticals but also
prioritizes data privacy and integrity. The use of
advanced encryption techniques such as Keccak,
AES, HMAC, and ECDSA ensures the
confidentiality and authenticity of sensitive
pharmaceutical data. Furthermore, the inclusion of
a user-friendly verification mechanism through

blockchain querying and QR code scanning
empowers stakeholders to independently verify
product authenticity, fostering trust and confidence.
Through a comparative analysis highlighting the
distinctiveness of our approach and its emphasis on
privacy measures, it is evident that our research
offers a unique and effective solution to the
challenges faced by the pharmaceutical supply
chain. By establishing a strong defense against
emerging cyber threats and cultivating stakeholder
trust, our integrated security framework advances
innovative techniques while safeguarding the
integrity of pharmaceutical data and ensuring
patient safety.
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Figure 11: Frequencies of Algorithms to Drop Based on Security and Privacy Concerns
Table 1: Comparative Analysis of Previous Research and Our Approach.
Aspect Previous Our Algorithmic Evaluation in Blockchain Studies
Approach | Approach

Technologies X v Both studies leverage blockchain technology, but Our Approach

Used incorporates additional tools like Remix IDE, Ganache, and MetaMask
for blockchain development.

Focus Areas v v Both approaches address specific challenges, but Our Approach focuses
on combating counterfeit medical items in the supply chain.

Security v v Both approaches implement various security measures, but Our Approach

Measures includes a wider range of encryption algorithms and tools.

Specific v v Both approaches address specific challenges, but Our Approach focuses

Challenges solely on counterfeit medical items in the supply chain.

Addressed

Entity  Roles | ¢ v Both studies define distinct entity roles within the supply chain, ensuring

Defined transparency and accountability.

Data Storage X v Our Approach explicitly mentions the use of XAMPP's MySQL database
for secure data storage.

Verification X v Our Approach implements a user-friendly verification mechanism

Mechanism through QR code scanning and blockchain querying.

Privacy and | X v Our Approach employs Onion routing and various encryption techniques

Anonymity to ensure privacy and anonymity.

Measures

Impact on | v Both studies aim to improve technology in their respective domains, with

Businesses Our Approach focusing specifically on enhancing the medical supply
chain.
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