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ABSTRACT 
 

The process of protecting a digital color image is an urgent necessity due to the confidentiality of the 
image or the possibility of it containing high-level data. In this research paper a new method of image 
cryptography will be introduces, tested and implemented. The proposed method will based on selecting 
a sequence of rotate left and exclusive operations. This sequence can be changed from time to time to 
increase the security level of image cryptography. The number of rotation digits can be changed; one or 
more private key can be used to ensure the image protection process. Some parameters such as MSE, 
PSNR and correlation coefficients will be calculated to show how this method will increase the 
distortion degree of the encrypted images, the results will compared with the XORing image 
cryptography to show the added damages to the encrypted image, 
Keywords: Cryptography, MSE, PSNR, Correlation Coefficient, Rotate Left, XORing, PK, Damage 
 
1. INTRODUCTION  
 
Colored digital images are considered the most 
important and widely used type of digital data, 
as they are used in important vital applications, 
which require protecting them from the danger 
of intruders and data thieves. The process of 
providing a secure digital image protection is 
very necessary for several reasons, the most 
important of which are [1-6]: 

 The possibility of the digital image 
carrying confidential data. 

 The possibility that the digital image is 
strictly confidential, and no third party 
is not authorized to view it and 
understand its contents. 

 The possibility that the digital image is 
very private and no one else is allowed 
to view it [44-49]. 

The digital color image has important and 
unique features, the most important of which are 
[7-12]: 

 Huge size of the colored digital image, 
where the digital image consists of a 
large set of pixels, and a number of 
pixels is assigned to you. The first 
represents the value of the red color, 

the second represents the value of the 
green color, and the third represents the 
value of the blue color, and these colors 
are mixed together to form the specific 
color of the pixel, and as shown in 
figure 1 [10-13]. 

 
Figure 1:Pixels Values 

 
 Ease of processing the colored digital 

image because it is represented by a 
three-dimensional matrix: the first 
dimension is a dual matrix dedicated to 
the red color, and the second dimension 
is a two-dimensional matrix dedicated 
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to the green color, and the third 
dimension is a dual matrix dedicated to 
the blue color, as shown in the figure 2, 
all operations Arithmetic and logical 
implementations on matrices can be 
easily performed on digital color 
images, all operations Arithmetic and 
logical implementations on matrices 
can be easily performed on digital color 
images [13-18]. 

 The possibility of obtaining a digital 
image at a lower cost due to the 
availability of various sources through 
which the digital image can be 
obtained. 

 The possibility of processing each byte 
in the digital image individually, where 
a lot of operations can be performed on 
it, such as the left rotation process, by 
converting the decimal byte value into 
binary and implementing the left 
rotation process for a specified number 
of digits, as shown in the figure and 
implementing an operation Exclusion 
for a byte value with a specified private 
key value [19-22]. 
 
 
 

 
Figure 2: Color Image Matrices 

 

 
Figure 3: Rotation Left And Xoring 
 

One of the most important ways to protect a 
digital color image is to use data cryptography, 
which means encrypting the image using a 

private key (PK) and some sequence of logical 
operations and decrypting the image using the 
same PK and a sequence of logical operation to 
get the same source image as shown in figure 4. 
The encryption process should lead to the 
production of a destructive and distorted image 
that is difficult to understand or benefit from. As 
for the decoding process, it should return the 
original image without any change or loss of 
data. 
The improved encryption method is the way to 
increase the distortion rate while not enabling 
the unauthorized parties to understand the 
mechanism of converting the image into an 
encrypted image[25-30]. 

 

 
Figure 4: Encryption Process 

 
The implementation of the encryption process 
must increase the degree of image distortion, 
and the degree of distortion can be measured 
using the following parameters: 

- Mean square error (MSE) between the 
source image and the encrypted one 
[35-39]. 

- Peak signal to noise ratio (PSNR) 
betwwen the the souce image and the 
encrypted one, 

- Correlection coefocients between the 
source color matrices and the encrypted 
ones, 

These parameters can be calculated using 
equations 1 to 3 [40-43]. 
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Where: 

 
Positive correlation is measured on a 0.1 to 1.0 
scale. Weak positive correlation would be in the 
range of 0.1 to 0.3, moderate positive correlation 
from 0.3 to 0.5, and strong positive 
correlation from 0.5 to 1.0. The stronger the 
positive correlation, the more likely the stocks 
are to move in the same direction. 
Here we have to rember the ollowing[13-20]: 
 

 Decreasing PSNR will increase the 
distirtion degree. 

 Increasing MSE will decrease the 
distortion degree.Decreasing  

 correlations will increase the 
distortion degree 
 

2. RELATEDD WORKS 

One of the most common methods used in the 
process of encrypting digital images is to use the 
logical exclusion process (XORing). This 
operation is executed using a private secret key, 
which can be an individual value used to process 
each byte in the digital image, or another image 
can be used as a special key that can be used to 
perform the exclusion process in one go [20-36]. 
 
XORing is a simple operation, but some times 
the distotion degree is not acceptable, this leads 
us to combine this operation with another 
sewuence of operations to enhance the process 
of encryption by decreasing the distortion 
degree and making the encrypted image 
incomprehensible and devastating features as 
shown in figures 5, 6, and 7[15-19]: 
 
 

 
 

Figure 5: Source Color Image 
 

 
 
Figure 6: Encryption Using Byte Xoring And Rotation 

Left (More Damages) 
 

 
Figure 7: Encryption Using Byte Xoring (Less 

Damages) 
 

3. THE PROPOSED METHOD 

The proposed method is implemented by 
choosing a specific order for the left 
rotation and exclusion operations to be 
agreed upon between the sender and 
receiver, and choosing a numeric value 
confined between 0 and 255 to be used as a 
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PK. The number of rotation digits must be 
also determined. The order of logical 
operations in the decryption process is 
carried out in reverse, taking into account 
the implementation of the rotation process 
with a number of digits equal to eighty 
minus the number of rotation digits that 
were used in the process when executing the 
encryption process and as shown in   table 
1: 

Table 1: Rotation Left Operation Examples(Source Byte 
= (235) Decimal =(11101011) Binary) 

Encryption Decryption 
N
u
m
be
r 

of 
rot
ati
on 
di
git
s 

Bin
ary 

De
ci
m
al 

N
u
m
be
r 

of 
rot
ati
on 
di
git
s 

Bin
ary 

De
ci
m
al 

1 110
101
11 

21
5 

7 111
010
11 

23
5 

2 101
011
11 

17
5 

6 111
010
11 

23
5 

3 010
111
11 

95 5 111
010
11 

23
5 

4 101
111
10 

19
0 

4 111
010
11 

23
5 

5 011
111
01 

12
5 

3 111
010
11 

23
5 

6 111
110
10 

25
0 

2 111
010
11 

23
5 

7 111
101
01 

24
5 

1 111
010
11 

23
5 

 
Figures 8 and 9 show how to use a sequence : 
Rotate left one digit, rotate left 3 digits, rotate 
left 6 digits and XORing to encrypt decrypt a 
data byte: 
 

 
Figure 8: Encryption Using A Selected Sequence Of 

Operations 

 

Figure 9: Decryption Using A Selected Sequence Of 
Operations 

 
The proposed algorithm for encryption phase is 
as follows: 
Input: 
Source image, PK, sequences of logical 
operations. 
Output: 
Encrypted image 
Process: 
Implement the sequence of selected operation. 
The decryption algorithm is as follows: 
Input: 
Encrypted image, PK, sequences of logical 
operations. 
Output: 
Decrypted image 
Process: 
Implement the sequence of selected operation in 
revers way. 
 
 
4. IMPLEMENTATION AND 

EXPERIMENTAL RESULTS 
 
Several images with various sizes were 
implemented using the proposed mehod 
applying various sequences of logical 
operations which include rotation left with a 
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selected number of digits and XORing, 
figure 10 shows the used images, while 
table 2 shows the basic information of these 
images. 

 

Figure 10: Used Images 

Table 2: Used Images Basic Information 

Image 
number 

Dimension Size(byte) 

1 151   333     3 150849 
2 152   171     3 77976 
3 360   480     3 518400 
4 1071        1600           

3 
5140800 

5 981        1470           
3 

4326210 

6 165   247     3 122265 
7 360   480     3 518400 
8 183   275     3 150975 
9 183   275     3 150975 
10 201   251     3 151353 
11 600        1050           

3 
1890000 

12 1144        1783           
3 

6119256 

 
Here we have to notice the following points: 

 The sequence of selected logical 
operation can be changed any time, the 
sender and reciever must agree on the 
sequence, 

 One or private keys can be used, one 
PK for each XORing operation. 

 The nuber of rotate left digits can be 
also changed. 

Thes points add an extra protection increasing 
the proposed method level of security and 
making the hacking process very hard, 

Several sequences were tested and MSE, PSNR 
and correlation coeficients were calculated, the 
following are the outputs of implementing these 
sequences (see figures 11, 12 and 13): 
 
 

 

Figure 11: Using Image 1, Sequence 1 

 

Figure 12: Using Image 1, Sequence 2 

 

Figure 13: Using Image 5, Sequence 2 
 

The damages obtained using the proposed 
method can be noticed comparing figure 11 with 
the results obtained by applying only XORing 
operation as shown in figure 12. 

 

 

Figure 14: Less Damages Using Only Xoring 
Operation 

 
The sequence: Rotl (5), Rotl (7), Rotl (2), 
XORing with PK= PK=237 was implemented 
using the proposed method, figure 15 shows an 
output sample of implementation, the same PK 
was used for XORing operation only, figure 16 
shows the output sample, here we can see how 
the proposed method increases the damges on 
the encrypted image. 
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Figure 15: Encrypting Image 1 Using The Selected 
Sequences 

 
 

 

Figure 16: Encrypting Image 1 Using Only Xoring 
Operation 

 

Tables 3 and 4 show the obtained experimental 
results using the proposed method with the 
selected sequence of operations: 
 

TAble 3 MSE and PSNR using the selected sequence of 
operations 

Image 
number 

MSE PSNR 

1 1.5846e+004 14.1186 
2 1.8190e+004 12.7390 
3 1.5637e+004 14.2514 
4 1.1774e+004 17.0890 
5 1.1329e+004 17.4739 
6 1.0435e+004 18.2957 
7 2.1010e+004 11.2976 
8 1.3542e+004 15.6897 
9 1.1356e+004 17.4502 

10 1.5791e+004 14.1531 
11 1.4398e+004 15.0767 
12 8.3002e+003 20.5849 

 

 

 

TABLE 4: Correlation Coefficients Using The Selected 
Sequence Of Operations 

Imag
e 

num
ber 

Red 
correlat

ion 
coeffici

ent 

Green  
correlat

ion 
coeffici

ent 

Blue 
correlat

ion 
coeffici

ent 
1 -0.1663 -0.1828 -0.3053 
2 -0.1379 -0.1013 -0.0796 
3 -0.3130 -0.2934 -0.2655 
4 -0.1996 -0.1440 -0.1484 
5 -0.1835 -0.1897 -0.1740 
6 -0.1875 -0.0835 -0.2871 
7 -0.5122 -0.4687 -0.4632 
8 -0.2371 -0.2327 -0.2523 
9 -0.1736 -0.1748 -0.1941 

10 -0.2421 -0.2128 -0.2712 
11 -0.2129 -0.2482 -0.2241 
12 -0.1205 -0.1323 -0.1820 

 
The sequence of operation was changed to: Rotl 
(2), Rotl (6), Rotl (1), XORing with PK=152 
Tables 5 and 6 show the obtained experimental 
results: 

TAble 5: MSE And PSNR Using The Selected Second 
Sequence Of Operations 

Image 
number 

MSE PSNR 

1 1.6741e+004 13.5692 
2 1.9682e+004 11.9505 
3 1.3645e+004 15.6141 
4 1.1031e+004 17.7402 
5 1.0796e+004 17.9559 
6 7.6893e+003 21.3494 
7 1.1966e+004 16.9272 
8 1.3837e+004 15.4742 
9 1.1468e+004 17.3520 

10 1.4717e+004 14.8574 
11 1.6984e+004 13.4253 
12 3.5631e+003 29.0415 
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Table 6: Correlation Coefficients Using The Selected 
Second Sequence Of Operations 

Imag
e 

num
ber 

Red 
correlat

ion 
coeffici

ent 

Green  
correlat

ion 
coeffici

ent 

Blue 
correlat

ion 
coeffici

ent 
1 -0.4652 -0.3793 -0.2930 
2 -0.2068 -0.2867 -0.3837 
3 -0.1946 -0.1990 -0.1886 
4 0.1928 -0.0994 -0.1827 
5 -0.1206 0.0634 -0.0995 
6 -0.0869 -0.3127 0.5643 
7 -0.1908 -0.1703 -0.1075 
8 -0.3015 -0.2770 -0.3171 
9 0.0063 0.0306 -0.4717 

10 -0.2361 -0.2147 -0.0564 
11 -0.3721 -0.3101 -0.4135 
12 0.0023 0.0620 0.2553 

 
 
From tables 3 to 6 we can see that the proposed 
method provides a good encryption quality by 
minimizing the values of PSNR and correlation 
coefficients and maximizing the values of MSE, 
this means that the proposed method completely 
destroys the source image by generated an 
encrypted image making this image 
incomprehensible and useless, thus making the 
process of hacking impossible. 

5. CONCLUSION  

A simple and highly efficient method of color 
image encryption-decryption was proposed and 
implemented. It was shown that using this 
method will increase the distortion degree of 
the encrypted image making it 
incomprehensible and useless, thus making the 
process of hacking impossible. The proposed 
method uses simple sequence of logical rotate 
left and exclusive operations with a selected 
primary key, one or more keys can be used to 
implement the XORing operations. The 
sequence of operations and the number of 
rotation left digits can be changed from time to 
time; this will lead to an increase in the security 
level of the proposed method. It was shown 
that the proposed method added extra damages 
to the encrypted image comparing with the 
XORing method used for image cryptography; 
the proposed method can be used for image 
cryptography (color and gray images). 
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