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ABSTRACT 
 

 An Intruder and Attacker are everlasting problem in the packet communication. While facilitating 
communication among wireless nodes without relying on established infrastructure, networks become 
susceptible to security vulnerabilities. One such vulnerable network type is the Mobile Adhoc Network 
(MANET), where intruders and attackers play pivotal roles in compromising network integrity and 
performance. Various research endeavors focus on identifying and thwarting these threats, particularly 
targeting three types of attackers: black hole, white hole, and gray hole attackers, alongside intruders. This 
article delves into the implementation of the Watch Dog method, which monitors the forwarding times of 
each node in the communication process. Intruders are identified by delays in forwarding times, black hole 
attackers by dropped forwarded nodes, gray hole attackers by frequent delays in forwarded packets, and 
white hole attackers by nodes excessively forwarding packets to numerous recipients. Through the 
proposed Watch Dog Algorithm combined with Classification Techniques, implemented using network 
simulation, the efficacy of this approach is demonstrated. Comparative analysis against machine learning-
based routing protocols reveals that the Watch Dog-based detection methods outperform, showing over 
50% improvement, with performance metrics exceeding 90%. 
 

Keywords: Attackers, Black Hole Attackers, Gray Hole Attackers, Intruder, White Hole Attackers, 
MANET, Watch Dog Technique 

 
1. INTRODUCTION  
 
 Mobile Adhoc Network (MANET) stands 
out as a pivotal solution for instantaneous 
communication sans reliance on traditional 

infrastructure. Its inherent flexibility allows for 
swift mobility to any location, coupled with the 
advantage of streamlined protocol stack layers. This 
unique characteristic has led to widespread 
adoption in various critical applications such as 



 Journal of Theoretical and Applied Information Technology 
31st July 2024. Vol.102. No. 14 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                    E-ISSN: 1817-3195 

 
5470 

 

disaster management, military operations, and 
earthquake response. However, the efficacy of 
MANET faces constant challenges from external 
entities aiming to disrupt its functionality. A 
notable area of concern arises during packet 
transmission, where various categories of attackers 
and intruders infiltrate the network, posing 
significant threats to its integrity and performance. 

 
 

Figure 1.1 MANET Architecture 
 

 Despite numerous research efforts aimed 
at detecting and preventing intruders and attackers 
within MANETs, utilizing novel techniques such as 
Artificial Intelligence (AI)-based approaches, 
machine learning algorithms, deep learning 
algorithms, data analytics methods, and fuzzy logic 
(as illustrated in Figure 1.2), the security of 
MANETs continues to be a pressing concern. 
 
Motivation of the Research work  
 
 The objective of this research is to identify 
and classify black hole attackers, white hole 
attackers, and gray hole attackers within MANETs 
during communication. Black hole attackers 
strategically drop packets at intermediate nodes to 
degrade MANET performance, while white hole 
attackers flood neighboring nodes with multiple 
packets, destabilizing the MANET. Gray hole 
attackers represent a progression from black hole 
attackers, consistently dropping packets. To achieve 
this classification, a focused research approach is 
required to monitor the forwarding time of each 
MANET node. For instance, delays in forwarding a 
specific packet, selective packet forwarding, 
complete packet non-forwarding, or excessive 
packet forwarding can be indicators of intruders, 

black hole attackers, gray hole attackers, or white 
hole attackers. 
 

 
Figure 1.2 MANET Security Research Classifications 

 
 
Motivation Outcome to Classification the nodes 
in to following category  

 Intruder  - Delay in forward time  
 Black hole attacker  - Forwarding time of 

selective packet delay  
 While hole attacker  -  Many forwarding 

time of selective packets  
 Gray hole attacker - Consecutive delay in 

forwarding packets.  
 

 This research endeavour aims to enhance 
its methodology by incorporating the Watch Dog 
technique to monitor the forwarding time of packets 
on every participating node in the communication 
process. The structure of this research article is 
organized as follows: Chapter 2 provides a 
comprehensive survey of related research works, 
Chapter 3 delves into the Watch Dog Algorithm 
and classification techniques, Chapter 4 outlines the 
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simulation work of the proposed research, and 
Chapter 5 concludes the study. 
 
2. LITERATURE SURVEY 
 
 The research landscape surrounding the 
detection and prevention of malicious activities in 
Mobile Adhoc Networks (MANETs) is vast and 
diverse. Vijayalakshmi et al. [1] introduced an 
Intrusion Detection System (IDS) employing novel 
game theory with a neighbor trust table approach, 
achieving a 42% packet delivery ratio. Other 
studies, such as Hanif et al. [2], Teli et al. [3], 
Shankar [4], and Hussain et al. [5], have utilized 
various techniques like AI, machine learning, and 
protocol-based approaches to detect different types 
of attacks such as wormhole, black hole, gray hole, 
and rushing attacks. 
 
 Rajeshkumar et al. [6] utilized cluster trust 
adaptive acknowledgment, Kalman filtering, and 
swarm optimization to identify black hole attackers, 
resulting in a 3.3% improvement in packet delivery 
ratio and 3.5% enhancement in malware detection 
compared to conventional methods. Additionally, 
Ahmed [11] focused on the jellyfish attack in TCP-
based MANETs, while Olanrewaju et al. [12] 
proposed a black hole detection algorithm using 
DHMD 5.Sarao [13] addressed multiple attacks, 
including rushing, gray hole, and black hole 
attacks, highlighting their adverse effects on 
network performance. Ghodichor [14] proposed a 
block chain-based routing protocol to mitigate 
attacks in MANETs, showing notable 
improvements in delay. 
 
 Khosa et al. [15] introduced the SDPEGH 
algorithm, yielding significant improvements in 
throughput, packet delivery ratio, and overhead 
compared to existing methods. Arunmozhi et al. 
[16] employed spider monkey optimization and 
swarm intelligence techniques for black hole 
attacker detection, demonstrating enhanced 
performance. Padmapriya [17] proposed the Timer 
Entrenched Baited Scheme for attacker localization 
and removal, incorporating intelligent dark opening 
recognition and detachment techniques. Singh and 
Vigila [18] developed the Whale Optimized Deep 
Neural Network Model for intruder detection, 
achieving high accuracy. Maheswari and 
Vijayabhasker [19] proposed a fuzzy logic-based 
scheme for black hole and gray hole attacker 
detection, exhibiting performance enhancements. 
 

 Singh and Maria [20] introduced a fuzzy-
based PCA-FELM scheme for intruder detection, 
outperforming other methods in terms of accuracy. 
Shafi et al. [21] proposed the ML-AODV method 
for flood and black hole attack detection, achieving 
reliability in throughput and routing overhead. 
Veeraiah and Krishna [22] developed an optimal 
routing algorithm to secure communication paths 
and prevent intruder interference. Veeraiah et al. 
[23] proposed a hybrid routing multipath algorithm 
for trustworthy communication between nodes.  
 
 Borkar and Mahajan [24] discussed secure 
data communication methods, while Ghodichor et 
al. [25] introduced a routing algorithm for internal 
and external attack prevention in MANET node 
communication. Thiagarajan et al. [26] devised a 
secure optimized approach for isolating malicious 
nodes, while Nagaraj et al. [27] utilized a clustering 
routing approach to identify intruders. Rani et al. 
[28] incorporated AI and swarm algorithms for 
black hole and gray hole attacker detection, and 
Hassan et al. [29] used AI in MANETs to predict 
black hole attackers. Kumari et al. [30] explored 
creating black hole attacks in AODV routing 
protocols, while Gurung and Chauhan [31] 
surveyed challenges and techniques related to black 
hole attacks in MANETs. Trust-based techniques 
were proposed by Goswami et al. [32] for black 
hole detection, and Khan et al. [33] discussed an ant 
colony approach to prevent black hole attackers in 
MANETs. 
 
 Overall, the research community has 
employed various advanced techniques, including 
AI, machine learning, clustering, block chain, and 
trust-based methods, to address the persistent 
challenge of preventing and detecting black hole, 
gray hole, and wormhole attackers in MANETs. 
However, further research is still needed to develop 
comprehensive solutions to safeguard MANETs 
against such threats. 
 
3. RESEARCH METHODS 
 
 The vulnerability of MANET nodes to 
various attacks necessitates research methods 
focusing on node formation to detect potential 
attackers within the communication network. 
MANET can be conceptualized as a graph, denoted 
as G (V, E), where vertices represent the total 
number of nodes in the MANET (V = {n1, n2, n3... 
Nn}), and edges connect these nodes. The 
transmission range of each node, denoted as N, is a 
crucial metric in this context. 
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 Consider a scenario where a source node S 
aims to transmit data P to a destination node D. The 
data consists of packets (Pi = {P1, P2... Pm}), with 
each packet traversing several intermediate nodes to 
reach the destination. Let the collection of 
intermediate nodes from S to D be represented as 
{I1, I2, I3... In}.The Watch Dog technique is 
employed to monitor the activity and forwarding 
time of each node. This estimated forwarded time 
aids in classifying nodes as intruders, black hole 
attackers, white hole attackers, or gray hole 
attackers. The forwarded time of every node can be 
calculated using the following equation: 
 

 
 

 
By analyzing the forwarded time of each node, 
potential threats can be identified, enabling the 
implementation of appropriate countermeasures to 
safeguard the MANET communication network. 
 
 To compute the time taken for a packet to 
reach the destination, we employ the principle of 
time of flight. This involves determining a 
threshold value, δ. If the forwarded time of a packet 
is below this threshold value, we classify the node 
as normal. Otherwise, we categorize it as an 
attacker or intruder. 
The distance between the source and destination is 
calculated using the time of flight principle, aided 
by beacon signal generation for Route Request 
(RREQ) and Route Reply (RREP). Two categories 
of beacon signals are utilized: Beacon signal arrival 
time (Bat) and Beacon signal transmission time 
(Btt). The difference between these two times 
yields the distance from the source to the 
destination, denoted as d. 

 
 

 
 
To differenciate malicious and norml node along with the route 
path  

                                                ( Eq5 ) 

                                                     
    (Eq 6)  

 
Algorithm 3.1 

 
Here's an outline of the Watch Dog algorithm for 
determining the role of nodes in a MANET 
communication: 

 
1. Let S be the source node and D be the 

destination node. 
2. Utilize the AODV routing algorithm to 

establish the path between the source and 
destination nodes using the Route Request 
(RREQ) and Route Reply (RREP) 
procedures. 

3. Gather information from all intermediate 
nodes, including forwarded time and time 
of flight, and forward this data to the 
Watch Dog for classification. 

4. The Watch Dog performs comparisons 
using equations 1 to 6. 

5. If any malicious node is detected based on 
the comparisons, invoke the classification 
technique. 

6. Alert the identified malicious node about 
its status. 

7. Initiate the process of finding a new path 
and forwarding the packets through the 
network. 

8. This algorithm aims to detect and address 
potential malicious activities within the 
MANET communication by utilizing 
routing protocols, monitoring node 
behaviour, and taking appropriate actions 
to ensure data integrity and network 
security. 

Below is the pseudo code for the classification 
technique used to classify malicious nodes 
(intruders or attackers) in a MANET: 
 
Classification Technique (Malicious Node): 
    # here, we classify the malicious node into an 
intruder or attacker 
    if Forward_time > threshold_value: 
        # Check forward time for all packets from the 
malicious node 
        if selective_packet_forward_time_varies: 
            return "Node M is an Intruder" 
        elif 
Forward_time_not_occur_for_few_packets: 
            return "Node M is a black hole attacker" 
        elif 
Forward_time_not_frequently_or_consecutive_pac
kets: 
            return "Node M is a Gray hole attacker" 
        elif 
More_forward_time_computing_for_same_packet: 
            return "Node M is a While hole attacker" 
        else: 
            return "Node M is a normal node" 
    return M 
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This classification technique evaluates the 
forwarded time of packets from a suspected 
malicious node and categorizes it based on various 
criteria. If the forwarded time exceeds a predefined 
threshold, the node is further analyzed. Depending 
on the behaviour of the node (e.g., selective packet 
forwarding, lack of forwarding, frequent 
forwarding, etc.), it is classified as an intruder, 
black hole attacker, gray hole attacker, white hole 
attacker, or normal node. 
 
 The Watch Dog algorithm stages can be 
outlined as follows: Route Selection: Utilize the on-
demand Ad-hoc On-Demand Distance Vector 
(AODV) protocol to select the most reliable route 
between the source and destination nodes. This 
involves the traditional technique of Route Request 
(RREQ) and Route Reply (RREP) to establish the 
path without incurring unnecessary routing 
overhead. Forward Time and Time of Flight 
Calculation: Calculate the forward time for the 
entire intermediate route, including both the source 
and destination nodes. Additionally, determine the 
time of flight, which involves calculating the time 
taken for a signal (e.g., beacon signal) to travel 
from the source to the destination. 
  
 Forwarding Information to Watch Dog: 
Forward the computed forward time and time of 
flight data to the Watch Dog for processing. This 
information is crucial for identifying any potential 
intruders or attackers present within the route. 
Watch Dog Processing: The Watch Dog algorithm 
analyzes the received data to detect variations that 
exceed predefined threshold values. If any 
abnormalities are detected, the algorithm proceeds 
to classify the nodes along the route, identifying 
potential intruders or attackers. 
 
Intruder/Attacker Detection: Based on the analysis 
performed by the Watch Dog, identify and classify 
any nodes exhibiting suspicious behavior as 
intruders or attackers. This step is critical for 
maintaining the security and integrity of the 
communication within the MANET.Threshold 
Variation Detection: Continuously monitor the 
computed values to detect any variations that may 
indicate potential security threats. If significant 
variations are detected, trigger the Watch Dog 
algorithm to initiate the classification process. 

The working flowchart for the Watch Dog 
algorithm (Figure 3.1) would visually represent 
these stages, illustrating the sequential flow of 
operations from route selection to intruder/attacker 
detection based on computed data and threshold 
variations. 
  
 When the threshold values varies 
suspected node forward to the classification 
function where the nodes will be finalized it is an 
intruder or an attacker. Classification function is 
established to check the forwarded time of the 
malicious node. If the node forwarded time is 
delayed then it is an intruder who tries to degrade 
the MANET performance. Forwarded time is not 
computed for a specific packet then the node is a 
malicious node, or the forwarded time not 
computed for the randomly selective packet then 
the node is a gray hole attacker, More than one 
forward time is estimated for the single packet then 
the node is a while hole attacker since which try to 
flood the packet to many nodes. 
 
4. SIMULATION RESULT  
 
 The simulation of the Watch Dog 
technique-based Intruder and Attacker 
Classification (WDBIAC) model is conducted 
using Network Simulator 2.34 (NS 2.34). A table 
(Table 4.1) defines the metric values used for the 
simulation. The defined network area is 1000m x 
1000m, and the number of nodes varies from 50 to 
300. The simulation duration is set to 300 seconds, 
with nodes exhibiting random mobility. The 
maximum speed of mobility nodes is 25 m/s, and 
the AODV protocol is used for route selection. 
 
 Figure 4.1 outlines the stages involved in 
executing the proposed model in the simulation. A 
well-defined system model established in Chapter 
3, incorporating the Watch Dog algorithm and 
simulation setup, is passed to the NS 2.34 
simulator. The simulator performs the classification 
of nodes into normal or malicious categories. Any 
identified malicious nodes are forwarded to the 
classification function, where they are classified as 
intruders, black hole attackers, white hole attackers, 
or gray hole attackers. 
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Figure 3.1 Watch Dog And Classification Technique Flow Chart 

 
 

  
 
The dataset obtained from the simulation is 
plotted as a graph, comparing it with the 
performance of the ML-AODV protocol. Finally, 
the outcomes of the proposed work are 
concluded based on the analysis of the  
simulation results.  

 
The proposed work begins by establishing a 
route path between the source and destination 
nodes. This is achieved by sending a Route 
Request from the source node, followed by a 
Route Reply from the destination node. Once the 
route path is established, the source node starts 
sending packets to the destination node. 
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Table 4.1 Metric Value Used For Simulation 

 
Figure 4.2 Proposed Model Simulation Stage 

 
  
During packet transmission, the Watch Dog 
component collects the forwarded time of all 
intermediate nodes along the established route. If 
the forwarded time of any node exceeds the 
predefined threshold level, the classification 
function is invoked to classify the node as an 
intruder, black hole attacker, white hole attacker, 
or gray hole attacker. Upon identifying malicious 
nodes, alerts are issued within the MANET 
network. Subsequently, a new route path is 
sought, and packet transmission resumes using 
the updated route. Data obtained from the NS 
2.34 simulation includes node ID, data sent, 
transmission time, data received, and types of 
attack nodes detected. 
 
 For performance comparison, values 
obtained from simulations using the ML-AODV 
protocol without the Watch Dog and 
classification algorithm are considered. This 
allows for an evaluation of the effectiveness of 
the proposed approach in detecting and 

mitigating malicious activities within the 
MANET network. 
 
Attack Rate Comparison  
 
 The simulation results demonstrate that 
the proposed AODV with WDBIAC model 
achieves a significantly lower attack rate 
compared to the existing ML-AODV protocol. 
With only 25 malicious nodes detected out of 
300 total nodes, the attack rate is reduced to 
8.33% in the AODV with WDBIAC model, 
whereas the ML-AODV protocol yields an attack 
rate of 16.67% with 50 malicious nodes detected. 
This indicates that the proposed AODV with 
WDBIAC model is 50% more efficient in 
detecting and mitigating malicious activities 
within the MANET network, highlighting its 
effectiveness in enhancing network security and 
integrity. 

 
 

 

Metric Value 
Network simulator NS 2.34 
Protocol selected AODV 
Number of nodes 50,100,150, 200,250,300 

Simulation time 300 sec 
Model of mobility Random 

Speed of node 0-25 m/s 
Network area 1000m * 1000 m 

Initial sending Data packets 10,20,30,40,50,60,70 
Traffic Constant Bit rate 
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Attack Detection Time  
 
 This is the measurement time taken for 
identification of first malicious node.  

  

. 
 The simulation results indicate that the 
proposed AODV with WDBIAC model exhibits 
a faster attacker detection time compared to the 
traditional ML-AODV protocol. With an attacker 
detection time of 0.2 ms, the AODV with 
WDBIAC model outperforms the ML-AODV 
protocol, which has an attacker detection time of 
0.3 ms. 
 
This demonstrates that the proposed WDBIAC 
model, when integrated with the AODV 
protocol, enhances the efficiency of attacker 
detection by 35%, resulting in quicker 
identification and mitigation of malicious 
activities within the MANET network. 
 
Packet Delivery Ratio 
 
 The Packet Delivery Ratio is a ration 
between the numbers of packet received from the 
sender with number of packet send,  

 
  
 The comparison of packet delivery ratio 
between ML-AODV and AODV with WDBIAC 
model shows that the proposed WDBIAC model 
consistently outperforms the traditional ML-

AODV protocol. The packet delivery ratio for 
AODV with WDBIAC ranges from 90% to 94%, 
while the ML-AODV protocol exhibits a lower 
packet delivery ratio ranging from 80% to 88%. 
 
 This indicates that the proposed AODV 
with WDBIAC model improves the packet 
delivery ratio, resulting in a higher percentage of 
successfully delivered packets compared to the 
traditional ML-AODV protocol. 

 
End to End Delay  
 
 The comparison of end-to-end delay 
between the traditional ML-AODV and the 
proposed AODV with WDBIAC model shows 
that the proposed model consistently exhibits 
lower delays across different packet sizes. The 
improvement in end-to-end delay with the 
AODV with WDBIAC model ranges from 6.2% 
to 43.4% compared to ML-AODV. 
 
 This indicates that the proposed AODV 
with WDBIAC model significantly reduces end-
to-end delays in packet transmission, resulting in 
more efficient communication within the 
MANET network. 
 

 

 
 
 

 
 

 
Table 4.2 Attack Rate 

 

Nodes Number of Attacker nodes 
find in ML-AODV Without 

WDBIAC model 

ML-AODV Without 
WDBIAC model 

Attack detection rate  

Number of Attacker 
nodes find in ML-

AODV with  
WDBIAC model 

AODV with  
WDBIAC model 

Attack detection rate  

50 4 92 2 96 

100 9 91 5 95.5 

150 15 90 7.5 95 

200 30 85 15 92.5 

250 35 86 17.5 93 

300 40 86 20 93 
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Figure 4.2 Attack Rate 
 

Table 4.3 Attack Detection Time 
 

 
 

Figure 4.3 Attack Detection Time 
 
 
 

Nodes Time taken for first attack 
detection in ML-AODV 

Without WDBIAC model 

Attack Detection 
Time in   ML-AODV 
Without WDBIAC 

model 

Attack Detection 
Time in  AODV 
With WDBIAC 

model 

Attack Detection 
Time in   AODV 
With WDBIAC 

model 

50 0.3 15 0.2 10 
100 0.3 30 0.2 20 
150 0.3 45 0.2 30 
200 0.3 60 0.2 40 
250 0.3 75 0.2 50 
300 

0.3 
90 

0.2 
60 
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Table 4.4 Packet Delivery Ratio 
 

Total Packet Packet Dropped PDR ML-AODV 
Without WDBIAC 

model 

Packet Dropped PDR AODV 
Without WDBIAC 

model 

10 2 80 1 90 

20 3 85 2 90 

30 6 80 4 86.6667 

40 7 82.5 5 87.5 

50 5 90 3 94 

60 10 83.3333 5 91.6667 

70 8 88.5714 4 94.2857 

 
 

 
 

Figure 4.4 Packet Delivery Ratio 
 

Table 4.5 End To End Delay Metric Value 
 

Total Packet  Packet Received at 
Destination  

EED ML-AODV 
Without WDBIAC 

model 

Packet Received at 
Destination 

EED AODV 
Without WDBIAC 

model 
10 0.82 8.2 0.62 6.2 

20 0.23 4.6 0.13 2.6 

30 0.9 27 0.6 18 

40 0.56 22.4 0.49 19.6 

50 0.67 33.5 0.57 28.5 

60 0.89 53.4 0.69 41.4 

70 0.92 64.4 0.62 43.4 
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Figure 4.5 End To End Delay  
 

 
5. CONCLUSION  
 
 The focus of this article is on detecting 
intruders and attackers within MANET 
communication by introducing the Watch Dog 
Algorithm and a classification technique based 
on threshold values. The research aims to 
identify whether a malicious node is an intruder, 
black hole attacker, white hole attacker, or gray 
hole attacker. Simulation of the proposed work is 
conducted using NS2.34, and the results are 
evaluated based on metrics such as attack rate, 
attacker detection time, packet delivery ratio, and 
end-to-end delay. The simulation results 
demonstrate that the proposed EEDAODV 
model outperforms existing protocols across all 
metrics. The EEDAODV model achieves a 
significant improvement, with a 50% increase in 
overall MANET metric values and excellent 
performance factors reaching 90%.By effectively 
detecting and mitigating malicious activities 
within MANET communication, the proposed 
EEDAODV model enhances network security 
and reliability. This research contributes to 
advancing the field of MANET routing 
protocols, providing valuable insights for future 
development and implementation. 
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