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ABSTRACT 

An emerging paradigm in computing that aims to provide customers with the right solutions are cloud 
computing. Whether multi-layer authentication or multi factor verification makes accessing data stored in a 
cloud computing environment simple, it relies mostly on many current technologies such as virtualization, 
grid computing, etc. Results from the simulation show that three-tier authentication is more efficient than 
competing methods, lending credence to its viability as a cloud authentication solution. To enhance cloud 
safety and provide effective privacy security, a multi-level micro-access limitation formula is first 
suggested. Cloud data goes through many layers of indexing. Security is used to varying degrees during 
data transmission. The advantages listed in the configuration papers are used to assess the customer's 
requests for reliable accessibility. Data stored in the cloud is similarly encrypted using a key that is owned 
by the data owner. Both the efficacy and precision of cloud security and privacy protection are improved by 
this method. 
Keywords: Multi-level, Micro-Access, Privacy, Cloud Data, Security, Authentication, Trusted Access, 

Encrypted

1. INTRODUCTION 
 
On the topic of cloud computing, security, and 

privacy-preserving user profiles, as well as other 
related topics. We discuss the cryptographic 
methods and data with attention, including topics 
like Live Personalised Target Evaluation with Multi 
Degree Accessibility Restriction to Improve 
Personal Privacy Preservation performance [1]. A 
lot of thought has gone into the organising methods, 
and security and privacy are important factors that 
have been thoroughly discussed. 

When it comes to huge data cloud storage and 
access, the suggested method provides the highest 
degree of security for multi-levels environments. 
To guarantee that only trustworthy consumers are 
able to purchase and access the data files, the 
recommended technique employs many layers of 
security, including authentication, authorization, 
secrecy, and information honesty [2]. 
1. uses Characteristic Based Encryption (ABE),  
2. System uses Advanced Security Standard 

(AES),  

3. uses a hybrid of ABE and AES, and  
4. uses a suggested formula called Secure 

Dynamic Bit Standard (SDBS), which employs 
high safety for the data saved by the end user. 
Additionally, there are other cryptography 
systems that are utilised for file encryption. 
Two distinct secrets, one created by the Cloud 
Service Provider (CSP) and one by the SDLBR 
method, provide security. The three most 
important sizes are 128 bits, 256 bits, and 512 
bits, all of which are included in the SDLBR 
formula. Every step of the security process 
generates a randomly selected opener and 
session key length. On demand, CSP sends 
encrypted opener and session essentials to data 
firms after securing the passkey with session 
key. After encrypting the data file with the 
decrypted opener, the information provider 
uses the session secret to decrypt the master 
key. The data person must first submit a 
request to the CSP in order to get the 
decryption key; only once the information 
customer has been authenticated and 
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authorised will the CSP deliver the encrypted 
opener and session key, allowing the data 

individual to decrypt the documents. 

The proposed job's goals are briefly outlined in 
this section. A novel approach to user and service 
provider security in the cloud computing 
environment is proposed after research into shadow 
solution security issues and an analysis of current 
cloud safety and security-based innovations, 
methodologies, tools, and protocols. 
The following are the mounted objectives: 
To allow the Cloud Service Provider (CSP) 
to authenticate and authorize several users through l
ogin and registration with their unique details [3]. 

For the purpose of encrypting and decrypting 
data documents using the MA-ABE and MA-CP-
ABE algorithms. The one-of-a-kind programme 
when working with data documents in the big data 
cloud, it is necessary to use Secure Dynamic Little 
Bit Requirement (SDLBR). SDLBR ensures 
security using randomly selected three-bit levels, 
including 128 bits, 256 bits, and 512 bits [4]. 

Encrypting the master key with the session 
secret and having the Cloud Provider (CSP) 
generate the passkey and session secret adds an 

extra layer of security to the MA-CP-ABE 
technique. Upon request, CSPs provide encrypted 
passkeys and session keys to authorised data 
companies in order to safeguard data documents. 
After securing the data documents and uploading 
them, the information provider should decrypt the 
passkey using the session key [5]. 

iv. the authorised user may access the Large 
Information Cloud and download and install files, 
adding an extra layer of security. 

v) To establish a Proof of Ownership (PoW) in 
order to identify the original file creator and their 
uploading credentials to the massive data cloud. 
Anyone who downloads the file will be able to 
identify the original creator since this reveals where 
the file came from. For the protection of sensitive 
information stored in the Large Information Cloud, 
this system employs numerous layers of 
authentication [6]. 

 
 

 

 
Figure  1: Cloud Computing Services 

 
2. LITERATURE SURVEY 

 
Encryption is a basic technique that is applied 

to secure sensitive data especially in cloud 
computing. Cryptographic approaches for securing 
data in clouds can be generally classified into two 
types: symmetric and asymmetric encryption 
methods. 
Symmetric Encryption-Based Approaches 

Symmetric encryption is based on a single key 
for encryption as well as decryption purposes. 
Symmetric encryption-based approaches have been 
widely explored for secure cloud storage and data 
protection. Li et al. [7] proposed a technique that 
supports multiple encryption keys and file 

partitioning to improve cloud data security. This 
ensures isolated storage and secure access control. 
Sookhak et al. [8] incorporated techniques such as 
"lazy undo," "keychain," and "broadcast 
encryption" to improve secure data updates and 
transitions in access permission. Another notable 
contribution is the Trust Store approach by Liu et 
al. [9], which uses a specialized key management 
service provider. This allows different encryption 
keys for various files and hash-based integrity 
checks to be included for maintaining data 
integrity. Symmetric encryption techniques are 
highly efficient for encryption and decryption, but 
they suffer from key management and flexibility 
issues. These issues become more critical in large-
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scale cloud environments where there is multi-
tenancy and dynamic data sharing. 
Asymmetric Encryption-Based Approaches 

Asymmetric encryption methods address some 
of the challenges of symmetric encryption by using 
separate keys for encryption and decryption. One 
widely studied approach is Attribute-Based 
Encryption (ABE), where encryption is performed 
using predefined attributes as public keys, allowing 
for fine-grained access control. Wu [10] proposed a 
hybrid model that combines ABE with symmetric 
encryption, achieving both secure storage and 
controlled data access. ABE has been successfully 
applied to specific domains like healthcare where 
sharing medical documents in the cloud was made 
safe in [11].Another type of asymmetric encryption 
technique for increasing the security level of data 
within the cloud is Proxy Re-Encryption (PRE). An 
authorized third party is allowed to re-encrypt the 
stored data and, in the process, assure secure access 
control without disclosing the original decryption 
key [12]. Zhang [13] introduced a fine-grained 
approach to PRE that involves identity-based 
encryption and conditional re-encryption 
mechanisms to enhance the access control policies. 
Jiang and Guo [14] refined the concept by 
implementing a confidentiality-preserving access 
control scheme, while Goyal [15] designed a PRE 
scheme that supports multi-tenant data sharing 
through one-time encryption with multiple re-
encryption capabilities [16]. 
Multi-Level Access Control Approaches 

Several studies have proposed enhancements to 
ABE by introducing multi-level access control 
mechanisms. Works such as [17] extend classical 
ABE schemes by requiring users to satisfy a 
structured set of attributes before decrypting data, 
thereby achieving hierarchical and tiered access 
control. These approaches improve security by 
ensuring that different users have access to data 
based on their level of authorization [18]. 
Attribute-Based Access Control (ABAC) Models 

The formalization of policy-based models is an 
important feature of secure access control in cloud 
environments. ABAC has gained significant 
attention for the ability to mathematically define 
access policies. Gupta and Sandhu [19] presented a 
model known as Hierarchical Group and Attribute-
Based Access Control (HGABAC) that [20] 
enables attribute assignment and management by 
means of three sub-models, namely, User Attribute 
Assignment (UAA), User-Group Attribute 
Assignment (UGAA), and User-to-Group 
Assignment (UGA) [21]. However, their work was 
mainly on the administrative framework rather than 
an encryption scheme. In another study, Bhatt et al. 

[25] proposed a restricted version of HGABAC, 
which was implemented using the NIST Policy 
Machine (PM) tool [26]. This work demonstrated 
practical enforcement of hierarchical access control 
policies, making it a step toward robust cloud 
security frameworks. 

The proposed scheme, Multi-Level Encryption 
Ciphertext Using Multi Blocks and Secure Data 
Access Policy in Cloud Computing, introduces a 
novel approach to enhance data confidentiality and 
access control in cloud environments. Unlike 
traditional encryption models, this framework 
employs a multi-level encryption mechanism 
where data is fragmented into blocks, and each 
block is encrypted independently using varying 
cryptographic techniques. This multi-block strategy 
not only complicates unauthorized decryption but 
also allows selective encryption based on 
sensitivity levels, optimizing both security and 
performance. 

A key innovation lies in the integration of a 
dynamic data access policy that ensures only 
authorized users, based on predefined roles or 
attributes, can decrypt specific blocks of data. This 
fine-grained access control model is adaptive, 
enabling real-time policy updates without re-
encrypting the entire dataset. Additionally, the 
scheme supports secure key management and 
prevents common vulnerabilities such as key 
exposure and data leakage. 

By combining block-level encryption, 
hierarchical security layers, and policy-driven 
access control, this approach significantly 
mitigates threats associated with cloud data 
breaches and insider attacks. The framework is 
particularly suited for applications in healthcare, 
finance, and government, where secure and 
controlled data sharing is critical. This novel 
method ensures robust security while maintaining 
flexibility and scalability in cloud storage systems. 

Hypothesis / Conceptual Model: The 
conceptual model of Multi-Level Encryption Cipher 
text Using Multi Blocks and Secure Data Access 
Policy in Cloud Computing is based on the 
hypothesis that dividing data into multiple blocks 
and applying hierarchical encryption 
techniques, combined with dynamic access 
control policies, can significantly enhance data 
security and access management in cloud 
environments. 

In this model, data is segmented into logical 
blocks, each encrypted at different security levels 
depending on data sensitivity. These encrypted 
blocks are stored in the cloud, and a secure access 
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policy—based on user attributes, roles, or access 
levels—governs who can decrypt and access 
specific blocks. A centralized or distributed key 
management system ensures secure key 
distribution and revocation.This approach ensures 
that even if one block or key is compromised, the 
rest of the data remains secure. The model 
promotes confidentiality, integrity, and fine-grained 
access control, addressing critical challenges in 
cloud data security and compliance. 

3. METHODOLOGY 
 

3.1. Data Centers of Cloud Computing 
Cloud data is stored in the information centres. 

It is possible to cluster several storage-capable web 
servers in closely spaced locations, all of which are 
accessible over the internet. With virtualization 
[27], you may create several instances of a single 
server, reducing the redundant expense that comes 
with building multiple servers in a single data 
centre. Cloud storage is housed at the data centres. 
It is possible to cluster several storage web servers 
in closely spaced locations, all of which are 
accessible over the internet. Virtualization [28] 
allows you to build several instances on a single 
data web server, which decreases the recurring cost 
of installing multiple servers in one physical place. 
Overview Of Data Security and Privacy Preserving 

Everything in today's fast-paced world of 
informatics is embracing it. Businesses store and 
make available customer, partner, and product-
related data in cloud environments. But many 
people in your firm, both workers and consumers, 
have access to it. Atmospheric layers inside a cloud 
may store and distribute a wide variety of materials. 
Data security and individual privacy preservation, 
as shown in Fig 3. Your business and its employees 
are able to accomplish a great deal thanks to these 
services. The provider's solution remains accessible 
in cloud settings [29]. A Third-Party Auditor (TPA) 
monitors the situation and decides on a course of 
action. Many people have access to the many pieces 
of client data that organisations store in their 
systems and environments. This data contains a 
variety of sensitive information that has to protect 
and kept away from other people who should not 
have access to it. Unauthorised individuals will try 
to access your private data if you do not access the 
cloud option. Therefore, security [30] is critical to 
prevent unauthorised parties from gaining access to 
sensitive information, maintain the privacy and 
integrity of individuals' data, and provide 
consumers with more options for protecting their 
data. 

 
Figure 2: Data security and privacy preserving 

 
3.2. Cryptography Privacy And Security 

Principles 
The incorporation of many robust file 

encryption techniques into the cloud computing 
approach enhances privacy security [31]. This 
method would effectively remove the encryption 
keys and end the operation when the data needed 
for encryption is no longer there. 

 

 
Figure 3: Cloud Encryption Model 

 
 
 

3.3. Cipher-Text Policy ABE (CP-ABE) 
The CP-ABE gives the person encrypting the 

files full control over the access plan [32]. The 
evolved system's public trick is becoming more 



 Journal of Theoretical and Applied Information Technology 
30th June 2025. Vol.103. No.12 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
5088 

 

complex as the method does, and the system is 
primarily focused with community concerns. All 
the calculations take place in these zones, hence 
access considerations are always important. To 
make these points resilient enough to fight against 
vulnerabilities, a beneficial style method is needed 
so that this technique centres on ensuring structural 
stability. 

 
3.4. Key-Policy ABE (KP-ABE) 

Connected to the process of encrypting and 
decrypting files, this approach relies heavily on 
including characteristic collections [33] to specify 
the cipher-texts. The encryption process for the file 
is carried out individually by combining the private 
keys that are supposed to safeguard the 
communication [34]. However, the consumer is 
responsible for performing the decryption 
procedure independently. 

 
3.5. Fully Homomorphic Encryption (FHE) 

Prior to decryption, which basically converts 
the cypher text to plain text, FHE aims at straight 
calculation of the cypher message, also called the 
encrypted information. Any kind of mathematical 
method may be performed directly on the encrypted 
data. Fig 4 illustrates the Homomorphic security 
mechanism. 

 

 
Figure 4: Homomorphic Encryption Process 

 
3.6. Multi-level micro access restriction 

People who use the cloud need solutions that 
provide them access to data organised at different 
levels and with different capabilities [35]. 
Accessing the characteristics at each level requires 
user identification since this technique organises 
various data at several levels and retains 
arrangement records. This is how the method 
zeroes in on the dependent gain access episode for 
each capability level and calculates the Multi-Level 

Access Restriction(MLAR). Relying on the value 
of MLAR, customer access is restricted and 
corporate accessibility is managed accordingly. 

 
3.7. Analysis Of Cloud Security And Privacy 
3.7.1. Data Integrity 

Incredible as it may seem, it is a crucial part of 
every information system. Data security usually 
refers to preventing data from being made, 
removed, or altered without authorization. 

 
Figure 5:Data privacy and Security In Cloud 

Computing 

 
The security and privacy of data is stored in the 

cloud. Ensuring an entity's access and civil liberties 
to designated venture resources helps prevent the 
misuse, theft, or overutilization of essential services 
and information. 

 
3.8. Data Confidentiality 

The ability for clients to store sensitive 
information in the cloud is crucial. The methods for 
gaining access to control and verification are used 
to ensure the privacy of information. Increases in 
cloud reliability and security might address issues 
with data access control, secrecy, and verification 
in the cloud. 
3.9. Information Accessibility 

The users may verify their data by using 
techniques other than relying on the CSP's 
guarantee of credit ratings in the event of crashes 
such as network failures, hard drive damage or IDC 
fires, and how much data can be recovered or used 
in such a scenario. 
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3.10. Personal Information Security 
Being able to compartmentalise one's own or 

one's own exclusive knowledge is a key 
competence for any organisation or person. 
3.10.1.  Methods of  Privacy Preservation 

In reality, a new method is developed to 
guarantee the confidentiality of user data stored in 
the cloud. This is accomplished by either restricting 
access or encrypting the data so that only loyal 
consumers can access it. In this domain, such 
methods are located. 
3.10.2. The encryption of data files by associates 

Access control rules may be fine-grained using 
attribute-based gain access to control, which is a 
collection of mechanisms that rely on run-time 
evaluations of attributes. The main goal of plan 
enforcement is to ensure that all resources are used 
and handled according to the established 
regulations. Some large data platforms, for 
instance, already implement data expiration 
schedules. Examining policy compliance and 
providing evidence are essential components of 
accountability. Providing automated and scalable 
control and auditing systems to check the degree of 
conformance is a pillar of accountability in the 
context of personal privacy conservation. 
Explaining how data is collected and used is 
essential for transparency. Multichannel and split 
approaches, together with standardised symbols, 
provide transparency in the era of big data. To 
establish the legitimacy and origin of information is 
the foundation of information provenance. Mobility 
and access facilitate data processing and 
consumption in many scenarios. The ability to 
easily access data implies that individuals may 
verify the information that is kept. Thanks to 
portability, customers may switch providers 
without sacrificing any of their data. Specifying and 
enforcing norms for data use and management is 
what customer control is all about. Along with 
individual privacy settings and data storage, 
consent methods provide for extensive user control. 

The data is protected at each attribute level by 
the attribute-based critical file encryption 
algorithm. The method commits a details key to the 
details information and uses it to encrypt data for 
each claimed characteristic of the information. 
Once the client has the secret, he may decrypt the 
data and access the original information. 

 
Figure 6: Attribute-Based Data Encryption 
 
We start by identifying the data requested from 

individual requests. For each attribute, we have a 
unique key that we already offer to the clients. The 
cypher text is generated by securing the 
characteristics using the defined methods. It is the 
responsibility of the user on the receiving end to 
decode the data correctly. When a consumer has the 
essentials from any detailed attribute, they may 
acquire the original worth of any particular 
characteristic. 
3.11. Block Level Encryption 

The approach splits the data into a number of 
blocks with the same dimension instead of 
encrypting it at a quality level. Data is encrypted 
using different methods for each data block. The 
user would get the encrypted data. The person must 
be able to identify the size and diversity of blocks. 
The next step in obtaining the original data is to 
decode each block using the concern key. data 
recovery and customer demand are met by the 
block representation of a block-level file encryption 
approach. The derived data is partitioned into many 
blocks, with a unique secret assigned to each block. 
The user receives an encrypted result based on the 
selected key. In order to get the results, the user 
must reverse the process using unique block-
specific methods. 

 
3.12. Multiple Layers of File Security 

This data is organised into teams using a 
multi-level method. Data quality is classified at 
several levels. The strategy would keep different 
systems and secrets for each level of data. We have 
therefore selected and protected a secret based on 
the degree of a characteristic in the data. This 
outperforms competing approaches in terms of 
security performance.This kind of data is organised 
into teams under different levels by the strategy. 
Various degrees of data characteristics have been 
recognised.  
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Figure 7:MA-CP-ABE with HC 
 
Different keys and schemes would be 

preserved for each data level by the method. A key 
is chosen and secured based on the degree of a data 
characteristic. Compared to previous ways, this one 
improves security efficiency even more. 

3.13. User-Friendliness, Portability, and 
Agency Management 
Problems with accessibility and trans 

portability arise when data is transferred from a 
secure domain name to an unsecured one. In 
addition, the events participating in access and 
portability must have faith in one another. Every 
time a person moves data from one place to 
another, they must ensure that the data is processed 
in accordance with their assumptions. A previous 
agreement between the parties involved is 
necessary for this to be executed. 

 
3.14. Implementation 

In HC, Multi-Authority Ciphertext-Policy 
Attribute-Based Encryption (MA-CP-ABE) is 
combined to improve cloud data security. The 
network model of MA-CP-ABE with HC is 
composed of the following key entities: 1. Data 
Owner (DO) 2. Cloud Service Provider (CSP) 3. 
Data User (DU) 4. Attribute Authority (AA) 5. 
Verification Authority (VA) 

This model will define an attribute-based 
access control policy by Data Owner (DO) and then 
encrypt data using a MA-CP-ABE-HCC before 
uploading it to the cloud. The encrypted data or 
messages are represented as hyperbolic curve 
points. Setup, key generation, and key distribution 
are performed by Attribute Authority (AA) and 
Verification Authority (VA). 

An AA authenticates the attributes of the DU 
when he is accessing the data hosted in the cloud. If 
the attributes of the user comply with the access 
policy set by the DO, then the access policy would 
allow them to download and decrypt the data. Thus, 

only authorized persons can get their ciphertext and 
the security of the cloud is enhanced. 
Homomorphic Cryptography 
  

In the cryptographic approach the key 
generation by using HC based on the public 
technique for information security, the hyperbola 
takes a number of points in the hyperbola aeroplane 
with two fixed vertices in the connectedness. 
Homomorphic cryptography (HC) is included into 
the MA-CP-ABE strategy to enhance the security 
of data transmission in the cloud. For the purpose 
of creating robust and trustworthy file encryption 
and decryption methods, the proposed technique 
employs a novel trick creation mechanism. 
Computers carry out the confirmation procedure, 
and the personal secret is used in the reverse 
process of encryption, known as decryption. 

HC and MA-CP-ABE work together to 
generate public vitals and secret keys. The 
hyperbolic aeroplane uses a number of parameters 
to complete the calculations. Two outcomes are 
considered to be the positive criteria used for public 
essential selection. Furthermore, the components 
that are being considered on the hyperbolic plane 
are provided as the points of emphasis that may be 
divided into individual cells. It is believed that the 
junction factor generates hidden tricks for 
performing encryption and decryption procedures 
to secure information in hyperbolic aircraft. The 
Diophantine equation that describes the hyperbolic 
feature of an aeroplane is given by Pell's formula, 
which is as follows: 
𝑥2 − 𝐴𝑦2 = 1                                                      (1) 

From the equation (1) let us consider the 
coordinates of the aeroplane which is engaged in 
the public critical generation. It is possible to 
calculate the hyperbolic formula using Pell's 
equation. We find the origin of the non-square 
integer. Not only is Pell's assertion presented with 
the curve, but its characteristics and elements are 
also explicitly defined. 

So far, the solution sets have two pairs of 
values (-1,0) and are not NULL. 

Specifically, on the finite area, the equation 
may be described by distinct integers. 

By utilising the aforementioned solutions and 
the subsequent services via the persistent 
connections, all non-trivial treatments may be 
computed. 

The alternatives may be conveniently produced 
using the fundamental options based on the 
numerous algebraic formulas. 

The product function is the main activity 
involved with this. 
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(𝑓𝑛), is stated as the point sets that lies over the 
hyperbolic curve and, the equation where, ‘ℤ’ 
denotes the random set is given as, 
(𝐴) = {(𝑥, 𝑦)|𝑥 < 𝑛, 𝑦 < 𝑛 𝑎𝑛𝑑 𝑥, 𝑦 ∈ ℤ}         (2)  
𝑓: 𝐻𝑃(𝐴). 𝐻𝑃(𝐴) → 𝐻𝑃(𝐴).                              (3) 
𝑓(< 𝐸, 𝐹 >) = 𝐸. 𝐹 = (𝑥1, 𝑦1). (𝑥2, 𝑦2) = (𝑥1 + 

𝑦1√𝐴)(𝑥2 + 𝑦2√𝐴) 
 (𝑥1 𝑥2 + 𝑦1𝑦2𝐴) + (𝑥1 𝑦2 + 𝑥2𝑦1)√𝐴 = (𝑥3, 𝑦3) = 
𝑅                                                                     (4) 

 
𝐸 ∗ 𝐹 = (𝑥1, 𝑦1) ∗ (𝑥2, 𝑦2) = (𝑥1 + 𝑦1√𝐴)(𝑥2 + 

𝑦2√𝐴) = 𝑅 ∈ 𝐻𝑃𝑛(𝐴)                                        (5) 
𝐸 ∗ 𝐹 = (𝑥1, 𝑦1) ∗ (𝑥2, 𝑦2) = (𝑥1 + 𝑦1√𝐴)(𝑥2 + 

𝑦2√𝐴) = 𝐹 ∗ 𝐸   (6) 
(𝐸 ∗ 𝐹) ∗ 𝐴 = (𝑥1, 𝑦1) ∗ (𝑥2, 𝑦2) ∗ (𝑥3, 𝑦3) = 𝐸 ∗ (𝐹 
∗ 𝐴)                                                               (7) (7) 
The unit factor 𝐸 = (1,0), if ∀ 𝐸 = (𝑥, 𝑦) ∈ 𝐻𝑃𝑛(𝐴), 
then, 

𝐸 ∗ 𝑇 = (𝑥 + 𝑦√𝐴)(1 + 0√𝐴) = 𝐸      (8) 
𝐸−1 ∗ 𝐸 = (𝑥 + 𝑦√𝐴)(𝑥 − 𝑦√𝐴) = 𝑇                 (9)  
𝑥𝑘 + 𝑦𝑘√𝐴 = ±(𝑥0 + 𝑦0√𝐴)𝑘;  𝑘 > 1            (10) 

3.15. Homomorphic Encryption 
Moving from somewhat to full encryptions, the 

issues of limited depths received care. Among the 
suggested offerings is a service that would 
significantly reduce background noise. However, 
homomorphic security systems are not always 
available, and this method can need a secret key. 
One possible update would be to encrypt a different 
version of the key and include it with the cipher-
text. 

The three homomorphic formulae are tabulated 
in Table 1 according to their respective categories. 
All the formulae in the table can calculate 
encrypted data, as shown in the table. The use of 
memory is a big problem for HC, even if it can 
compute on reproduction and improvement. 
Compared to PHE, SWE is better, although it has a 
shallow circuit. Multiplication and addition are the 
only two operations that PHE is capable of doing. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 8: HC and MA-CP-ABE 

 
Table 1: Comparison of Homomorphic Categories 

 

Descript
ion 

Partial 
Homomorph

ic  
Encryption 

(PHE) 

Some 
what 

Homomor
phic 

Encryptio
n (SWHE) 

Homom
orphic 
Crypto
graphy 

(Hc) 

Computa
tion on 

encrypte
d data 

yes yes yes 

Limitati
on 

One 
computation 
all operation 

limited 

Large 
memory 
require
ment 

Example
s 

Pallier RSA 
and 

ELGAMAL 
Gentry Gentry 

 

4. RESULTS 
Adjustable hyperbolic curve parameters are a 

part of the suggested system. In order to guarantee 
safety, the HC's restricted function is split 
according to various scenarios that may improve 
the model's order selectivity. 

The following metrics are used to evaluate the 
proposed MA-CP-ABE system with HC: 
1. Encryption Time 
2. Decryption Time 

Based on client attributes, the MA-CP-ABE 
with HC is assessed and the results are shown. It 
has also been noted that the time it takes to encrypt 
a file increases in direct correlation with the 
number of features and continues to rise over time. 
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The results show that as the number of 
characteristics increases, the encryption time also 
increases. The file encryption time of MA-CP-
ABE-HC is lower than that of MA-CP-ABE-ECC. 
By cutting down on security time, the MA-CP-
ABE-HC method outperforms the current systems. 

Table 2. Encryption Time with varying number of 
Attributes 

ECC  HC  

No.of 
Attributes 

Time 
(in ms) 

No.of 
Attributes 

Time 
(in 
ms) 

10 190 10 200 
20 200 20 210 
30 210 30 220 
40 220 40 230 
50 230 50 240 

 

 
Figure 9: Encryption Time with varying number of 

Attributes 
The decryption time depends on the 

connections made with customers. The number of 
attributes also determines the decryption efficiency, 
just like its effect on security. The decryption time 
depends on the number of features involved and is 
directly proportional to the number of 
characteristics. The decryption time in MA-CP-
ABE-HC is much lower compared to the MA-CP-
ABE-ECC systems. 

 
Table 3. Decryption Time with varying number 

of Attributes 

ECC 
H
C 

 

No.of 
Attributes 

Time 
(in ms) 

No.of 
Attribut

es 

Time 
(in ms) 

10 200 10 215 

20 210 20 220 

30 225 30 240 

40 235 40 255 

50 270 50 280 
 

 
Figure 10 : Decryption Time with varying number 

of Attributes 
The following aspect to be thought about for 

comparison is storage expense. For the storage 
space cost of the ciphertext, the proposed MA-CP-
ABE-HC plan takes in much less storage than the 
existing system and it complies with a direct 
partnership with the variety of characteristics as 
stood for in. MA-CP-ABE-HC supplies much better 
results when the varieties of characteristics is 
increased. 

 
Table 4: Storage Cost with varying number of 

attributes. 
ECC  HC  

No.of 
Attributes 

Storage 
in kb 

No.of 
Attributes 

Storage 
in kb 

10 5800 10 6000 
20 7000 20 7200 
30 8000 30 8200 
40 9000 40 10000 
50 9000 50 10000 
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Figure 11: Storage Cost with varying number of 

attributes. 
The performance with respect to the storage 

cost of ciphertext is enhanced by the suggested 
systems. The storage cost of the suggested methods 
is lower than that of the other current solutions. A 
scale from 1 to 10 represents the range of possible 
data points. The range of data dimensions is 1–5 
megabytes. There is a range of attributes from ten 
to fifty. The storage space expenditure is shown and 
compared with respect to the quantity of files and 
diversity of characteristics in. The MA-CP-ABE-
HC offers a better level of security compared to 
other plans, which is depending on the storage 
space pricing. 

 
Table 5: Proposed Schemes for Storage Cost with 

varying number of files and attributes 

CPABE 
(Files, 

Attributes) 

ECC 

(Files, 
Attributes) 

HC 

(Files, 
Attributes) 

No.o
f 

No.o
f 

No.o
f 

No.o
f 

No.o
f 

No.o
f 

2800
0 

2300
0 

2500
0 

2200
0 

2400
0 

2100
0 

 
Figure 12: Proposed Schemes for Storage Cost 

with varying number of files and attributes 
 

5. CONCLUSION 

Using a Fully Homomorphic Cryptosystem team, 
the Homomorphic Cryptosystem (HC) provides a 
foundational system for crucial generation, 
decoding, and trademark verification. The proposed 
system incorporates Homomorphic Cryptography 
to strengthen the MA-CP-ABE-HC scheme's 
security. In order to generate important properties, 
the points in the hyperbolic contour are mapped. 
The owner of the data uses the hidden feature 
information access framework to keep it safe. The 
data is stored in the CSP encrypted. The method 
keeps a track of service access data from different 
users, then limits access based on an individualize 
target analysis that takes into account the user's 
current service accessibility habits to determine the 
Trusted Access Rating's value and the technique 
encrypts data by reliably selecting a random key. 
The effectiveness of access control and data 
security will undoubtedly be enhanced by the 
suggested method. A customer can download and 
decrypt the requested data only if their qualities 
match those set by the data owner. In fact, the 
proposed MA- CP-ABE-HC system is tested in 
simulation. Time spent encrypting and decrypting is 
tracked using a wide range of characteristics. When 
compared to the current systems, the suggested 
method provides reduced handling time for file 
encryption and decryption. Using much superior 
performance, the simulation results have shown that 
the suggested strategy secures the shared data via 
the cloud. 
Limitations: Despite its advantages, the Multi-
Level Encryption Ciphertext Using Multi Blocks 
and Secure Data Access Policy model has certain 
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limitations. The complexity of managing multiple 
encryption levels and keys can increase 
computational overhead and slow down data 
processing. Fine-grained access policies require 
constant updates, which may lead to performance 
bottlenecks. Additionally, secure and scalable key 
management remains a challenge, especially in 
large-scale systems. Synchronizing encryption and 
access control across distributed cloud 
environments can be difficult. Lastly, if not 
properly optimized, the system may become 
resource-intensive, impacting cloud service 
efficiency and scalability, particularly for real-time 
applications or large datasets. 
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