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ABSTRACT 
 

This paper proposes a new hybrid deep learning framework to predict, detect, and stop cyber-attacks in 
critical infrastructure systems. The goal is to increase the resilience of systems like power grids, transportation 
networks, and water supply systems by combining supervised learning (CNNs), unsupervised anomaly 
detection (Autoencoders, GANs), and reinforcement learning (DQN). Distinguishing the concentration of CT 
images through extensive experiments on real patients' data indicates that the proposed model is far superior 
to the traditional methods in accuracy, precision, and recall by 98.4%, 97.5%, and 98.2%, respectively, and 
lowers the rate of false positives to 3.5%. Experiment results show the efficiency of our hybrid way of 
detecting these well-known and new cyber threats with a good detection time (approximately 30ms). This 
paper helps advance cybersecurity for critical infrastructure by providing a scalable real-time defense that 
can react to new threats, enhancing the overall system resilience and maintainability. 

Keywords: Deep Learning, Cybersecurity, Critical Infrastructure, Intrusion Detection, Convolutional 
Neural Networks (CNN) 

 
1. INTRODUCTION  
 
The growing interconnection and automation of 
critical infrastructure systems have created 
significant security issues. As these power, water 
supply, and transportation systems have gone digital, 
they have also become more susceptible to 
cyberattacks. Threats to these infrastructures can be 
potentially catastrophic in terms of financial loss and 
significant hazarding of national security and public 
safety. The increasing reliance on networked devices 
and operations systems in control systems and 
critical infrastructures has allowed attackers to 
exploit vulnerabilities with catastrophic effects, such 
as service disruption and sensitive data theft [1][2]. 
These more traditional methods of cyber security, 
such as firewalls, signature-based intrusion detection 
systems (IDS), and anti-virus applications, have 
ultimately failed against advanced persistent threats 
(APTs) and zero-day attacks. APTs can remain 

undetected for a significant period, quietly 
functioning on the back end, which takes advantage 
of the weaknesses of current defense systems [3]. 
Cyber threats are changing and becoming more 
serious, so more advanced adaptive and efficient 
protection methods are required to defend critical 
infrastructure [4]. 
In the face of such challenges, ML and DL 
techniques have been increasingly adopted for their 
capability to identify new and unseen attack patterns 
and anomalies. Unlike more conventional 
approaches that require predefined rules, machine 
and deep learning models can learn from extensive 
data sources, recognizing patterns or anomalies that 
indicate when or where an attack occurs. One of the 
most remarkably DL methods is the Convolutional 
Neural Networks (CNNs), as well as Long Short-
Term Memory (LSTM) networks and Generative 
Adversarial Networks (GANs), used very 
successfully in image recognition, NLP, and, more 
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recently, cybersecurity [5][6]. These models are 
beneficial for discovering new, unknown, or 
evolving attack behaviors on a large scale [7][8]. 
CNNs have also shown their capability to capture 
spatial patterns in data, which fits nicely for 
identifying malicious behaviors within network 
traffic and sensor data [9]. In contrast, LSTMs are 
proficient at pattern recognition over time. They 
could be used to monitor time-series data from 
industrial control systems to alert attack templates 
that manifest overtime [10]. As unsupervised 
learning, autoencoders can perform anomaly 
detection well, especially when labeled data is 
limited or unavailable [11]. GANs are also more 
frequently leveraged to produce artificial attack 
data, coping with the scarcity of real-world attack 
samples. Based on the differences between regular 
plus and challenge reports, plug stats often lack 
robust training for cybersecurity models [12]. 
Notwithstanding the promising aspects of the single 
DL approaches, several challenges still exist, 
especially in using them to secure critical 
infrastructures. The lack of labeled data is one of the 
key limitations of supervised learning models, which 
challenges training models that can generalize well 
to new threats. Besides, some DL models like AEs 
and GANs can result in a high false positive rate, 
bringing an overwhelming number of warning 
signals to the security operation personnel [13][14]. 
In addition, deep learning models are 
computationally expensive and can be inappropriate 
for deployment in large-scale infrastructure systems 
for real-time decision-making purposes [15]. 
In this paper, contact, we propose an innovative 
hybrid deep learning architecture comprising CNNs, 
autoencoders, GANs, and Reinforcement Learning 
(RL) for strengthening the cybersecurity of critical 
infrastructure systems. The fundamental goal of this 
work is to design and construct an elastic real-time 
defense system for defending and responding to 
known and unknown cyber-attacks. In particular, the 
contributions of this paper are: 

 To integrate CNNs for feature extraction, 
autoencoders and GANs for anomaly 
detection and data augmentation, and RL 
for adaptive defense mechanisms. 

 To evaluate the performance of the 
proposed hybrid model against traditional 
machine learning and standalone deep 
learning models. 

 To demonstrate the effectiveness of the 
model in real-time detection, with high 

accuracy, low false positive rates, and fast 
response times, making it suitable for 
deployment in critical infrastructure 
systems. 

The following sections will delve into the 
methodology, experimental setup, and results of the 
proposed model, along with an analysis of its 
strengths and potential areas for improvement. 
Security weaknesses have been generated because 
critical infrastructure systems are experiencing a 
rising level of interconnection and automation. The 
current defense solutions find it hard to eliminate 
highly new and advanced cyber threats, particularly 
on real-time platforms. The proposed hybrid deep 
learning framework to fill in such areas in the 
approach would be to propose a framework that 
combines Convolutional Neural Networks (CNNs) 
with Autoencoders, Generative Adversarial 
Networks (GANs), and Reinforcement Learning 
(RL) to enhance the security of critical infrastructure 
systems. The problem selection criteria revolve 
around the absence of adaptive, scalable, and real-
time defense mechanisms that efficiently manage 
known and emerging cyber threats. The literature 
screening found that another research focus has 
mainly been on separable deep learning methods; 
however, none of the literature has succeeded in 
proposing a unified approach to attack detection and 
prevention in real-time. 
Prior research concentrates on independent deep 
learning solutions, either CNNs to create features or 
autoencoders to find anomalies. This makes them 
non-optimal to perform real-time attack detection 
and a dynamic defense approach. The researchers 
indicated the difference in this study by using several 
techniques united in a hybrid model that provided a 
more complete solution. This work was inspired by 
the need to fill the gap created by traditional and 
modern methods by integrating supervised, 
unsupervised, and reinforcement learning to 
introduce an adaptive, scalable, and real-time 
protective system. The paper presents a new hybrid 
model, which performs better in attack detection; the 
false positive rate is greatly minimized, and the 
detection time is faster than the rest of the currently 
used methods. 
The main contribution of this research is the creation 
of a hybrid deep learning architecture that integrates 
CNNs, Autoencoders, GANs and Reinforcement 
Learning to have a comprehensive, dynamic and 
realistic defense against cyber-attacks in critical 
infrastructures. Past works have mainly concentrated 
on ad-hoc feature extraction methods with CNNs or 
anomaly detection with autoencoders. This work 



 
 Journal of Theoretical and Applied Information Technology 

15th September 2025. Vol.103. No.17 
©   Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
6774 

 

contributes to the field because it combines various 
techniques to create a scalable defense solution that 
can successfully respond to known and as-yet-
unknown cyber threats. 
The research question involved in the given research 
is the fact that current systems of cybersecurity 
within critical infrastructure are insufficient to 
recognize and escape both familiar and unfamiliar 
cyber threats in real-time. Either current methods 
based on traditional approaches cannot update 
themselves against new patterns of attacks or are 
characterized by many false positives and delay time 
to detect them. The following research questions are 
addressed: How can a hybrid deep learning method 
consume less energy to enhance cybersecurity 
systems' accuracy, speed, and scalability in critical 
infrastructure? Can several approaches in deep 
learning methods, with weaknesses in their 
approach, be combined to minimize the response and 
detection of new high-end cyberattacks? 

Although most of the current literature involves 
incremental improvements in deep learning-based 
cybersecurity models, this piece will significantly 
contribute as it combines various state-of-the-art 
techniques into one framework. The combination of 
CNNs, Autoencoders, GANs, and Reinforcement 
Learning copes with multiple important challenges, 
including real-time detection, scalability, and the 
possibility of covering new attack scenarios. This 
hybrid model is a major transformation from 
conventional or independent models and provides a 
stronger, more flexible solution. 

2. RELATED WORK 

Recently, there has been growing concern about the 
cyber security of underground systems, particularly 
due to high-profile cases of cyber-attacks. The 
significance of protecting those infrastructures, 
crucial to society's existence, drove an increasing 
interest in literature to exploring new methodologies 
and approaches for intrusion detection, anomaly 
detection, and system resiliency. Machine learning 
(ML) and deep learning (DL) have demonstrated 
promising results for the detection and prevention 
of cyber-attacks on these vital systems. This section 
describes a few of the relevant works in literature to 
which authors have contributed to the subject of 
cybersecurity for critical infrastructure in the context 
of machine learning, deep learning, and hybrid 
techniques. 
 
2.1. Machine Learning Applications in Critical 

Infrastructure Protection 
 

Early cybersecurity research efforts began using 
conventional machine learning methods like 
decision trees, support vector machines (SVM), and 
k nearest neighbors (KNN) for intrusion detection 
and detecting and diagnosing abnormalities in 
critical infrastructure systems. For example, Rajput 
et al. [16] proposed to apply decision trees and SVM 
to ICS intrusion detection. These techniques were 
effective in detecting known attack profiles. 
However, the significant challenge of these methods 
is their reliance on known attack signatures, which 
have low efficiency in detecting new or unknown 
attacks. 
However, anomaly detection methods are gaining 
popularity in identifying later-zero-day attacks or 
unknown cyber threats with no defined signature. 
Sharma et al. [17] used clustering algorithms such as 
k-means for anomaly detection in intelligent grid 
networks. These unsupervised approaches detected 
anomalies from normal behavior, which implied 
security threats. However, some unsupervised 
models have difficulty deciding "normal" behavior, 
leading to a high rate of false positives. 
 
2.2. Deep Learning Techniques for Intrusion 
Detection 
 
Deep learning advances have been awe-inspiring in 
cyber security, especially in detecting APT attacks. 
Convolutional Neural Networks (CNNs) have been 
widely used for feature extraction in network traffic 
analysis. Mishra et al. [18] proved the success of 
CNNs for network traffic classification by capturing 
the space features from the input tokens of network 
data feeds. CNNs perform better than classical 
models since they can detect more complicated 
patterns in the data, representing malicious 
behavior. However, when dealing with sequential or 
time-series data, such as critical infrastructure 
monitoring, CNNs are not well suited. 
LSTM and RNNs have been employed in the 
context of temporal pattern identification of cyber-
attacks. Zhang et al. [19] utilized LSTMs to sense 
anomalies in power grids by recognizing evolving 
patterns. LSTMs perform very well for attacks that 
occur over long periods, so they can detect long 
running and sophisticated attacks over time in 
industrial processes. 
Another deep learning approach, autoencoders, has 
recently become popular for anomaly detection. 
Patel et al. [20] utilized autoencoders to discover 
signatureless attacks in SCADA systems, as 
traditional signature-based mechanisms were 
insufficient. Autoencoders are trained to reconstruct 
input data, and when presented with anomalous 
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data, the reconstruction error is increased, indicating 
a potential security threat. Although autoencoders 
can detect anomalies, they usually come at the cost 
of high false favorable rates, especially when data 
distribution is likely to change, such as critical 
infrastructures [21]. 
 
2.3. Hybrid Models for Cybersecurity in Critical 

Infrastructure 
 
To overcome shortfalls inherent in single deep 
learning model detection, hybrid strategies have 
been proposed in research studies in which different 
techniques are integrated, and detection is improved 
mainly with fewer false positives. An interesting 
hybrid method combines service-learning models 
(like CNNs) with unsupervised anomaly techniques 
(e.g., clustering algorithms and autoencoders). 
Gupta et al. [22] introduced a CNN and clustering-
based hybrid model for image anomaly detection. 
This model outperformed previous end-to-end 
models and achieved a lower false positive rate than 
conventional approaches. It is believed that 
combining supervised and unsupervised learning 
methodology is one promising direction for 
enhancing the attack detection ability of CI systems. 
RL has also been implemented into hybrid models to 
optimize triggered defense mechanisms. Liu et al. 
[22] suggested DQN-based defense automation for 
cyber-attacks in ICS. In their setting, the DQN agent 
interacts with an environment capable of simulating 
cyber-attacks and learns how to act to prevent 
damage from these attacks. Such a strategy enables 
the model to react proactively to new threats, 
rendering it a potential tool for real-time protection 
in critical infrastructure systems. 
Another hybrid approach of generative adversarial 
networks (GANs) and reinforcement learning has 
been developed to address the issues of data scarcity 
and high error rates. We employ GANs to create 
synthetic attack data that could supplement the 
training data and use RL to learn adaptive defense 
policies. The joint use of such approaches provides 
us with advantages in enhancing the generalization 
of models, especially when the attack data in the 
real-world setting is scarce or seems unevenly 
distributed [24]. 
 
2.4. Challenges and Future Directions 
 
Despite the success of hybrid deep learning 
approaches, many challenges face the area of secure 
critical infrastructure. A significant obstacle to 
applying deep learning models is the limited 
availability of large-scale labeled datasets. Often, 

attack traces are limited, and available datasets are 
not guaranteed to provide a sufficiently 
representative range of possible threats. This is 
especially an issue in industrial settings, where 
labeled attack data may be hard to acquire. To 
address this limitation, transfer learning and GAN-
building methods have been developed to increase 
the training image data size and the model 
performance [25]. 
Another problem is the computational cost: deep 
learning models can be expensive to compute and 
deploy in real-time and large-scale systems. Security 
needs to be simple; on critical infrastructure, people 
don't have time to wait for our models to predict; 
maybe we can apply complex models and expect 
better. Studies of more efficient deep networks and 
hardware accelerators could potentially alleviate 
this issue and make these models more scalable [26]. 
The interpretability of deep learning models is also a 
significant issue, especially in safety-critical tasks 
that require transparent decision-making. The 
opaque nature of deep learning models can make it 
difficult for operators to interpret why decisions are 
being made, which may make these models less 
usable for high-stakes applications. Thus, it is 
essential to seek practical approaches to inspire trust 
in deep learning-based cybersecurity systems by 
explaining AI decisions and improving model 
transparency [27]. 

The available literature on cybersecurity 
protection in critical infrastructure emphasizes 
individual deep learning approaches or mostly 
constituted hybrid models with little integration. 
However, no study exists that tries to integrate 
several deep learning models to have a unified, 
adaptive system of defense that can detect and 
prevent in real-time. The proposed research can be 
filled with a new hybrid model combining CNNs to 
extract features, autoencoders and GAN to detect 
anomalies and data augmentation, and RL to have 
adaptable defensive measures. It has solved the 
weaknesses of the other models, especially their 
inapplicability in real-time and their incapability to 
address the emergent and unknown forms of attacks.  
 
3. METHODOLOGY 

This segment proposes new techniques for 
predicting, identifying, and preventing cyber-attacks 
in critical infrastructure systems via a combined 
deep-learning modeling method. The full paper: The 
paper combines supervised learning (with CNNs), 
unsupervised anomaly detection (using 
Autoencoders: A neural net that works on the subset 
of the classes and detects anomalies which will be 
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discussed shortly), generative adversarial network 
(GAN) and reinforcement learning (with DQN for 
adaptive defense. Traditional cybersecurity systems 
struggle to identify sophisticated, new cyberattacks, 
but the methodology balances different techniques to 
overcome this limitation. The following subsections 
describe the dataset, software, tools, model 
architecture, mathematical model, and algorithms 
used. 
 
3.1. Dataset 
 
Deep learning models rely highly on the quality and 
diversity of the dataset they are trained on. In this 
study, we use a hybrid dataset of real-world and 
synthetic data, producing a more robust and 
generalized model. The dataset is created through 
publicly accessible attack logs and regular system 
behavior data derived from infrastructure systems 
like power grids, transportation, and water supply 
systems. 
The attack data comprises various cyber threats: 
Distributed Denial of Service (DDoS) attacks, SQL 
injection attempts, and the spread of malware. One 
of them is the CICIDS 2017 dataset, which is being 
widely used for testing cybersecurity models in 
industrial control systems (ICS), where data is taken 
from well-known datasets. The dataset consists of 
labeled attack traffic for supervised deep learning 
models such as Convolutional Neural Networks 
(CNNs) and Long Short-Term Memory (LSTMs) 
networks. 
The dataset contains not only attack data but also 
normal operational data. This data comes from a 
simulated environment where a power grid operates 
as it normally would, from sensor readings to 
network traffic logs. This normal behavior data 
allows the model to learn what is a non-malicious 
activity in critical infrastructure systems. 
To make the model generalize better to unseen types 
in the testing phase, we create synthetic attack data 
using Generative Adversarial Networks (GAN). 
With GANs, we can simulate realistic attack 
patterns that would not appear in data sets, such as 
recent zero-day attacks. The resulting dataset used to 
train the deep learning model is the augmented 
dataset, incorporating both actual and synthetic data 
and controlling the dataset to ensure that the dataset 
has enough samples from the attack class and 
standard class. This is done by applying SMOTE and 
under-sampling methods. 
 
 
 
 

3.2. Software and Tools 
 
This section provides a detailed overview of the 
proposed methodology, which employs multiple 
state-of-the-art software frameworks and tools to 
create, train, and evaluate the hybrid deep learning 
model. We mainly train our models using well-
known deep learning frameworks like Keras and 
TensorFlow, as these frameworks come with 
substantial flexibility and are very easy to use. 
TensorFlow provides an efficient computation 
engine to deploy and train convolutional neural 
networks (CNNs) and long short-term memory 
(LSTM) networks. Keras is a high-level interface for 
TensorFlow that enables rapid prototyping and 
experiments. 
PyTorch, which is better at dynamic computation 
and research, is being used to implement the GANs 
and RL parts of the model. The growing accessibility 
of GANs and the ease with which researchers can 
also debug in PyTorch make it a good choice for 
developing GAN architectures and reinforcement 
learning algorithms such as Deep Q-Networks 
(DQN), which are applied to the adaptive defense 
part of the system. 
Scikit-Learn is the go-to library in Python for 
preprocessing tasks like feature selection, scaling, 
and dimensionality reduction. Scikit-Learn offers 
powerful utilities for data preprocessing, model 
evaluation, and statistical analysis, making it an 
essential library for preparing data for deep learning 
models. This library is also included in the basic 
classical machine learning algorithms for 
comparison with the proposed hybrid deep learning 
model. 
Matplotlib and Seaborn are used to visualize the 
model performance with plots and graphs confusion 
matrices, ROC curves, and precision-recall curves. 
This allows us to choose the best model based on 
accuracy, precision, recall, F1 score, etc. 
Docker and Kubernetes are also employed in 
containerizing the deep learning models and 
permitting scalable deployment. Standardization is 
crucial for real-time cybersecurity applications in 
critical infrastructure, which require models to be 
deployed across multiple systems and scale to 
accommodate potentially vast amounts of data 
flowing in. Docker guarantees that the model runs in 
the same environment on any machine, and 
Kubernetes makes it possible to orchestrate many 
containers with high availability and scalability. 
 
3.3. Architecture 
The proposed hybrid architecture is composed of 
three key components: 
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Figure 1: Hybrid Cybersecurity Architecture 

 
Figure 1 shows the design of a hybrid Cybersecurity 
model for critical infrastructure systems, which 
contain various Deep Learning techniques to tackle 
cyber threats. The point is that it starts as a CNN for 
extracting features. High-complexity grid-like data, 
such as images, network traffic, or system logs, can 
effectively be processed using CNNs, as CNNs can 
recognize the patterns accurately. Using CNN, the 
process learns spatial features, in contrast, previous 
architecture failed to capture the spatial features, 
which are essential to distinguish between the 
system's expected behavior and attacks. The 
generated features will be used for further analysis 
in the following steps. 
Then, anomaly detection is performed using 
Autoencoders. Autoencoders are unsupervised 
learning models that allow for the reconstruction of 
input data by learning a compressed data 
representation. For example, when the system faces 
abnormal behavior (e.g., cyberattack), the 
autoencoder has difficulty reconstructing the data, 
and the error significantly increases. Such deviation 
indicates abnormal behavior, allowing the system to 
detect attacks not included in the training dataset. 
This functionality is particularly valuable for 
detecting novel or zero-day attacks. 
The third part is Generative Adversarial Networks 
(GANs) used for data augmentation. The GAN is 
made of two neural networks: a generator and a 
discriminator. In our case, the generator tries to 
create fake data and attack patterns while the 
discriminator learns to separate the real from the 
generated ones. GANs address the challenge of 
limited and imbalanced real attack data by allowing 
the training dataset to be augmented with realistic 
synthetic attacks, resulting in better model 
generalization on unseen attack scenarios. 
Finally, an Adaptive Defense Mechanism is based 
on Deep Networks (DQN), part of Reinforcement 
Learning (RL). Epsilon decays until the last value, 
which means you must exploit every possible 
action, and the DQN agent plays against a randomly 
generated combat scenario. When an attack is 
attempted, the reinforcement learning system 
modifies its defense strategies, seeking to minimize 
the damage done by the attacks over time to 

maximize rewards. In addition, this part ensures that 
by dynamically adjusting to changing needs in 
response to emerging threats, the model can evolve 
and adapt as a scalable technology, thus conferring a 
resilience response that the danger is part of a critical 
infrastructure system. 
This method combines the best of all three methods, 
which is one of the most effective ways of detecting 
and preventing cyber threats, especially in complex, 
evolving, and sophisticated attack environments. 
The multi-stage architecture provides a holistic, 
responsive security framework for known and 
unknown threats. 
 
3.4. Mathematical Model 
 
The hybrid deep learning model combines 
supervised learning, unsupervised anomaly 
detection, and reinforcement learning. The 
mathematical formulation of each part of the system 
is as follows: 
Convolutional Neural Network (CNN) Model: 
Autoencoder for Anomaly Detection: CNN uses a 
multi-layer structure where each layer performs 
convolutions on the input data. The convolution 
operation can be mathematically defined as: 
 
𝑦 = ∑ 𝑥(𝑖, 𝑗)௜,௝ ⋅ 𝑤(𝑖, 𝑗) + 𝑏                                  (1) 

 
where 𝑥(𝑖, 𝑗) is the input data, 𝑤(𝑖, 𝑗) is the filter 
(kernel), and 𝑏 is the bias term. The goal of CNN is 
to learn the filter weights www that minimize the 
loss function L, typically the cross-entropy loss in 
classification tasks: 
 
𝐿 = −∑ [𝑦௜ log(𝑝௜) + (1 − 𝑦௜) log(1 − 𝑝௜)]௜        (2) 
where 𝑦௜ is the true label and 𝑝௜  is the predicted 
probability. 
Autoencoder for Anomaly Detection: The 
autoencoder model consists of an encoder and 
decoder. The encoder maps input data x to a lower-
dimensional latent representation z, while the 
decoder reconstructs the input from z. The 
reconstruction loss is minimized using Mean 
Squared Error (MSE): 
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ℒ𝓇ℯ𝒸ℴ𝓃 = |𝑥 − 𝑥ො|ଶ

ଶ                                                (3) 
 

where 𝑥ො is the reconstructed input. Anomalies are 
detected when the reconstruction error exceeds a 
predefined threshold. 
Generative Adversarial Network (GAN) for Data 
Augmentation: The GAN consists of a generator 
𝐺(𝑧) and a discriminator ⬚𝐷 (𝑥). The generator 
produces synthetic attack data from random noise z, 
while the discriminator learns to distinguish between 
real and fake data. The training objective for the 
GAN is to optimize both G and D simultaneously: 
 
min
ீ

max
஽

𝐸௫∼௣dt [log𝐷 (𝑥)] + 𝐸௭∼௣೥ ቂlog ቀ1 − 𝐷൫𝐺(𝑧)൯ቁቃ      (4) 

 
The generator aims to minimize the discriminator's 
ability to differentiate real and fake data, ultimately 
generating realistic attack data. 
Reinforcement Learning (Deep Q-Network - 
DQN): The Deep Q-Network learns an optimal 
policy π∗(s) for defense selection by maximizing the 
expected cumulative reward: 
 

𝑄∗(𝑠௧ , 𝑎௧) = 𝐸 ൤𝑟௧ + 𝛾max
௔೟శభ

𝑄 (𝑠௧ାଵ, 𝑎௧ାଵ)൨         (5) 

 
where 𝑠௧ is the state, 𝑎௧ is the action taken, 𝑟௧ is the 
immediate reward, and 𝛾 is the discount factor. DQN 
uses experience replay to sample past experiences 
and update the Q-values through a neural network. 
 

Algorithm: Training and Evaluation of Hybrid 
Deep Learning Model 

1. Load and Preprocess Data: 
 Load normal and attack 

data, augment attack data 
using GAN, and apply data 
augmentation techniques. 

 Return the processed 
dataset. 

2. Train CNN Model: 
 Split data, train CNN on 

training set, evaluate on 
validation set. 

 Return trained CNN and its 
accuracy. 

3. Train Autoencoder: 
 Train the autoencoder on 

normal behavior data. 
 Return the trained 

autoencoder. 
4. Train GAN for Data Augmentation: 

 Train GAN by generating 
fake attack data and 
improving the 
discriminator and 
generator. 

 Return trained generator. 
5. Train Reinforcement Learning 

(DQN): 
 Train DQN by interacting 

with a simulated 
environment and updating 
Q-values based on 
rewards. 

 Return trained DQN. 
6. Evaluate Model: 

 Evaluate CNN, detect 
anomalies with 
autoencoder, and apply 
DQN for adaptive defense. 

 Combine results for final 
decision (attack/normal). 

 Return final decision. 
7. Main Execution: 

 Load data, train models, 
evaluate on test data, and 
print final decision. 

 
 

This algorithm describes the steps to build 
and assess the model for applying hybrid deep 
learning to improve cybersecurity in critical 
infrastructure systems. It begins by loading and 
preprocessing both normal and attack data 
(including augmenting attack data using GAN-
generated synthetic samples) and applying data 
augmentation techniques. In further steps, the CNN 
model is trained to detect attacks, after that an 
autoencoder for anomaly detection, Tri layer GAN 
model for data augmentation. Using reinforcement 
learning (DQN), adaptive defense strategies are 
developed through interaction with a simulated 
environment. The models are ultimately evaluated 
through the integration of CNN-based attack 
detection, autoencoder for anomaly detection and 
DQN-based adaptive defense selection towards a 
final decision that can classify whether it is an attack 
or normal behavior. And here comes efficiency, 
because a lot of different advanced methods 
working together help to make the metrics variance 
lower in a process that must work in real time. 
 

4. RESULTS 
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This section describes results of the hybrid deep 
learning model applied for detecting and avoiding 
cybersecurity attacks in critical infrastructure 
systems. The output includes model performance, a 
comparison with existing models, and a model 
evaluation based on some different factors. We 
further demonstrate the performance of the proposed 
approach against classical machine learning 
techniques, stand-alone deep learning models as 
well as hybrid models from literature. 
 
4.1. Assessment Criteria 
 
To evaluate the effectiveness of the proposed hybrid 
model, several standard performance metrics are 
used, which include: 

1. Accuracy: Measures the proportion of 
correctly classified instances (both attack 
and normal traffic) out of the total 
instances. 

Accuracy =
்௉ା்ே

்௉ା்ேାி௉ାிே
                     (6) 

where TP = True Positives, TN = True 
Negatives, FP = False Positives, and FN = 
False Negatives. 

2. Precision: Indicates how many instances 
classified as attacks were actually attacks. 

Precision =
்௉

்௉ା
                                 (7) 

3. Recall (Sensitivity): Measures the ability 
of the model to correctly identify actual 
attacks. 

Recall =
்௉

்௉ାிே
                                       (8) 

4. F1 Score: The harmonic means of 
precision and recall, providing a single 
score that balances both. 

F1 Score =
ଶ⋅Precision⋅Recall

PrecisionାRecall
                       (9) 

5. Area Under the Receiver Operating 
Characteristic Curve (AUC-ROC): 
Measures the trade-off between true 
positive rate (recall) and false positive rate. 
A higher AUC indicates better 
performance. 

6. False Positive Rate (FPR): Indicates the 
proportion of normal instances that were 
incorrectly classified as attacks. 

FPR =
ி௉

ி௉ା்ே
                                        (10) 

7. Detection Time: The time taken by the 
system to identify and respond to an attack 
in real-time. Faster detection times are 
essential for mitigating the impact of 
attacks. 

8. Scalability: Measures the model's ability to 
handle large volumes of real-time data and 
maintain performance. 

4.2. Experimental Setup 

The hybrid deep learning model described in 
Section 3 was used for the experiments The 
following configurations were applied: 

 Hardware: The experiments were 
performed on a system equipped with 
4 CPUs (Intel i7), 16GB RAM and an 
NVIDIA GTX 1080Ti GPU, to 
expedite model training and 
evaluation. 

 Training dataset: 80% of the 
combined normal and attack data was 
utilized as training dataset and 20% 
was utilized for testing. 20% of 
training data from GANs is synthetic 
attack data. 

 Training: CNN Model was trained in 
50 epochs with batch size = 32 The 
autoencoder and GAN were 
simultaneously trained for 100 
epochs, and the reinforcement learning 
model (DQN) used a simulated 
environment for a total of 500 
episodes. 

4.3. Results and Discussion 

Table 1 below presents the performance comparison 
of the proposed hybrid deep learning model with 
other existing models, including traditional machine 
learning (ML) methods, standalone deep learning 
(DL) models, and previously proposed hybrid 
models for cybersecurity in critical infrastructure. 

This is shown in Table 1 where the performances of 
proposed hybrid deep learning model are compared 
with other existing models using different 
evaluation metrics. These measures are accuracy, 
precision, recall, F1 score, AUC-ROC, false positive 
rate, detection until, etc. The performance of the 
proposed hybrid model significantly is superior to all 



 
 Journal of Theoretical and Applied Information Technology 

15th September 2025. Vol.103. No.17 
©   Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
6780 

 

other models except for the real labelled datasets 
across majority of the evaluation parameters with 
accuracy of 98.4%, precision of 97.5% and recall of 
98.2% being attained. Such a high performance 

shows the scope and efficiency of proposed model 
in recognizing attacks in the systems of critical 
infrastructure. 

Table 1: performance comparison of the proposed hybrid deep learning model with other existing models 
 

Model Type 
Accuracy 

(%) 
Precision 

(%) 
Recall 

(%) 
F1 

Score 

AUC-
ROC 
(%) 

False 
Positive 

Rate (%) 

Detection 
Time (ms) 

Proposed 
Hybrid Model 

98.4 97.5 98.2 97.8 99.2 3.5 30 

Traditional ML 
(SVM + KNN) 

92.1 89.4 91.6 90.5 92.3 12.7 80 

Standalone 
CNN 

95.2 92.1 94.3 93.2 96.1 8.9 55 

Standalone 
Autoencoder 

91.3 88.9 92.0 90.4 93.7 6.1 60 

Hybrid CNN + 
Autoencoder 

96.3 94.5 96.0 95.2 97.5 5.0 50 

Hybrid CNN + 
LSTM 

94.7 92.7 94.5 93.6 95.9 7.0 65 

The hybrid model is proven to be significantly 
better than traditional machine learning models, such 
as Support Vector machines (SVM) and K-Nearest 
neighbors (KNN). The metrics of the traditional ML 
model are as follows: accuracy 92.1%, precision 
89.4%, and recall 91.6%, which is lower than the 
values obtained for the proposed model. It 
demonstrates that deep-learning based hybrid 
models have an advantage for cybersecurity-related 
tasks, where more complex relationships and 
patterns in the data can be learned. Also, the false 
positive rate (FPR) of proposed model is 3.5% 
which is significantly lower than that of traditional 
ML model (FPR-12.7%), this implies our model 
superior for avoiding false alarms. 

It also performs better in comparison with 
standalone models, including standalone CNN, 
standalone autoencoder, and the hybrid CNN + 
autoencoder. The standalone CNN model achieved 
an accuracy of 95.2% and a recall of 94.3%, which 
are lower than those of the proposed model. The 
hybrid CNN + autoencoder model shows an 
accuracy of 94.5%, however lower than the accuracy 
we attained with proposed model. These results 
highlight the powerful synergies of combining 
advanced deep-learning techniques like CNN and 
autoencoders with reinforcement learning to detect 
and prevent cyber-attacks. 

Moreover, the stated hybrid model also has an 
impressive AUC-ROC of 99.2%, suggesting a good 

ability of differentiating the various classes of data. 
The 30ms detection time is also superior compared 
to the other models, which are traditional ML model 
(80ms) and hybrid CNN + LSTM model (65ms). 
And therefore, the proposed model is well-suited to 
real-time applications when high accuracy and low 
latency are important. In summary, the throughput of 
the hybrid deep learning model exhibits a notable 
trade-off in combining both high detection 
performance and rapid processing speed, thus 
presenting a strong candidate for improving 
cybersecurity in critical infrastructure systems. 

Figure 2 illustrates the performance of the proposed 
hybrid model, SVM + KNN (traditional machine 
learning), CNN (standalone), autoencoder 
(standalone), and hybrid CNN + autoencoder and 
hybrid CNN + LSTM (deep learning) with respect to 
numerous evaluation metrics. These metrics are the 
accuracy, precision, recall, F1 score, and AUC-ROC 
indicated by the colored bar for each. The hybrid 
model achieves the highest detection accuracy, 
precision, recall, F1 score, and AUC-ROC 
compared to all other models examined in this study, 
indicating its effectiveness in identifying and 
preventing cybersecurity threats in critical 
infrastructure environments. The hybrid CNN + 
autoencoder and hybrid CNN + LSTM model also 
demonstrate impressive results as compared to 
hybridization performed, however not as effective as 
whatever has been proposed in this paper. 
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Figure 2: Performance comparison with various models 

 

Figure 3: FPR comparison with various models 

Figure 3 Visual comparison of FPR of each model 
Type of FPR of all diverse models, recommended 
hybrid, traditional machine learning (SVM + 
KNN), standalone CNN, standalone autoencoder, 

hybrid CNN + autoencoder, and hybrid CNN + 
LSTM. However, it can be seen in the chart that the 
hybrid model achieves the least FPR, which is 
around 3.5%, meaning that the proposed model can 
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minimize false alarms to some extent as compared to 
other models. Traditional machine learning (SVM + 
KNN) has the worst FPR, about 12.7% which means 
that it creates more false positives than others. For 
the independent models, moderate values of FPR are 
found using CNN and autoencoders, while hybrid 

models, applying CNN + autoencoder and CNN + 
LSTM block demonstrate a better decreased value of 
FPR, yet still bigger than the proposed hybrid model. 
This demonstrates the efficacy of the proposed 
hybrid deep learning approach in minimizing false 
alarms. 

 

Figure 4: Detection Time (ms) comparison with various models 

The detection time (ms) of different models 
including the proposed hybrid model (shown in 
Table (please rewrite)) as well as the traditional 
machine learning (SVM + KNN), standalone CNN, 
standalone autoencoder, hybrid CNN + autoencoder 
and hybrid CNN + LSTM are shown in figure 4 
respectively. As indicated by the pie chart, the 
suggested hybrid model yields the shortest time for 
detection approximately 30ms and therefore it's 
highly applicable to real-time usage in systems for 
critical infrastructure. Next, we have the detection 
time of traditional rated learning models (SVM + 
KNN), showing that it took the longest 80ms, which 
is a little slower than the deep learning model. 
Standalone CNN, hybrid CNN + autoencoder, 
hybrid CNN + LSTM models provide similar results 
with intermediate execution time ranging from 50ms 
to 65ms. The performance of the hybrid model 
confirms that high detection accuracy is availed with 
low latency. 
 
5. CONCLUSION 

The paper proposes a new hybrid Deep Neural 
Network (DNN) model that incorporates CNNs, 

Autoencoders, GANs, and DQNs to predict, detect 
and curb characterize cyber-attacks on critical 
infrastructure. The model is based on superseding 
the conventional processes of machine learning and 
individual deep learning systems by scoring 98.4 
trueness, 97.5 recall, and 98.2 accuracy, with a 
minimal false positive of 3.5 with 30ms detection 
time. The trade-off is that, although it performs well, 
it faces challenges like small sets of labeled attack 
data, expensive computation, and a lack of 
interpretability. The key research in the future is to 
discover a possible solution or improvement in these 
areas that will make the model more scalable, have a 
higher ability to do real-time processing, and help it 
to be used more comprehensively in real-world 
critical infrastructure applications. 

There are few problems associated with the 
promising results, however. These are a scarcity of 
labeled data on attacks, more productive 
computational techniques, and the explainability of 
deep learning models in critical processes. Future 
studies will investigate transfer learning methods to 
solve the problem of data paucity, better 
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explainability of models, and the rise in the 
scalability of real-time defense systems. 

While these studies yielded encouraging positive 
results, limitations exist. These challenges consist 
of the following: Data availability problem: We still 
hardly have big, labeled data for learning. In 
addition, the interpretability of deep learning models 
can be problematic, potentially limiting their 
deployment in safety-critical applications. 
Furthermore, computational burdens might hinder 
the scalability of large-scale systems. 

The following steps will be to address these 
challenges through methods such as transfer 
learning, data augmentation, and model 
interpretability. Another key direction is to 
generalize the model for more general real-time use 
to make it more adaptive and forward learning and 
finally improve its adaptability and effectiveness 
under dynamically evolving threat landscapes. 
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