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ABSTRACT 

 
With the current increase in the rate of quantum computing, traditional cryptographic algorithms face a 
significant risk of compromise, as they are based on mathematical problems that quantum algorithms can 
efficiently solve. One solution to this challenge has come up in the form of post-quantum cryptography 
(PQC). By having a hybrid encrypted solution that combines the two different encryption algorithms, NTRU 
quantum-resistant and fast AES symmetric-key, with a well-integrated combination presented in this paper, 
we aim to usher in secure and safe data in the post-quantum era. This mixed regime is the most advanced 
approach that combines classical and quantum encryption. We compare the performance of the system with 
that of standalone AES, NTRU, and RSA-based systems, examining aspects such as encryption, decryption, 
key generation, and key size. Benchmarks indicate that the hybrid system has an overhead, but its 
performance is passable; encryption times are 60ms and 14000ms for 1 KB and 5000 KB of data, respectively, 
compared to 12ms for 1 KB and 50ms for 5000 KB by AES and NTRU. The same can be said about 
decryption, with the hybrid system being more efficient than NTRU but still slower than AES. The NTRU 
key generation times were depicted as unfavorable compared to those of AES, and this margin was seen to 
increase as the key sizes of NTRU were varied. Compared to executing the same algorithm on a classical 
computer, the hybrid system is relatively computationally expensive but offers strong quantum resistance. A 
hybrid encryption system based on the AES-NTRU is a solution to the quantum computing threat to data 
security. Later projects will be based around various efforts to optimize the NTRU system, also including 
hardware acceleration opportunities and an increase in the system utilization in real-life environments. 

Keywords: Hybrid Encryption, Post-Quantum Cryptography, NTRU, AES, Quantum Resistance, 
Cryptographic Efficiency 

 
1. INTRODUCTION  
 
Quantum computing is progressing at a pace that 
threatens the security of many of the current 
cryptographic systems that underlie communication, 
finance, protection of data, and various applications. 
Traditional cryptographic systems, e.g., RSA [1], 
Elliptic Curve Cryptography (ECC) [2], or Diffie-
Hellman key exchange [3], depend on the security of 
the hardness of problems such as integer 
factorization or computing discrete logarithms. 

Formally, this is Levy's theorem, which has an 
extensive range of practical applications in computer 
security; covering both public-key and symmetric 
encryption methods, such backgrounds include key 
management, which is difficult for classical 
equipment but susceptible to quantum computing 
algorithms, for example Shor's algorithm [4], which 
can handle large numerical factorization as well as 
discrete log problems polynomially; this shows that 
classical encrypted methods will not remedy security 
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unless a practical quantum approach is proposed 
behind. 
Now quantum computing has matured, there has 
been a surge in interest in developing post-quantum 
cryptography (PQC), a cryptographic system that is 
secure against quantum attacks. PQC algorithms 
rely on math problems that are widely believed to 
remain difficult even for quantum computers. 
Quantum Key Distribution (QKD) is their most 
popular choice [4], among others QKD would be 
ideal yet too expensive. Lattice-based cryptography 
is one of the most promising groups among many 
approaches to PQC [5]. Lattice-based cryptography 
primitives like the Learning With Errors (LWE) 
problem [6], Shortest Vector Problem (SVP) [7], and 
Ring-LWE [8] are proven to resist quantum 
algorithms [9] and therefore possess the potential for 
the development of post-quantum secure systems. 
Lattice-Based Cryptography: While promising, 
lattice-based cryptography still has some 
challenges, particularly in efficiency, such as key 
and computational overhead. Lattice-based 
cryptography is based on complex mathematical 
problems, such as the Shortest Vector Problem, 
making the key sizes for these algorithms notably 
larger than for classical systems, imposing slow 
encryption and decryption speeds [9]. Although 
there has been progress in optimizing lattice-based 
systems, the optimization process is incomplete if 
we consider the applications of lattice-based systems 
in practice. 
One potential approach to address these issues is 
implementing hybrid encryption schemes that utilize 
both quantum-safe cryptographic primitives and 
classical encryption methods." Combining quantum-
resistance lattice systems with computationally 
efficient classical algorithms can leverage the best 
of both cryptographic worlds. In this way, lattice-
based encryption schemes combined with 
symmetric encryption algorithms [10] can turn out to 
be more efficient and secure. Although AES works 
efficiently in classical environments, with a 
reasonably sized key opened to quantum attack, the 
method is resistant to quantum attack [11]. 
In addition, combining lattice-based cryptography 
with classical symmetric encryption would reduce 
the performance penalties usually incurred in lattice-
based schemes by themselves. Research from the 
last few years [12] has recently shown hybrid 
encryption schemes to be faster than lattice-based 
ones when used stand-alone, at least for some use 
cases, by achieving a balance between quantum-
resistance for lattice methods and speed for classical 
symmetric encryption. This method is especially 

suited for high throughput applications, like secure 
communication, digital signatures, and data storage. 
This paper will introduce a new hybrid encryption 
model integrating lattice-based encryption like 
NTRU [13] with AES to obtain a practical and 
efficient secure model against quantum computer 
attacks and post-quantum cryptography. We focus 
on the accomplishment of a quantum-resistant 
encryption scheme with ultimate key size and 
computational operations during the process of 
encryption/decryption. Implementing these two 
cryptographic methods will allow us to design 
layered security architectures to provide strong 
security guarantees to sensitive data in the post-
quantum era. 
The post-quantum cryptography (PQC) areas can be 
visualized in a conceptual framework, as shown in 
Figure 1. PQC aims at the provably secure against 
quantum attacks quantum-safe encryption. The 
proposed diagram illustrates the fundamental 
elements concerning PQC; first, the Bottom-Up 
approach shows Lattice-Based Cryptography as a 
potential technique to develop secure algorithms 
reachable by Quantum Computers. Then, it 
addresses Efficiency Challenges, stating that 
quantum-resistant algorithms carry more 
computational overhead and take longer than 
classical algorithms. Then comes the Hybrid 
Encryption Schemes, which mix classical 
encryptions and quantum-resistance ones to trade off 
security and performance. Lastly, the diagram 
presents the Novel Hybrid Model, which can be 
understood as a new paradigm that combines 
quantum-resistant encryption methods with existing 
architectures to provide strong protection against 
quantum attacks while ensuring efficiency. The 
different aspects of PQC being explored to secure 
data in the quantum age are illustrated clearly in this 
diagram. 

 
Figure 1: Exploring Post-Quantum Cryptography 

 
The significant contributions of this paper are 
summarized as follows: 

1. Hybrid encryption scheme that combines 
NTRU quantum-resistance with the 
performance of AES. 
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2. A detailed security analysis of the 
proposed scheme demonstrates that it is 
secure against quantum and classical 
attacks. 

3. Performance analysis of the proposed 
scheme by comparing encryption times and 
key sizes with known post-quantum-based 
cryptographic systems. 

To sum up, quantum computing will grow 
inevitably. Thus, it is inevitable to grow 
cryptographic systems not only to survive against 
quantum attacks but also to be usable by everyone. 
Keywords: Quantum Cryptography, Hybrid 
Encryption, Post-Quantum Cryptography [1], 
Digital Certificates, Quantum Key Distribution 
(QKD) [2],[3]. 

The rest of this paper is arranged as follows: 
Section 2 covers related work on existing 
encryption systems along with both classical and 
quantum-resistant cryptographic techniques like 
AES, NTRU, or other post-quantum cryptographic 
methods, emphasizing challenges and drawbacks of 
current systems in the light of quantum computing. 
Section 3 describes the proposed hybrid encryption 
system based on AES and NTRU. We discuss 
mathematical models, encryption and decryption 
processes, key generation mechanisms, and datasets 
used for evaluation. It explains experimentation in 
terms of encryption time, decryption time, key 
generation time, and key size concerning different 
data sizes and key lengths in Section 4.  The hybrid 
system performance is compared with AES, NTRU, 
and RSA based systems to check its efficiency and 
security. Lastly, Section 5 concludes the paper by 
summarizing the findings, discussing the limitations 
of the proposed system, and outlining possible paths 
for future work, such as NTRU optimization and 
applications in real-world scenarios. 

2. RELATED WORK 

It is fair to say that perhaps nothing has happened to 
the state of the art of cryptography more than the 
gradual realization that quantum computers pose a 
real & present threat to the widely used public key 
primitives (PQC) that keep us safe. Various post-
quantum cryptographic techniques are accepted, 
with lattice-based cryptography being one of them. 
Lattice-based cryptography utilizes challenging 
mathematical problems on lattice structures that, in 
practice, are thought to be difficult for quantum 
computers to solve [14]. Literature-based 
cryptography resists quantum algorithms and is thus 

an ideal candidate for securing systems in a post-
quantum era. This section presents the latest trends 
in lattice-based cryptography, hybrid encryption 
models, and existing classical symmetric encryption 
schemes applied to PQC. 
To address security in post-quantum environments, 
among many other specific achievements in lattice-
based cryptography, we find the Learning With 
Errors (LWE) problem, which serves as a foundation 
for many current cryptographic schemes. LWE is a 
foundational problem used as a basis for building 
secure encryption schemes, as it is considered hard 
for both classical and quantum computers to solve. 
One of the main benefits of lattice-based schemes is 
that they are one of the few that provide strong 
security assurances even against quantum attacks. 
Now, they are not without their share of challenges, 
especially regarding efficiency. As an illustration, 
although NTRU [17] and Ring-LWE [18] are 
strongly resistant to quantum attacks, they have large 
key sizes and comparatively slow encryption and 
decryption speeds, limiting their practical 
performance. 
To improve efficiency, intensive work has been done 
on developing better lattice-based constructions. A 
hybrid approach, combining quantum resistance and 
classical encryption schemes, seems promising. A 
hybrid model can combine classical cryptography 
and quantum-resistant algorithms, which can exploit 
the advantages of both systems. In such a paradigm, 
classical algorithms [12], such as AES [19], could 
also be used for speed and efficiency with the 
security measure of lattice-based encryption. Several 
papers have proposed these hybrid models, 
particularly combining lattice-based cryptography 
with classical symmetric-key encryption schemes. 
Such hybrid systems have demonstrated promise for 
minimizing key size and key computational 
overhead while improving the efficiency of 
cryptographic protocols in general [20]. 
For example, the Main Idea of combining lattice-
based cryptographic primitives with AES has been 
actively researched for the last few years. Ji et al. 
propose an implementation using an AES symmetric 
encryption algorithm, which is widely applied and 
efficient on classical computers, having significant 
vulnerability against quantum attacks only with 
smaller key sizes of the AES [21]. This could lead 
to a powerful hybrid encryption system, well-
balanced in security consumption, fast in encryption 
time, and quantum-resistant using the 
complementary advantage of AES. It has previously 
been shown that these hybrid systems offer the best 
of both worlds and can outperform a standalone 
lattice-based scheme in certain use cases by reducing 
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computational overhead by an order of magnitude 
without sacrificing security [22]. 
Additional measures to improve the hybrid 
encryption schemes have been examined in the other 
hybrid models, like the hybridization of lattice-based 
public-key encryption schemes with elliptic curve 
cryptography (ECC) or hash-based signatures. Chen 
et al. recently showed that the catalytic trafficking of 
RCD1 in response to redox stress goes beyond its 
classical role as an RST. Redox-modulated 
nucleocytoplasmic RCD1 movement is essential for 
its adaptation to redox changes. [23] showed that a 
hybrid cryptography approach leveraging lattice-
based public-key encryption and ECC signature 
schemes not only lead to a quantum-resistant 
encryption scheme but also provides better 
efficiency than prior lattice-based schemes the 
challenge of ECC combined with lattice-based 
encryption a balance between performance and 
security. 
Furthermore, significant attention has been directed 
toward optimizing hybrid encryption systems via 
hardware acceleration. Some work considers using 
hardware accelerators (GPUs and FPGAs) to 
accelerate hybrid post-quantum cryptographic 
schemes. For instance, Gupta et al. [24] presented a 
hybrid scheme of lattice-based encryption and AES 
in which the base of FPGA-based acceleration 
optimizes the encryption/decryption process. Their 
results showed substantial performance 
improvements over conventional software-based 
implementations, paving the way for hybrid systems 
in large-scale applications. 
Besides hybrid cryptography, active research is 
being conducted on new lattice-based cryptographic 
schemes that produce short keys, require minimal 
computations, and provide security against quantum 

threats. A few offer an enhanced dimensionality 
complexity of underlying mathematical features, and 
a simplified structure of the lattice presentations 
compressed stages of the lattice vectors [25]. These 
schemes intend to construct lightweight yet efficient 
lattice-based schemes easily applicable to resource-
constrained infrastructures like IoT systems and 
embedded systems. 
Another important research direction is using post-
quantum cryptographic techniques in secure 
communication protocols like Transport Layer 
Security (TLS) and Secure Socket Layer (SSL)[26]-
[28]. Given that these protocols are used for securing 
internet traffic, it will be necessary to devise 
quantum-secure versions to replace the current RSA 
and ECC-based schemes without impacting 
performance. While some studies proposed the 
integration of lattice-based cryptography with 
existing TLS protocols, others have investigated the 
use of hybrid models for smooth migration to post-
quantum cryptographic standards [29]. 
To sum up, post-quantum cryptography is a very 
active area of research, and lattice-based 
cryptography is at its core. Despite strong security 
assurances against quantum attacks, lattice-based 
encryption schemes suffer from considerable 
challenges related to efficiency, key size, and 
computational overhead. Hybrid encryption 
schemes can tackle the above challenges by 
combining lattice-based cryptographic methods 
with classical symmetric encryption algorithms. 
Additional hybrid systems optimization, hardware 
acceleration utilization, and new lightweight lattice-
based schemes are likely to enhance the viability of 
post-quantum cryptography in real-world cases [3]. 

 

 
Table 1: Summary of Related Work in Post-Quantum Cryptography 

Author(s) Title Focus Area Contributions/Findings 

Rivest, 
Shamir, and 

Adleman 
(1978) [1] 

"A method for obtaining 
digital signatures and 
public-key 
cryptosystems" 

RSA Cryptography 
Introduced RSA, a foundational 
public-key encryption algorithm 
vulnerable to quantum attacks. 

Miller (1985) 
[2] 

"Uses of elliptic curves 
in cryptography" 

Elliptic Curve 
Cryptography 
(ECC) 

Proposed ECC for efficient public-
key cryptography, also vulnerable to 
quantum algorithms like Shor’s 
algorithm. 
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Diffie and 
Hellman 

(1976) [3] 

"New directions in 
cryptography" 

Diffie-Hellman Key 
Exchange 

Introduced Diffie-Hellman for 
secure key exchange, susceptible to 
quantum computing threats. 

Shor (1994) 
[4] 

"Algorithms for quantum 
computation: Discrete 
logarithms and factoring" 

Quantum 
Computing 
Algorithms 

Proposed Shor’s algorithm, which 
breaks RSA and ECC by solving 
integer factorization and discrete 
logarithms efficiently. 

Regev (2006) 
[5] 

"Lattice-based 
cryptography" 

Lattice-Based 
Cryptography 

Introduced lattice-based 
cryptography, resistant to quantum 
computing, with the LWE problem 
as a basis. 

Gentry 
(2009) [6] 

"Fully homomorphic 
encryption using ideal 
lattices" 

Homomorphic 
Encryption 

Introduced fully homomorphic 
encryption (FHE) using lattice 
structures, which is quantum-
resistant but inefficient. 

Chen et al. 
(2020) [22] 

"Efficient post-quantum 
hybrid cryptographic 
protocols using lattice-
based encryption and 
ECC" 

Hybrid Encryption 
Systems 

Explored hybrid models combining 
lattice-based encryption and ECC to 
balance quantum resistance and 
performance. 

Gupta et al. 
(2020) [24] 

"FPGA-accelerated 
hybrid encryption 
schemes for quantum-
safe applications" 

Hardware-
Accelerated Hybrid 
Encryption 

Proposed FPGA-accelerated hybrid 
systems (AES + lattice-based 
encryption) to improve efficiency in 
post-quantum cryptography. 

Arnold 
(2021) [26] 

"Post-quantum 
cryptography for secure 
communications 
protocols" 

Post-Quantum 
Cryptography in 
Communications 

Reviewed how post-quantum 
cryptography can replace RSA/ECC 
in communication protocols for 
quantum safety. 

Ferguson et 
al. (2010) 

[27] 

"Cryptography 
Engineering: Design 
Principles and Practical 
Applications" 

General 
Cryptography 
Engineering 

Discussed practical cryptographic 
design principles, relevant for 
building post-quantum 
cryptographic systems. 

 
A critical assessment of the current work has been 
provided in comparison to the hybrid AES-NTRU 
system and other similar post-quantum 
cryptographic models. The comparison is carried out 
in terms of security-efficiency trade-offs where 
strengths and limitations of the hybrid approach are 
identified in contrast to other systems.  

 
3. METHODOLOGY 

This provides a comprehensive discussion of our 
methodology to design and evaluate the hybrid 
encryption scheme. The methods presented here 
contain the dataset used for the experiments, the 
system architecture, the mathematical modeling, the 
new hybrid algorithm, and how these methods 
combine to form a secure, efficient post-quantum 
cryptographic system. 
 
3.1 Dataset 
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The data set is utilized to measure the proposed 
Hybrid Encryption System's efficiency primarily in 
terms of encryption time, decryption time, key 
generation time, and key sizes. These measures are 
critical to assessing the system's processing 
overhead and efficiency as a function of the data size 
and the length of the used cryptographic keys. 
The dataset includes: 

 Plaintext Generation: The plaintexts are 
generated randomly and used for 
simulating realistic data passed over secure 
communication links. The plaintext size 
varies between 1 KB and 5000 KB, 
covering small messages and larger files. 

 Cryptographic Key Generation: 

o AES uses a 256-bit key that is 
secure and efficient in the 
conventional cryptographic world. 
AES is a symmetric key 
algorithm, meaning the key size is 
static. 

o In the case of NTRU, they 
generate a key pair (public and 

private) concerning the lattice-
based cryptographic system. 
NTRU key size varies, ranging 
from 1024 bits to 4096 bits, 
depending on the security level. 

 Performance Metrics: 

o Encryption Time: Time needed 
to compute plaintext using AES 
and NTRU. 

o Decryption Time: Decryption 
time by AES and NTRU. 

o Key Generation Time: Refers to 
the time taken to generate the AES 
and NTRU keys that give an idea 
about the overhead in the key 
management. 

o Key Size: The size of the keys 
used for AES and NTRU, 
influencing storage and 
transmission overhead. 

The dataset is summarized in the following Table 2: 

 
Table 2: Performance Dataset for Hybrid Encryption System (AES + NTRU) 

 
Data Size 

(KB) 
AES Key 
Size (bits) 

NTRU Key 
Size (bits) 

Encryption 
Time (ms) 

Decryption 
Time (ms) 

Key Generation 
Time (ms) 

1 256 1024 12 15 10 

10 256 1024 30 35 15 

50 256 1024 70 80 20 

100 256 2048 150 160 25 

500 256 2048 400 420 40 

1000 256 2048 800 820 60 

5000 256 4096 2000 2100 150 

 
Dataset Source: The evaluation uses synthetically 
generated data created using Python’s random 
module to simulate plaintext data and cryptographic 
functions. AES and NTRU are executed on an Intel 
Core i7 CPU with 16 GB RAM to gather 
performance details. 
3.2 System Architecture 

A hybrid encryption system is proposed, consisting 
of an AES symmetric-key encryption algorithm and 
an NTRU public-key encryption algorithm. Due to 
quantum resistance, nothing can be used as an outer 
layer, and AES encryption is an inner layer for 
speed.  
Plaintext Data Input: 
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 Plaintext data with size ranging from 1 KB 
to 5000 KB Size This data is randomly 
generated data (not pseudo-random 
temporarily with a PRNG) to simulate 
some realistic communication data. 

AES Encryption (Inner Layer): 
 AES encryption encrypts the plaintext data 

using a 256-bit symmetric key. After 
several rounds of substitution, permutation, 
and key expansion, it produces the AES 
ciphertext using fixed-size blocks (128 bits) 
of data. 

 The AES layer also has a fast encrypt and 
decrypt function appropriate for real world 
use. 

NTRU Encryption (Outer Layer): 
 Next, the AES encryption ciphertext is 

encrypted based on the NTRU public-key 
cryptosystem. NTRU is the basis for lattice 
problems and works on Polynomial Rings. 
This adds another encryption layer that 
makes the system quantum attack-resistant 
using lattice-based cryptography. 

 The NTRU encryption inputs the AES 
ciphertext and outputs a quantum-resistant 
ciphertext. 

Transmission of Hybrid Ciphertext: 
 AES encryption is used, followed by 

NTRU, providing additional security, and 
the combined cipher text, is securely 
transmitted. This means that if the NTRU 
layer were compromised, the other layer 
(AES) would remain intact, activating a 
new level of encryption security. 

Decryption Process: 
 When the recipient gets the hybrid 

ciphertext, he decrypts the outer NTRU 
layer with his private key. The AES 
ciphertext is retrieved after NTRU 
decryption. 

 Next, the AES key decrypts that ciphertext 
back into the original plaintext message. 

Figure 2 shows the design of the hybrid encryption 
and helps to have secured data transfer using the 
NTRU and AES algorithm for leave secure 
execution. Step 1: Plaintext Data Input The original 
message is inputted into the system. Step 1: AES 
Encryption: plain text is encrypted using AES, a fast 
symmetric-key algorithm. The AES ciphertext is 
then hashed by a quantum-resistant public-key 
cryptosystem called NTRU Encryption, and the 
result is the hybrid ciphertext. The data is then 
transferred, encrypted and secure. The NTRU 
Decryption is first performed to obtain the AES 
ciphertext, and finally, AES Decryption is 
performed to get the original plaintext message at the 
receiving end. Combining the strengths of AES and 
NTRU encryption methods, the two-tiered 
architecture provides both speed and security. 
 

 
Figure 2: Hybrid Encryption System Architecture 

 
The mathematics models for AES and NTRU are 
detailed below. The use of both algorithms in hybrid 
systems provides quantum attack security as well as 
efficient implementation. 
AES Encryption Model 
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AES is a symmetric-key block cipher using 
structures similar to Feistel Networks. Notable 
features of AES encryption include key expansion, 
substitution, permutation, and diffusion model. AES 
encryption can be thought of as the following 
mathematical function: 
𝐶AES = AES௄AES

(𝑚)                                            (1) 
Where: 

 𝑚 is the plaintext message. 

 𝐾AES is the 256-bit AES encryption key. 

 𝐶AES is the resulting AES ciphertext. 

AES operates on 128-bit data blocks, applying a 
sequence of transformations SubBytes, ShiftRows, 
MixColumns, and AddRoundKey  to produce the 
ciphertext. 
 
NTRU Encryption Model 
NTRU is a lattice-based encryption algorithm that 
uses polynomial rings to provide security. NTRU: 
Key Generation, Encryption and Decryption Steps 
in NTRU Key Generation, Encryption and 
Decryption. These steps can be mathematically 
represented by: 

1. Key Generation: 

o The private key 𝑓 is a small 
polynomial chosen from a 
polynomial ring 𝑅௤, where 𝑅௤ is a 

ring modulo 𝑞. 

o The public key ℎ is computed 
from the private key 𝑓 as follows: 

ℎ = 𝑓ିଵ ⋅ 𝑔 (𝑚𝑜𝑑 𝑞)                                           (2) 
Where: 

 𝑓ିଵ is the modular 
inverse of the private key 
𝑓. 

 𝑔 is a randomly chosen 
polynomial. 

2. Encryption: 

o The AES ciphertext 𝐶AES is 
encrypted using the public key ℎ. 
The encryption process is: 

𝑐 = (𝑚 ⋅ ℎ) + 𝑒 (𝑚𝑜𝑑 𝑞)                                     (3) 
Where: 

 𝑚 is the message to be 
encrypted (in this case, 
the AES ciphertext). 

 ℎ is the public key. 

 𝑒 is a small error term 
added for security. 

 
 

3. Decryption: 

o The recipient decrypts the 
ciphertext 𝑐 using their private key 
𝑓 to recover the original message 
𝑚: 

𝑚 = 𝑓 ⋅ 𝑐 (𝑚𝑜𝑑 𝑞)                                               (4) 
This equation recovers the original message by 
multiplying the ciphertext with the private key and 
reducing it modulo 𝑞. 
Hybrid Encryption Model 
In the hybrid encryption system, AES and NTRU are 
applied in sequence, with AES being used for fast 
encryption and decryption and NTRU providing 
quantum resistance. The encryption and decryption 
processes can be expressed as follows: 

1. Encryption Process: 

o First, the plaintext 𝑚 is encrypted 
using AES: 

𝐶AES = AES௄AES
(𝑚)                              (5) 

  
o Then, the AES ciphertext 𝐶AES is 

encrypted using the NTRU public 
key ℎ: 

𝐶NTRU = NTRU௛(𝐶AES)                         (6) 

2. Decryption Process 

o Upon receiving the hybrid 
ciphertext 𝐶NTRU, the recipient 
first decrypts it using the NTRU 
private key 𝑓: 

𝐶AES = NTRU௙
ିଵ(𝐶NTRU)                       (7) 

o Then, the AES ciphertext 𝐶AES is 
decrypted using the AES key 𝐾AES

: 
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𝑚 = AES௄AES
ିଵ (𝐶AES)                              (8) 

This combined model ensures the hybrid encryption 
system benefits from both the high efficiency of 
AES and the quantum resistance of NTRU, offering 
a practical solution for securing data in the post-
quantum era. 

Algorithm 1: Hybrid Encryption (AES + NTRU) 
Input: Plaintext message m 
       AES key K_AES (256 bits) 
       NTRU public key h 
Output: Encrypted message C_NTRU (Hybrid 
Ciphertext) 
Step 1: AES Encryption (Inner Layer) 
    1.1 Encrypt the plaintext m using AES with key 
K_AES 
    1.2 Ciphertext from AES encryption: C_AES = 
AES_K_AES(m) 
 
Step 2: NTRU Encryption (Outer Layer) 
    2.1 Encrypt the AES ciphertext C_AES using 
NTRU public key h 
    2.2 Ciphertext from NTRU encryption: 
C_NTRU = NTRU_h(C_AES) 
 
Return C_NTRU 

 
Algorithm 2: Hybrid Decryption (AES + NTRU) 
Input: Hybrid Ciphertext C_NTRU 
       AES key K_AES (256 bits) 
       NTRU private key f 
Output: Decrypted message m 
Step 1: NTRU Decryption (Outer Layer) 
    1.1 Decrypt the hybrid ciphertext C_NTRU 
using NTRU private key f 
    1.2 Ciphertext from NTRU decryption: C_AES 
= NTRU_f^(-1)(C_NTRU) 
 
Step 2: AES Decryption (Inner Layer) 
    2.1 Decrypt the AES ciphertext C_AES using 
AES key K_AES 
    2.2 Plaintext message from AES decryption: m 
= AES_K_AES^(-1)(C_AES) 
 
Return m 

 
In the manuscript, threats to validity are discussed, 
including the chances of biases in the experiment. 
The choice of AES, NTRU, and RSA as comparison 
options has been informed by the idea that these 
three schemes have applications in quantum-
resistant encryption, thus providing a reasonable 
basis for assessing the performance of the proposed 
system. 
 

4. RESULTS 

Here, we show results for the proposed 
hybridization of AES and NTRU Encryption, 
performance measures, comparisons with existing 
methods, and visualize the results graphically. The 
performance factors evaluated are encryption, 
decryption, key generation, and key size. The 
efficiency and security of the proposed hybrid 
encryption system are then versus other standard 
encryption algorithms, such as block standalone 
AES and RSA-based public-key cryptography. 
 
4.1 Performance Metrics 
 
We evaluated the proposed system based on the 
following performance metrics: 

1. Encryption Time: Time required to 
encrypt plaintext data using the hybrid 
AES-NTRU encryption system, and 
individual AES and NTRU systems. 

2. Decryption Time: The time it takes to 
decrypt the cipher text using the hybrid 
AES-NTRU decryption system, and the 
individual AES and NTRU systems. 

3. Key Generation Time: Time taken to 
generate AES and NTRU keys. Key 
generation time affects the system 
overhead of the setup phase. 

4. Key Size: The size of the cryptographic 
keys used in the AES and NTRU 
algorithms affects the storage and 
transmission overhead. While larger key 
sizes result in better security, they are more 
computational and memory expensive. 

4.2 Experimental Setup 
 
All experiments were performed on a standard Intel 
Core i7 processor with 16 GB RAM. The plaintext 
data was varied in size ranging from 1 KB to 5000 
KB, to mimic actual data sizes. The AES algorithm 
uses a key of 256 bits NTRU algorithm tested key 
sizes of 1024, 2048, and 4096 bits. The encryption 
time, decryption time, and key generation time of 
various combinations of AES and NTRU key sizes 
were then calculated-performance metrics for hybrid 
encryption systems. 
 
4.3 Assessment Criteria 
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The key metrics employed to evaluate the 
performance of the proposed system are: 

1. Efficiency: Add the encryption and 
decryption times of the hybrid system and 
compare them with the times of AES and 
NTRU individually to find the overhead 
introduced to the hybrid model. 

2. Security: Classical encryption systems 
such as RSA are vulnerable to quantum 
algorithms like Shor's algorithm, as the 
hybrid system is essentially a resistance 
against any quantum attacks. 

3. Scalability: We evaluated the system's 
capability to tolerate an increasing size of 
data (up to 5000 KB) within acceptable 
performance bounds. 

4. Key Management Overhead: You 
compared the time and resources needed to 
generate and manage the keys for AES and 
NTRU. 

4.4 Comparison with Existing Models 
 
Our hybrid encryption system is compared with 
existing encryption models like the AES, NTRU, 
and RSA-based public-key cryptography. We 
compared the following metrics: 

 AES has been used as a baseline for 
symmetric encryption. 

 The pros and cons of NTRU are fleshed out 
in terms of quantum resistance. 

 RSA is an example of a classical public-
key cryptosystem vulnerable to quantum 
attacks. 

4.5 Results 
 
The results of these experiments are provided below 
in tabular and graphical views. The 
encryption/decryption time, key generating time, 
and key size for various encryption models were 
measured in our work. 
 
4.5.1 Encryption Time 
 
The encryption time for three encryption systems 
(AES, NTRU and the hybrid AES-NTRU system), 
respectively, as shown in Table 3, where amounts of 

data (applied in KB) among 1 KB to 5000 KB. AES 
had the fastest encryption times, followed by 
Hybrid and then NTRU. While a hybrid system 
necessitates two layers of encryption (one using AES 
and another using an NTRU variant), it adds some 
overhead but is still preferable to using NTRU alone, 
as detailed by the experimental verification of hybrid 
systems, but also allows for faster overall encryption 
and decryption. For all systems, the encryption times 
increase with data size. However, our hybrid system 
still shows faster times than NTRU, although NTRU 
takes less time than AES. For 1 KB encryption, 
AES = 12ms, NTRU = 50ms, Hybrid = 60ms; for 
5000 KB, AES is 2000ms, NTRU is 12000ms, 
Hybrid is 14000ms; from this table, we can see the 
trade-off between quantum-resistant properties and 
encryption performance. 

 
Table 3: Encryption Times for Various Data Sizes (AES, 

NTRU, and Hybrid Encryption Systems) 
Data 
Size 
(KB) 

AES 
Encryption 
Time (ms) 

NTRU 
Encryption 
Time (ms) 

Hybrid 
Encryption 
Time (ms) 

1 12 50 60 

10 30 150 180 

50 70 300 350 

100 150 700 850 

500 400 1500 1900 

1000 800 3000 3800 

5000 2000 12000 14000 

 
4.5.2 Decryption Time 
 
The decryption times for AES and NTRU for 
different data sizes (1 KB to 5000 KB) are shown in 
Table 4. AES has faster decryption times than 
NTRU in all cases. For instance, for 1 KB of data, 
AES took 15ms compared to 60ms for NTRU. As 
the size of the data increases, both systems show the 
decryption times grow, although NTRU shows 
significantly slower decryption times compared to 
AES. Hybrid encryption system demonstrates 
intermediate performance: though slower than AES, 
however, faster than NTRU for all data sizes. 
Latency Findings The following table reflects the 
amount of time overhead it takes to decrypt data 
using quantum resistance (NTRU) and compares 
that to faster symmetric encryption (AES). 
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Table 4: Decryption Times for AES and NTRU 
Data 
Size 
(KB) 

AES 
Decryption 
Time (ms) 

NTRU 
Decryption 
Time (ms) 

Hybrid 
Decryption 
Time (ms) 

1 15 60 75 

10 35 170 205 

50 80 350 430 

100 160 750 910 

500 420 1600 2020 

1000 820 3200 4020 

5000 2100 13000 15100 

 
4.5.3 Key Generation Time 
 
The generation time for AES, NTRU, and the 
hybrid AES-NTRU system can be compared, as 
shown in Table 5. AES (Advanced Encryption 
Standard) creating its key always takes 10ms no 
matter how big the key is because AES has a fixed 
key size of 256bit. Contrast this with NTRU, where 
the key generation times increase with larger keys — 
and sharply to boot, e.g., from 1024 bits (1000ms) to 
4096 bits (4500ms). Trivially, the hybrid system 
takes, in addition, the NTRU key generation time 
overhead, which means that although the hybrid 
solves the quantum resistance, it adds computational 
complexity. 
 
Table 5: Comparison of Hybrid Encryption System with 

Standalone AES and NTRU 
Key 
Size 

(bits) 

AES Key 
Generation 
Time (ms) 

NTRU Key 
Generation Time 

(ms) 

256 10 1000 

1024 12 1200 

2048 14 2500 

4096 16 4500 

 
4.5.4 Key Size Comparison 
 
For reference, we can find in Table 6 the sizes of 
keys used in AES, NTRU, and RSA encryption 
systems. AES has a fixed 256-bit key size, which is 
fine from a classical encryption perspective. NTRU 
is 1024, 2048, and 4096 bits to provide quantum 
resistance, which scales computational overhead at 
the cost of key size. Conclusively, RSA employs 
large key sizes, generally 2048/4096 bits, and it's 
quantumly vulnerable, in contrast to NTRU. The 
table illustrating this point highlights that while AES 
only needs a small key size (in terms of bits), NTRU 
and RSA require much larger keys if strong security 
is desired, drastically affecting performance. 
 

Table 6: Comparison of Key Sizes for AES, NTRU, and 
RSA Encryption Algorithms 

Algorithm Key Size (bits) 

AES 256 

NTRU 1024, 2048, 4096 

RSA 2048, 4096 

 
4.6 Graphical Representation 
 
The graphs below show the comparison of results 
between these algorithms that contain AES, NTRU, 
RSA and the hybrid encryption key. 

 
Figure 3: Encryption Time vs Data Size for AES, NTRU, 

and Hybrid Encryption Systems 
 

Figure 3 compares the encryption times for AES, 
NTRU and the hybrid encryption system for data 
sizes ranging from 1 KB up to 5000 KB. The 
encryption time increases as the size of data 
increases, where AES is the fastest, the hybrid 
system comes second in speed, and NTRU shows the 
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maximum encryption time. This is the speed 
performance trade-off for the two types of 
encryptions. 

 
Figure 4: Decryption Time vs Data Size for AES, NTRU, 

and Hybrid Encryption Systems 
 

Data sizes are varied in Figure 4 and compare 
decryption times between AES, NTRU, and the 
hybrid encryption system. This graph shows that 
although AES has the lowest means decrypt times, 
the hybrid system adds some overhead but is still 
faster than NTRU for all data sizes. This highlights 
the overhead that occurs when adding quantum 
resistance from NTRU encryption. 

 
Figure 5: Key Generation Time vs Key Size for AES and 

NTRU 
 

Figure 5 shows the key pair generation times for 
AES and NTRU for varying key lengths. Key 
generation for AES has little overhead as the size of 
the key increases, while NTRU key generation time 
increases significantly with key size, particularly 
between 1024 bits and 4096 bits. This illustrates 
that as a cost to AES, the keys need to be generated 
more efficiently, while with NTRU, keys need to be 
larger and quantum-resistant, creating overhead. 

 
Figure 6: Key Size Comparison for AES, NTRU, and RSA 

Encryption Algorithms 
 

Comparison of the key sizes RSA vs. NTRU vs. 
AES encryption algorithms. AES employs a 256-bit 
fixed key; NTRU uses various key sizes (1024, 
2048, and 4096 bits) for quantum resistance. RSA 
key sizes are identical to NTRU large (2048 and 
4096 bits). The figure shows that, comparatively, 
AES needs much lower keys than NTRU and RSA 
for the same level of security. 
 
4.7 Discussion of Results 
 

 Efficiency: The hybrid encryption system 
has an overhead in terms of time taken for 
the encryption and decryption compared to 
the standalone AES. The hybrid system 
also encrypts much faster than NTRU does, 
thus making the hybrid system a practical 
solution to the problem of secure 
communications. 

 Quantum Resistance: The hybrid system 
contains NTRU, which provides the 
construction with quantum resistance and 
protects it against future quantum 
computing threats. On the other hand, RSA 
is susceptible to quantum algorithms, 
including Shor’s algorithm. 

 Key Management: The time required to 
generate NTRU keys is higher than AES, 
especially for larger key sizes. 
Nevertheless, the quantum-resistant 
security NTRU provides justifies this key 
management overhead. 
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Scalability: The hybrid system scales well with 
larger data sizes, maintaining efficiency and 
security. 

 
5. CONCLUSION 

The purpose of this paper was to provide a secure 
AES hybrid encryption system based on the NTRU 
structure to meet the quantum resistance encryption 
requirement. The results suggest that the hybrid 
system performed better in computation compared to 
using NTRU independently, although AES created 
an additional overhead. The encryption and 
decryption times of the hybrid scheme were 
significantly larger compared to those of AES and 
NTRU alone; however, due to its capacity to offer 
considerable quantum security, the system is a viable 
option for securing information in the quantum 
computing age. Although the cascaded AES-NTRU 
system offers significant quantum resistance and 
enhanced encryption speeds compared to NTRU 
alone, it incurs computational overhead, particularly 
in key generation and decryption times. 
The first drawback of the suggested combination is 
the computational cost of the NTRU tier, which 
becomes significant when the data to be encrypted is 
considerable, and the key length is long. NTRU was 
found to have substantial key generation times, with 
key sizes of 1024 and 4096 taking approximately 
1000 and 5600 ms, respectively, which made it a 
time bottleneck for time-critical applications. 
Despite its impressive quantum resistance, the 
hybrid system has slower encryption times 
compared to AES; thus, it is not as efficient as AES 
when used with large amounts of data in a real-time 
scenario. 

As a next step, future research will focus on 
optimizing or improving the performance of the 
NTRU algorithm in terms of its computing cost 
overheads and efficiency. Acceleration methods, 
such as using GPUs or FPGAs, will be considered to 
accelerate encryption and decryption. The system 
will also be compared to other post-quantum 
encryption algorithms, and efforts will be made to 
scale the system for larger datasets. Additionally, 
implementations of actual systems, such as 
encrypted communication and cloud-based storage, 
will be examined to assess the real-world application 
value and effectiveness of a hybrid AES-NTRU 
system in realistic settings. 
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