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ABSTRACT

This research tackles the important problem of offensive data detection and classification using deep learning
methods within the context of social networks. The end goal of this research is to create an artificial
intelligence (AI) system that can identify inappropriate data in many forms of media, such as text, audio, and
images. The system can detect potentially harmful items by using technologies such as Optical Character
Recognition (OCR), Google Text to Speech (GTTS), and Natural Language Processing (NLP). Problems
plaguing this area of study at the moment include small datasets and biased model results. Using conventional
metrics like Accuracy, Precision, Recall, and F1-measure, the research conducts an exhaustive review to
determine the effectiveness of various techniques. According to the results, deep learning models, and the
Recurrent Neural Network (RNN) architecture, in particular, are very effective. By facilitating the early
detection and prevention of cyberbullying, our study contributes substantial new information towards the
goal of creating safer and more inclusive societies. Skillfully extracting data from social media platforms.
Our models outperform prior research in identifying and classifying foul language thanks to our use of
sophisticated preprocessing techniques and meticulous hyperparameter adjustment.

Keywords: Offensive data, Artificial Intelligence, Deep Learning, Optical Character Recognition, Google

Text to Speech, Natural Language Processing, Recurrent Neural Network

1. INTRODUCTION

The rise of instantaneous information sharing and
involvement across worldwide groups on social
media sites like Instagram [1], Facebook [2], and
Twitter [3] has posed significant challenges to
traditional modes of online communication.
Governments and social media firms are
collaborating to create powerful automated systems
that can detect and delete offensive material and hate
speech, making online places safer for everyone. The
ability of computers to understand and respond to
spoken and written language is a result of natural
language processing. Because abusive language is
context and subtlety-driven, the system can monitor
syntactically destructive statements and deduce their
meaning using natural language processing. This
method has the potential to enhance detection
accuracy by differentiating between offensive and
non-offensive [4] circumstances based on word-level
use of the same terms. By automatically translating
spoken words into text, Speech Recognition [5]
simplifies the process of analyzing spoken language

for potentially offensive information. Toxic
language may be present in both written and spoken
forms; thus, we need to employ SR. Using optical
character recognition, we may filter out photos with
inappropriate material, such as the aforementioned
memes or postings that mix visual and textual
elements. Following optical character recognition
(OCR) text identification in images, the system
searches for instances of profanity [6]. This is crucial
because there are instances when graphic elements
are used to conceal harsh language. Visual
identification of characters [7]. Various methods for
detecting cyberbullying, cyber aggression, targeted
posts, and other forms of offensive content on social
media are investigated in this research. Our
suggested strategy for identifying and classifying
offensive social media messages makes use of
recurrent neural networks together with other
machine learning techniques. Our objective is to
correctly detect and classify insulting text on tweets
utilizing three separate subtasks using the
Objectionable Language Dataset (OLD). This work
stands out because it uses deep learning approaches

6571



Journal of Theoretical and Applied Information Technology ~
15" September 2025, Vol.103. No.17 ]

© Little Lion Scientific

" A mmmm—
S/

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

to tackle many subtasks at once, including offense
target identification, offensive language detection,
and automated offensiveness classification. An all-
encompassing method for detecting and eliminating
offensive language is the goal.

1.1. Problem Statement

The monitoring and filtering of harmful,
unsuitable, or insulting information has become
more difficult due to the proliferation of user-
generated content on digital platforms. Manual
moderation is labor-intensive, inaccurate, and
inefficient when used on a broad scale. If we want to
stop harassment, hate speech, and explicit material
in its tracks, we need an Al-driven content
moderation  system.  Accuracy, contextual
awareness, and the capacity to adjust to changing
speech patterns are essential features of such a
system. Processing many data types (text, photos,
and video), comprehending contextual subtleties,
and avoiding false positives are the primary
obstacles to preserving a polite and secure
environment online.

1.2. Motivation and Finding
* The exponential expansion of user-generated
material on social media and digital platforms
has raised the possibility of disseminating
hate speech, harsh language, and harmful
data.

e Human moderation is time-consuming,
costly, and psychologically detrimental to
moderators, rendering it unsuitable for large-
scale platforms.

* The rapid spreads of dangerous information
need real-time moderation to reduce impact
and prevent escalation, which Al can
effectively support.

* Al models can manage massive volumes of
data without fatigue, providing scalable
solutions for moderating millions of posts
each day.

* Authorities and platforms are under pressure
to comply with digital safety legislation; thus,
automated methods are important for
compliance.

1.3. Contributions
e Combining Recurrent Neural Networks
(RNN) with Natural Language Processing
(NLP) methods allowed for a more accurate
identification of the textual content. Slang,
variations in foul language, and contextual
meaning might all be captured in this way.

* By using optical character recognition (OCR)
on photographs and memes, we were able to
extract and evaluate hidden text, which
helped us uncover harmful material that
standard text-only filters miss.

* A single system was developed to assess
visual and textual content, with the goals of
improving moderation accuracy across
various formats and ensuring real-time
identification with fewer false positives.

2. RELATED WORKS

To explicitly identify the gaps in existing research
and justify how our proposed work addresses them.
While many existing studies focus solely on text-
based offensive content detection, there is a notable
lack of multimodal approaches that integrate text,
voice, and images despite the increasingly diverse
forms of online communication. Furthermore,
traditional models often rely on lexical or rule-based
techniques that struggle to interpret context,
sarcasm, and implicit abuse, leading to inaccurate or
biased moderation. Most prior research also lacks
real-time scalability, making it impractical for
deployment on high-traffic platforms. In addition,
the ethical and privacy dimensions of Al moderation
systems are frequently overlooked, raising concerns
about fairness and accountability. Our work fills
these gaps by proposing a comprehensive Al-based
content moderation system that integrates
Word2Vec for semantic understanding, RNNs for
sequential context modeling, and GTTS for audio
processing, offering an accurate, scalable, and
ethically aware solution. This research not only
enhances detection performance across modalities
but also aligns with privacy-by-design principles,
providing a meaningful advancement over existing
literature.

The justification for our study by formulates a
clear problem statement and corresponding research
questions, grounded in current literature gaps.
Despite significant advancements in Al-driven
moderation, existing systems largely focus on single-
modality inputs, predominantly text, and rely on
surface-level features or keyword matching, which
limits their ability to detect nuanced, multimodal,
and  context-dependent  offensive  content.
Additionally, most systems are not optimized for
real-time execution, lack scalability, and fail to
incorporate essential ethical and privacy-preserving
mechanisms. These limitations create a critical gap
between research and the practical demands of
content moderation in modern digital platforms.
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Problem Statement: Current Al-based content
moderation systems are inadequate for accurately
detecting offensive content across diverse modalities
(text, image, and voice) in real-time, while ensuring
contextual understanding, scalability, and ethical
compliance.

To address this gap, the study is guided by the
following research questions:

How can an Al-based system be designed to
effectively detect offensive content across text,
audio, and image modalities within a unified
framework?

What combination of deep learning techniques
can best capture contextual meaning and implicit
abuse in multimodal content?

Can the proposed system maintain high
performance (in terms of accuracy, recall, and F1-
score) under real-time and high-volume processing
conditions?

How can privacy-by-design and ethical principles
be integrated into automated moderation to reduce
bias and enhance transparency?

These questions serve to bridge the gap between
existing limitations and the urgent need for a robust,
context-aware, and ethically aligned moderation
system, thereby establishing the relevance and
significance of this study.

Focusing on the data scarcity brought on by the
HASOC 2019 mandate [8], we address the
difficulties of social media hate speech detection [9].

The difficulty of spotting obscenity in social
media comments written in Dravidian languages,
particularly in those written in Tamil, Kannada, and
Malayalam. The authors of the supplied datasets
employ the CNN block with the multilingual BERT
model and the TF IDF algorithm to carry out
classification duties. They address the issue of harsh
language on social media and highlight worries
about code-mixing and unusual data symbols. The
paper [10] describes its shortcomings and provides
answers to handle data imbalance, maximize
classifiers for different language datasets, and
prevent overfitting.

Including emoji data in capsule networks is one
novel way to find fake social media postings. Tests
for offensive language identification showed that the
SemEval-2019 Task 6 baseline and earlier models
bested. Research [10] reveals state-of-the-art
outcomes using capsule networks, which are seldom
used in natural language processing, and stresses the

need to understand emojis for improved accuracy.
Using Bi-LSTM and part-of-speech (POS) tags to
methodically detect cyberbullying, this approach
advances Word2vec and FastText models. In terms
of accuracy, precision, recall, and F1 score, the
model outperforms state-of-the-art methods. By
examining text characteristics like word order and
lexical meaning, it beats conventional classifiers.
This is accomplished even with challenges like an
unequal dataset. Given the recent COVID-19
lockdowns, the study underlines the urgent necessity
of efficient cyber harassment detection tools [11].

DL models have shown impressive accuracy in
sentiment analysis and contextual comprehension,
especially those built on more recent innovations
such as transformer architectures [12]. These models
excel at capturing the subtle context that
distinguishes offensive speech from polite speech
[13]. Both ML and DL have constraints when it
comes to hate speech. Striking a balance between
accuracy and false positives, which happen when
harmless information is mistakenly labeled hate
speech, is a significant problem. High false-positive
rates may result in needless restrictions and a drop in
user trust and participation on social media sites [14].

3. METHODOLOGY

A significant contribution of this study lies in the
integration of multimodal inputs, text, voice, and
image within a single offensive content detection
framework. Unlike existing works, which typically
focus on one modality (mostly text), this research
introduces a holistic approach that mirrors the real-
world content flow on social media platforms. This
addresses a crucial gap and elevates the robustness
of content moderation systems. The system employs
a hybrid architecture using Word2Vec for semantic
embedding, Recurrent Neural Networks (RNNs) for
sequence modeling, and GTTS (Google Text-to-
Speech) for converting offensive text into audio for
validation. This pipeline showcases a novel
combination of Al techniques, optimized for higher
detection precision and real-time application,
offering a unique approach not well-documented in
previous literature. By designing the system to
operate in real time with performance metrics that
sustain under scalable conditions, this research
advances the practical viability of offensive content
moderation. It fills the need for solutions that can be
deployed in high-volume social networks, which has
been a challenge for many traditional, batch-
processing models.
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Another key contribution is the conscious
incorporation of privacy-by-design and ethical
moderation  considerations, recognizing the
significance of transparent, explainable, and bias-
aware systems. This work provides a stepping stone
toward accountable Al moderation, an area critically
under-addressed in previous studies. Overall, the
new knowledge introduced by this research lies in its
cross-domain integration, practical deployment
focus, and ethical alignment. It extends beyond
accuracy metrics by evaluating real-world
applicability and societal implications, thereby
making a meaningful and timely contribution to the
fields of Al ethics, online safety, and digital
governance.

The nature and depth of knowledge contribution
this study offers. Unlike prior works that primarily
present incremental enhancements to existing text-
based moderation techniques, our research
introduces a novel, multimodal Al framework that
integrates offensive content detection across text,
image, and voice data streams, offering a profound
shift from single-modality moderation systems. This
cross-modal integration represents new knowledge,
addressing the complex realities of online
communication where offensive behavior is
increasingly embedded in memes, voice notes, and
mixed-media content. Additionally, the application
of a context-aware architecture leveraging
Word2Vec for semantic representation, RNNs for
sequence modeling, and GTTS for audio
transformation establishes best practices for
offensive content analysis across diverse input

formats. The work also pioneers the incorporation of
privacy-by-design and ethical moderation protocols,
which are often overlooked in technical
implementations but are crucial for responsible
deployment. These dimensions go beyond technical
performance, contributing to the broader discourse
on accountable Al and digital safety governance.
Thus, rather than offering marginal improvements,
this study introduces conceptual and practical
innovations that define new directions and best
practices in the field of Al-driven content
moderation.

An artificial intelligence (Al)-driven system that
can identify profanity in various digital formats (text,
speech, and images) is the suggested paradigm.
Searching for and identifying potentially hazardous
content across various media is made possible by this
method's combination of text analysis with SR and
OCR, which allow for voice input and image text
extraction, respectively. The accuracy of profanity
detection is enhanced using RNN, a model that has a
strong understanding of textual context and
semantics. In addition, the system is applicable
anywhere thanks to Google Recognition, which
allows for automated language identification and
translation. With this multimodal approach, we may
not only meet the increasing need for safer online
places but also promote inclusion, justice, and
moderation by collecting undesired data in several
formats and transforming it according to moral
values. Figure 1 shows the architectural schematic of
our suggested method.
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Figure 1: Proposed System Architecture

6574



Journal of Theoretical and Applied Information Technology ~
15" September 2025, Vol.103. No.17 ]

© Little Lion Scientific

" A mmmm—
S/

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

3.1. Dataset

An Al system to identify objectionable
material in text, images, or audio, Kaggle has a lot of
datasets. Models may learn to distinguish between
neutral, offensive, and hate speech with the use of
labeled social media posts and tweets provided by
the Offensive Language Identification Dataset and
the Hate Speech and Offensive Language Dataset.
To help in the detection of nuanced and context-
based objectionable material, two image datasets,
the Multimodal Hate Speech Dataset and the
Facebook Hateful Meme Dataset, combine visual
features with superimposed or embedded text. This
allows for image-text fusion analysis. The Audio-
Based Violence Detection Dataset is a collection of
audio recordings that have been labeled with terms
linked to violence. This dataset may be used for
training purposes to identify aggressive or
destructive speech. Researchers may use these
varied datasets to create powerful multimodal Al
systems that can filter objectionable content across
all platforms. They are vital tools for developing
automatic content moderation because of their
annotations and real-world applicability.

3.2 Data Preprocessing

Data preparation is a crucial first step in
building a trustworthy Al-powered content filtering
system. Preprocessing text data involves removing
"stop words," or frequently used keywords that don't
provide any context to the study. We remove
punctuation and special characters to make the text
simpler to read and less obtrusive. Better natural
language processing is made possible by this. One
technique for denoising image data is the median
filter, which effectively removes salt-and-pepper
noise by replacing each pixel with the median value
of neighboring pixels while maintaining edges.
Spectral subtraction and Wiener filtering are two
techniques for eliminating speech noise that are used
to enhance the audibility of spoken words in audio
recordings. These pretreatment techniques ensure
that the incoming data is clean and standardized for
more reliable and efficient detection of offending
information in text, image, and audio forms.

3.3. Data Segmentation

Data segmentation, which extracts useful
information from multimedia files including images,
audio, and text, is an important preprocessing step
that boosts model performance. To divide text
efficiently for analysis, new methods in text
processing leverage advanced natural language
processing models, such as SpaCy models, to
separate sentences and tokens. As a process,

segmentation divides up continuous recordings into
smaller frames or speech segments using vocal
activity detection (VAD). Words may be more
clearly distinguished, and ambient noise can be
reduced. In image processing, methods like region-
based Mask R-CNN segmentation and semantic
segmentation are used to identify and extract
pertinent portions, such as text inside memes or
expressions on faces. Every domain-specific
segmentation step is critical for enhancing detection
accuracy, reducing computing load, and focusing the
model on the most useful parts of the input. The
efficient management of multimodal offensive data
is ensured by these modern approaches.

34. Feature Extraction

Feature extraction 1is essential for
enhancing model performance by reducing
dimensionality and highlighting important patterns.
Principal Component Analysis (PCA) is widely used
across text, audio, and image data to compress
features while retaining variance. In the text, PCA is
applied after converting the data into word
embeddings to reduce the feature space. For audio, it
helps in compressing spectral features like VAD.
The Gray Level Run Length Matrix (GLRLM) is
used in image processing to extract texture features,
capturing patterns like streaks or edges. Combined,
these methods are improving classification by
focusing on meaningful features while minimizing
noise and redundancy.

3.5. Data Modeling

The data used to train objectionable content
recognition models is often stored in a structured
model file after preprocessing and feature extraction.
This data might be in text, voice, or image format.
Tokenizing and translating text data into
embeddings (e.g., Word2Vec) allows for the
collection of frequency-based information, while
audio data is transformed into spectrograms. Images
are recorded as feature maps or pixel arrays after
denoising and scaling. The model can access and
learn from multimodal training inputs effectively
since these processed inputs are recorded in formats
like .pkl and.hS5, depending on the framework
(TensorFlow, PyTorch, etc.).

3.6. Data Recognition

The term data recognition describes the
process of discovering patterns and crucial
information in different formats. When it comes to
finding offensive words in text, NLP models rely on
token classification. Audio recognition uses acoustic
and speech-to-text algorithms to detect potentially
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harmful data. Image identification uses recurrent
neural networks (RNNs) and optical character
recognition (OCR) to identify inappropriate photos
and automatically handle embedded text.

3.7. Data Classification

To identify objectionable material, data
classification using Recurrent Neural Networks
(RNN) is essential, especially for sequential data like
text and audio. RNNs are perfect for identifying
abusive or unsuitable language in voice or phrases
because they are good at collecting contextual
dependencies. Before being sent through the RNN
layers to learn sequential patterns, the input is first
tokenized and embedded using methods such as
Word2Vec in text-based classification. The output
layer classifies information as offensive or non-
offensive using a sigmoid or softmax function.
Speech-to-text models, such as VADs, are used to
transform audio into text, which is then input into
RNNs for pattern identification. The RNN is also
good at identifying tone and recurring abuse
behaviors because of its capacity to process time-
series data. Table 1 illustrates that RNNs are a good
option for content classification in Al-based
moderation systems because of their excellent
accuracy and contextual awareness.

Table 1: Pseudocode for RNN.

Pseudocode for RNN

Step 1: Data Preprocessing

- Clean and tokenize text/audio.

- Remove stop words, special characters.

- Convert text/audio to sequences (e.g., word
embeddings or MFCCs).
Step 2: RNN Model Definition

- Initialize RNN/LSTM/GRU layers.

- Add a Dense layer with sigmoid/softmax for
classification.
Step 3: Model Training

- Feed input sequences into the RNN model.

- Use labeled data (offensive/non-offensive) to
compute loss and backpropagate.
Step 4: Prediction

- Input new data into the trained model.

- Output probability scores for each class label.
Step 5: Classification Result

- Assign final label (offensive or non-offensive)
based on output threshold.

- Display or store predicted vs actual labels for
evaluation.

3.8. Result Prediction

In the proposed Al-based content
moderation system, result prediction is performed
after the data is processed through the trained RNN
model. For each input, whether text, audio, or image-

derived text, the model analyzes the features and
predicts whether the content is offensive or non-
offensive. The final classification is based on a
probability score generated by the output layer using
a sigmoid (binary classification) or softmax (multi-
class) activation function. If the predicted score
exceeds a set threshold (e.g., 0.5), the content is
labeled as offensive. This prediction enables real-
time moderation, flagging, or filtering of harmful
content across platforms efficiently.

3.9. Performance Metrics

Several widely known measures, including
accuracy, precision, recall, and F1 score, were
utilized to evaluate the performance of our machine
learning models throughout the model evaluation
phase. Accuracy measures how well the model
predicts outcomes across all classes.

TP +TN

A = 1
Couracy =Tp Y TN + FP + FN M

Precision is the measure of how well a
model predicts future outcomes.

Precision — — ¢ @
recision = o——0
The model's ability to identify relevant data
items is gauged by its recall.

TP
= 3
Recall TP+ FN ®

Finally, recall and accuracy are
harmoniously averaged to get the F1 score.

Fl—s _ 2 = Precision * Reall @
core = Precision + Reall

True positives are denoted by TP, true
negatives by TN, false positives by FP, and false
negatives by FN in the equations Accuracy,
Precision, Recall, and F1-Score.

4. RESULTS AND DISCUSSIONS

Evaluation methods are essential for gauging how
successfully algorithms identify instances from the
offense classification dataset. The classification
shows whether the input was deemed offensive or
not. In addition, the database records the
classification outcome for the current analysis.

A confusion matrix is a necessary tool for
observing the results of wvarious classification

6576



Journal of Theoretical and Applied Information Technology
15 September 2025. Vol.103. No.17

S

RN

© Little Lion Scientific

" A mmmm—
S/Mnnn

ISSN: 1992-8645

www.jatit.org

E-ISSN: 1817-3195

methods. With their help, the actual distribution of
classification results across classes looks.
Researchers may learn everything there is to know
about the model's ability to differentiate offense from
non-offense scenarios by using confusion matrices to
uncover true positives, true negatives, false
positives, and false negatives. These assessments are
crucial for enhancing and optimizing algorithms that
identify offense since they raise the bar for how well
these systems handle this serious problem.

Figure 2 illustrates the confusion matrix, which
reveals that the five forms of violence were
accurately classified with virtually perfect diagonal
predictions. All forms of violence, sexual, physical,
emotional, culturally detrimental, and economic,
were accurately named. Despite a few small
misclassifications in "harmful traditional practice"
and "economic violence," the overall effect is
insignificant, suggesting that the categorization
model is very successful.

CONFUSION MATRIX FOR VIOLENCE
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Figure 2: Confusion Matrix for Violence
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Figure 3: Confusion Matrix for Hate

The model performs well in categorizing hate
speech, offensive speech, and neutral material, as
shown by the confusion matrix in Figure 3. It gets
91% of offensive speech rights, 98% of neutral
speech rights, and 99% of hate speech rights. While
there is some misunderstanding in closely related
classes, the dependability is excellent, and there are
few misclassifications (mostly between offensive
and neutral categories).

Figure 4 illustrates the relationship between
training and test accuracy and the regularization
parameter. While training accuracy stays elevated,
test accuracy peaks and diminishes, signifying
overfitting. Optimal performance is achieved at
lower numbers when the model generalizes well
without excessive complexity.

0o{ /[ —

B

o7

ACcuracy

0,6

m— TraEmng ACcuracy
— TFest ACcCuracy

5 10

15 20 25 30

Regularization Parameter

Figure 4: Train and Test Accuracy Result

text label predicted_label
a rt rihannahasaid aight game dyke ruin normal hate
1 lexancilleri faggot normal normal
2 somebodi couldv like aye man drop money noocoo... normal normal
3 brrrrangadang nigga know damn well coon normal normal
4 absolut absurd even think call joke zebra hate hate
555 rt pick presid uncl tom associ would pick lar... hate hate
556 truckpartstor intend get pic didnt time must m. .. hate hate
557 rt foodbibi oreo cheesecak bar hate hate
558 noturbro 1mao nigga shoulda said would balles... normal normal
559 jon hate bird hate hate

Figure 5: Predicted Result

Figure 5 illustrates the outcome that determines
whether the material is normal or objectionable by
comparing the expected and actual labels. The
majority of inputs are correctly classified by the
model, which labels safe information as normal and
harmful stuff as offensive. Although there may be
some minor misclassifications, the method generally

effectively filters objectionable terms for appropriate
content control.

5. CONCLUSION

The system successfully integrated text, audio,
and image-based offensive content detection,
meeting the goal of developing a multimodal
moderation system. While text classification using
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Word2Vec and RNNs performed with high
accuracy, audio and image inputs showed relatively
lower performance due to noise and ambiguity in
user expressions, indicating a need for more robust
feature extraction methods in non-text domains.
High scores on traditional metrics (accuracy, recall,
Fl-score) suggest strong model performance in
controlled  environments.  However, = model
generalization remains a challenge when tested on
real-world, unstructured, and adversarial content,
where slang, sarcasm, and context complicate
detection. This gap highlights the need for continual
model adaptation and larger, diverse datasets.

The system demonstrated the ability to moderate
content in near real-time, aligning with the objective
of a scalable Al tool. However, latency in image and
speech processing under high traffic conditions
revealed scalability limits, suggesting optimization
of backend pipelines is necessary for large-scale
deployment. While privacy-by-design principles
were considered in model development, real-world
deployment raises ethical concerns such as over-
moderation, bias, and transparency in decision-
making. Future work must focus on bias mitigation
and explainable Al to ensure fairness, especially in
sensitive moderation tasks. The project contributes a
comprehensive framework for offensive content
detection using modern Al techniques. Yet, it also
reveals limitations, such as difficulty detecting
context-dependent hate speech and the need for
multilingual training data to support global
applicability. The research sets a foundation, but
further refinement is necessary for dependable, real-
world adoption.
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