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ABSTRACT

This scholarly investigation seeks to devise the architectural framework of a digital asset management system
utilizing Artificial Intelligence-based Trust, Risk, and Security Management (Al TRiSM). The architecture
is evaluated through the insight of nine specialists in the domain of information technology, employing five
principal inquiries as follows: 1) Data about the characteristics and components of digital asset management
2) Devices & Connections 3) Methodology 4) Technology with Al TRiSM 5) Reports arising from
architecture and supporting the university's governance principles. The findings from this evaluative process
will be instrumental in advancing a digital asset management platform. The evaluation outcomes are
commendable, exhibiting a mean score of 4.53 and a standard deviation (S.D.) of 0.49. In the context of this
research, the investigator has meticulously synthesized the technologies employed to ensure that this system
is dependable, mitigates risks, and guarantees operational safety. The findings presented in this report
facilitate informed decision-making regarding digital asset management, emphasizing the fostering of robust
governance within higher education institutions. This approach enhances the efficiency of managing digital
resources and aligns with best practices in data security and compliance, ultimately contributing to a more
sustainable and accountable educational environment.
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1. INTRODUCTION seamlessly connected with existing enterprise

systems, and includes services such as creation,

Digital assets refer to the digital information and
content that an organization or institution obtains via
its production, operational, and management
operations, which are considered valuable to that
body. Conversely, digital asset management pertains
to the systematic organization, preservation, and
retrieval of digital assets to facilitate their adequate
accessibility and utilization [1], [2]. Employing
information and communication technologies
supports  developments meant to improve
information management practices [3]. This
innovative methodology helps asset managers to
successfully manage and enhance asset operations. It
underlines the need to combine data from reported
asset-related issues to increase decision-making and
operational efficiency. Stringent standards and data
governance rules are established, allowing
enterprises to improve their data's accuracy,
consistency, and completeness [4]. It enables the
organized storage, production, distribution, and
management of digital assets in a regulated manner,

rights management, data accessibility, and security.
It enhances the organization and retrieval of digital
information while reducing operational costs [5]. As
a business grows, this system becomes essential for
improving operational efficiency and enhancing
performance across multiple divisions, promoting
development throughout the institution. It
guarantees the company can deploy assets
sustainably [6], [7]. The rapid advancement of
information technology has profoundly influenced
digital security, compelling organizations to explore
innovative strategies to mitigate more complex risks.
The proliferation of digitized academic knowledge
has underscored the necessity of safeguarding these
digital assets, which are essential to contemporary
educational ~ pursuits.  Integrating  artificial
intelligence (Al) is a crucial strategy for mitigating
escalating security concerns. Artificial Intelligence
provides an extensive array of sophisticated
functionalities [8]. Al's inherent potential is
demonstrated by the new opportunities it creates for
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interactive communication in digital situations.
However, developing critical thinking, technology
literacy, and a responsible and informed attitude
toward users' interactions with Al products calls for
a sophisticated and fair teaching strategy [9]. As Al's
capabilities permeate various domains of activity, it
concurrently introduces potential hazards that raise
concerns among users and those impacted by its
deployment. Proficient risk management is
indispensable for organizations intending to
implement Al in applications characterized by high
risk [10]. As a result, Al-driven models and
frameworks have been developed to optimize digital
asset management processes, providing more
sophisticated methodologies for overseeing trust,
risk, and security. Al TRiSM has been introduced
within this framework to alleviate concerns about

deploying Al technologies. This progressive
methodology underscores the significance of
transparency, accountability, and ethical

considerations in the development of Al, ensuring
that stakeholders can adeptly navigate the
complexities entailed in adopting artificial
intelligence. These principles foster trust among
users and encourage a collaborative environment
where innovation can thrive while maintaining
ethical standards and compliance with regulatory
requirements.

Al TRiSM, or AI Trust, Risk, and Security
Management, is a framework that addresses the
issues of trustworthiness, risk management, and
security of Al systems. This concept is of great
importance for integration into various sectors. Al
TRiSM emphasizes building trust in predictions and
decision-making [11]. AI TRiSM impacts decision-
making and knowledge management in education,
such as personalized learning and automation [12].
The applications of Al TRiSM include three main
areas: 1) Digital Asset Management: Al TRiSM
enhances organizational efficiency by Al-powered
management systems, helps track digital asset usage,
and ensures security [13] 2) Education Industry: Al
TRiSM helps decision-making and knowledge
management, improves student engagement, and
reduces teacher workload through Al-powered tools
[12] 3) Industries: AI TRiSM has been applied in the
financial, healthcare, and metaverse industries,
contributing to innovation and trust in Al systems
[14]. This research paper aims to design a digital
asset management architecture using AI TRiSM and
evaluate it to ensure that it is reliable, risk-reducing,
and secure, leading to continued organizational
sustainability. The proposed framework aims to
integrate advanced AI methodologies with
traditional asset management practices, ensuring a

e
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comprehensive approach that addresses current
challenges and future demands in digital
governance.

2. OBJECTIVES OF RESEARCH

This descriptive research study reviews the relevant
literature and analyzes and synthesizes the process
with a focus on the architecture of the digital asset
management system with Al TRiSM. The study
consists of the following steps:

- Review trends, research and literature related to
the systems architecture of digital asset management
with AI TRiSM.

- Analyze and synthesize related research.

- Design the architecture system of digital asset
management with Al TRiSM.

- Evaluate the system architecture of digital asset
management with AT TRiSM.

3. RESEARCH HYPOTHESIS

The evaluation of the system architecture of
digital asset management with Al TRiSM was
excellent.

4. SCOPE OF THE RESEARCH

4.1 Digital Asset Management

Digital asset management relates to
organizational systems and processes that study deal
with the entire lifecycle of digital assets, from
creation, processing, storage, and retrieval through
to providing tailored solutions for each step. The
benefits of digital asset management in an
organization are timesaving, collaboration, and
corporate image enhancement. Digital asset
management is defined as the safe and scalable
storage of digital assets, including storage capacity,
backup and recovery, and access control
mechanisms to ensure data integrity [6]. Digital asset
management is divided into three parts: asset
acquisition, management, and disposal [15]. To
cover the entire organization clearly, it can be
divided into six components: (1) Planning, (2)
Procurement, (3) Usage, (4) Controlling, (5)
Maintenance, and (6) Disposal [13], [16], [17]. The
acquisition of assets necessitates a comprehensive
understanding of the current asset landscape, its
organizational structure and attributes, and a
meticulous evaluation of the assets to ascertain their
usage duration and maintenance requirements [18].
Implementing digital asset management systems is
instrumental in diminishing the overall expenditures
associated with asset operations and investments,
mitigating potential failure risks, and enhancing
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asset availability [16]. This strategy offers several
benefits for the organization, including (1) enhanced
interdepartmental collaboration through access to
and real-time review of shared information, fostering
teamwork and improving communication; (2) data
centralization, which effectively reduces redundant
information; (3) decreased risk of unauthorized asset
usage; (4) the ability to make informed decisions
regarding asset utilization, incremental asset
development, and performance evaluation; (5)
scalability and flexibility that correspond with the
organization's growth; (6) the establishment of data
backup, recovery, and access control measures that
protect confidentiality, availability, and other
security vulnerabilities, thereby ensuring long-term
organizational confidence [4]. An antiquated system
which does not incorporate digital asset management
presents considerable challenges in terms of
oversight; therefore, it is recommended that digital
technologies that integrate web-based and mobile
applications be implemented to streamline the
operational ~ process [19].  Comprehensive
monitoring and tracking of an organization's
assets—including their quantities, operational
conditions, maintenance statuses, and depreciation
rates—facilitates effective asset management [20].
The management framework encompasses strategic
planning, the acquisition and upkeep of
organizational assets, and their eventual disposal
[21]. The created technique utilizes Application
Programming Interfaces (API) to integrate the
fundamental components of data, processes, and
algorithms. The application programming interface
(API) enhances dynamic data management by
enabling the integration and interoperability of
diverse data sources and knowledge domains,
thereby supporting data-driven methodologies that
are advantageous for asset management in
constructed environments. Consequently, this
encourages the creation of both adaptive and
scalable solutions, which in turn enhances
innovation in crucial asset management services
[22]. An agile digital asset management system
considerably improves operational efficiency by
enabling quick access to data that has been saved.
This, in turn, results in significant time and cost
savings [6].

4.2 AI TRiSM

The primary variable is an e-portfolio format for
digital universities using smart contracts on
intelligence blockchain technology.

Al TRiSM (Trust, Risk, and Security
Management)  constitutes a  comprehensive
framework developed to guarantee the robustness,
fairness, reliability, effectiveness, privacy, and
protection of data about Al models. The primary
objective of Al TRiSM is to cultivate trust in
artificial intelligence systems through enhancing
transparency, accountability, and equity [14].
Numerous scholarly investigations forecast that Al
TRiSM will emerge as a prevalent technological
paradigm in the forthcoming years, augmenting Al
models efficiency and fostering user acceptance. It is
posited that this framework will exert a considerable
influence on the educational sector by facilitating
administrators in acquiring knowledge and making
informed decisions while simultaneously enhancing
student engagement and academic outcomes [12].
The advantages conferred by this framework include
the provision of a digital asset management platform
that meticulously monitors usage, engenders trust in
the outputs, mitigates risks associated with digital
asset management by establishing a more secure and
transparent system, and contributes to the promotion
of heightened safety within the workplace [13]. As
previously indicated, Al TRiSM encompasses 1)
Trust Management, 2) Risk, and 3) Security,
rendering it imperative to comprehend these
foundational concepts.

The keywords used included ( TITLE-ABS-KEY
( "artificial intelligence" ) OR TITLE-ABS-KEY (
"ai" ) OR TITLE-ABS-KEY ( "AI TRiSM" ) AND
TITLE-ABS-KEY ( "trust" ) AND TITLE-ABS-
KEY ( "risk" ) AND TITLE-ABS-KEY ( "security"
) ) AND ( LIMIT-TO ( PUBYEAR , 2020 ) OR
LIMIT-TO ( PUBYEAR , 2021 ) OR LIMIT-TO (
PUBYEAR , 2022 ) OR LIMIT-TO ( PUBYEAR ,
2023 ) OR LIMIT-TO ( PUBYEAR , 2024 ) ) AND
( LIMIT-TO ( PUBSTAGE , "final" ) OR LIMIT-
TO ( PUBSTAGE , "aip" ) ) AND ( LIMIT-TO (
DOCTYPE , "cp" ) OR LIMIT-TO ( DOCTYPE ,

"arﬂ ) )
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Figure 1. The bibliometrics from AI TRiSM queries in Scopus database

The studies included in review for Meta-Analysis
were 210 research papers shown in Figure 2.

[ Identification of studies via databases and registers

)

trust, risk, security (n = 12,367)

§ . Records removed before screening:
§ Reog;d;;gz:tsmsegovggs_ Screened not information that was
= = —>] related to artificial intelligence and
Z (n=44,768)

]

[

l

Records screened
(n=26,111)

}

Reports sought for retrieval Reports not retrieved
(n = 19,505) (n=18,828)

Records excluded "article in press”
—{ (n=800)and limit to document type is
article and conference paper (n = 5,806)

Screening

Report Limit to:
Year Range 2020-2024 (n = 212) and
language English (n = 86), excluded
N source type unrelated to journal and
conference proceeding (n = 169)

Reports assessed for eligibility
(n=677)

Studies included in review for
meta-analysis of Al TRiSM
(n=210)

[ Included ] [

Figure 2. The Systematic reviews and Meta-Analyses
(RRISMA) of A TRiSM

After querying results with Communities of
Practice keywords published in Scopus, the 44,768
research papers were analyzed using a bibliometric
analysis. The results are shown in Figure 2.
Therefore, 44,768 research papers from the Scopus
database were used to systematically review the

literature and meta-analysis. According to the
research selection criteria,

Step 1 : filter out irrelevant information and
screened information that was related to "artificial
intelligence" and "trust", “risk”, “security” research,
there were 26,111 research papers remained,

Step 2: excluded "article in press" research, there
are 800 research papers and limit to document type
is "article" and "conference paper" research, there
are 5,806 research papers, there were 19,505
research papers remained,

Step 3: reports assessed for eligibility there are
677 research papers remained,

Step 4: limit research document type published
rang 2020 to 2024, there were 212 research papers,
and English language there were 86 research papers,
excluded source type unrelated to journal and
conference proceeding there were 169 research
paper, there were 210 research papers remained.

4.3 Al Trust Management

Trust management in artificial intelligence
requires the development of comprehensive
frameworks and regulations that allow users to
predict and employ Al systems securely,
highlighting the necessity to examine and rectify
unexpected errors that may occur in Al applications
[23]. A systematic methodology is implemented to
ensure that performance and reliability are
maintained by user expectations and standards [24].
The primary objective is to enhance metrics that
assess security and privacy in artificial intelligence
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technologies, especially those characterized by
automated processes and interconnected hierarchical
systems [25]. The implementation of this framework
denotes an improvement in reliability. This approach
integrates both direct and indirect trust assessments,
and the results of these evaluations are synthesized
to determine trustworthiness. Establishing trust
mechanisms, facilitating secure interactions between
persons and autonomous digital entities, and
guaranteeing that systems can respond to agents that
cannot be trusted all contribute to enhancing safety
and security. Establishing trust governance results in
creating a safe framework that protects human-
machine interactions from any potential safety risks
[26]. The advantages can be encapsulated as follows:
Functional commitments establish benchmarks
applicable across various applications and
industries. The non-human-centric approach permits
performance-based evaluations and adherence to
functional requisites. They facilitate compliance
with operational standards and commitments
predicated on the capacity to fulfill designated
functions. Safety and equity are critical components
in cultivating trust with users. The design and
dedication to trustworthiness in designated tasks can
be analyzed and assessed regarding the efficacy of
performance obligations to enhance duty execution
[27].

Table 1: Synthesis of trust management component for
artificial intelligence

Components

Privacy

| Robustness

[28]
[29]
[30]
[31]
[32]
[33]
[34]
[35]
[36]
[37]
[38]
Conclude

N[ \| Ethical

AN

NN NN NN Fairness

ANESENAN

] )] ] security

SANRNAN
SE AR
SRR

11 ] ] ] ] ] ] )] Trustworthy
)] ] 1 1 1 & & &[] Transparency
111 ][] ][] ][] 4] Accountability

A ANENANANANANENENAN

Table 1 shows the synthesis of trust management
elements relevant to artificial intelligence. The
essential  constituents  include  trustworthy,
transparency, accountability, robustness, security,
ethical, privacy, and equity.

After querying results with Communities of
Practice keywords published in Scopus, the 22,100
research papers were analyzed using a bibliometric
analysis. The results are shown in Figure 3.
Therefore, the 22,100 research papers from the
Scopus database were used to systematically review
the literature and meta-analysis. According to the
research selection criteria,

Step 1 : filter out irrelevant information and
screened information that was related to "artificial
intelligence" and "trust" research, there were 15,491
research papers remained,

Step 2: excluded "article in press" research, there
are 490 research papers and limit to document type
is "article" and "conference paper" research, there
are 3,349 research papers, there were 11,652
research papers remained,

Step 3: reports assessed for eligibility there are
480 research papers remained,

Step 4: limit research document type published
rang 2020 to 2024, there were 361 research papers,
and English language there were 42 research papers,
excluded source type unrelated to journal and
conference proceeding there were 35 research paper,
there were 42 research papers remained.

The studies included in review for Meta-Analysis
were 42 research papers.

[ of studies via and
§ . Records removed before screening:
k- Records Identified from': Screened not information that \gvas
g Da{abases SCOPUS —> related to artificial intelligence and
€ (ni=22,100) trust (n = 6,609)
s
— :
Recoris saresned Records excluded “article in press”
(n=15,491) —» (n =490) and limit to document type is
? article and conference paper (n = 3,349)
Reports sought for retrieval Reports not retrieved
2 (n=11,652) (n=11,172)
H
o
S
»n
Report Limit to:
Year Range 2020-2024 (n = 361) and
language English (n = 42), excluded
Reports assessed for eligibility N source type unrelated to journal and
(n=480) conference proceeding (n = 35)
J
3 Studies included in review for
= meta-analysis of Al Trust
S management
& (n=42)

Figure 3. The Systematic reviews and Meta-Analyses
(RRISMA) of AI Trust management
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Figure 4. The bibliometrics analysis of AI Trust
management

As shown in Figure 4, The keywords of Al trust
management from queries in Scopus database with
sort most frequent words to least searched as
follows: trust management, network security,
artificial intelligence, internet of thing, blockchain,
security, trusted computing, cybersecurity, and
decision making.

4.4 AI Risk Management

In AI risk management, machine learning can
improve risk identification, assessment, and
mitigation in an enterprise. Real-time analysis of
large data sets allows modern technologies to
identify trends and anomalies that may indicate
threats. Organizations may use Al to improve risk
predictions, monitoring, and threat prevention. A
consistent, objective, and data-driven risk
assessment improves operational efficiency and
stakeholder confidence [39]. The application must
display its capacity to minimize hazards to an
acceptable threshold by delivering technical data,
covering behavioral, cognitive, and developmental
indicators, to evidence that the model performs
safely and as designed [40]. It is essential to

methodically monitor Al applications and
implement  governance  frameworks  during
development, operation, and  procurement.

Organizations must evaluate and manage the risks
linked to Al systems, implement appropriate risk
mitigation strategies using personnel, processes, and
technology, establish redundancy mechanisms,
adhere to governance frameworks, and delineate risk
acceptance criteria. Continuous monitoring and
enhancement of stakeholder competencies are
essential for sustaining confidence and adeptly
navigating the intricacies related to the application
[41]. Incorporating security and safety viewpoints is
crucial for efficient risk reduction. This necessitates
a comprehensive understanding of the interplay
between security measures aimed at threat
prevention and those that mitigate vulnerabilities

and adversarial threats [42]. The advantages
encompass enhanced identification of emerging
risks, the capacity to analyze potential events, real-
time monitoring and alerts, improved decision-
making through actionable insights, automation of
routine tasks to minimize human error, reduced costs
related to risk mitigation, and increased adaptability
and scalability [43].

Table 2: Synthesis of risk management component for
artificial intelligence

Components

Identification
Evaluation
Management
Control

[44]

[43]

<| «|«| Response Planning

[46]

[47]

(48]

ANRNRNENENAN

[49]

[50]

[51]

[52]

[53]

[54]

PRI ] 4] 4] 4] Analysis
NS ARA AR ARRE
SRR AR AR ARRA
ASEAASAY

NARRARAR
ASEYAASAYANANENENANAN

Conclude

Table 2 presents the synthesis of risk management
components for artificial intelligence consists of key
principles that help reduce risk: risk analysis, risk
identification, risk evaluation, risk management, risk
response planning, and risk control.

After querying results with Communities of
Practice keywords published in Scopus, the 28,223
research papers were analyzed using a bibliometric
analysis. The results are shown in Figure 5.
Therefore, the 28,223 research papers from the
Scopus database were used to systematically review
the literature and meta-analysis. According to the
research selection criteria,

Step 1 : filter out irrelevant information and
screened information that was related to "artificial
intelligence" and "risk" research, there were 19,326
research papers remained,

Step 2: excluded "article in press" research, there
are 567 research papers and limit to document type
is "article" and "conference paper" research, there
are 4,706 research papers, there were 14,053
research papers remained,

Step 3: reports assessed for eligibility there are
608 research papers remained,
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Step 4: limit research document type published
rang 2020 to 2024, there were 319 research papers,
and English language there were 71 research papers,
excluded source type unrelated to journal and
conference proceeding there were 78 research paper,
there were 140 research papers remained.

The studies included in review for Meta-Analysis
were 140 research papers.

[ Identification of studies via databases and registers ]

—
. - - Records removed before screening:
% Recsrt:sbldentlhseggsgs. Screened not information that was
£ (nazazgs;;:’) ¥ related to artificial intelligence and
3 d risk (n = 8,897)
}
—
Records excluded "article in press”
Ref(){gsazgreened —»] (n=567) and limit to document type is
(n=19,326) article and conference paper (n = 4,706)
Reports sought for retrieval > Reports not retrieved
n =14, n =13,
(n=14,053) (n=13,445)
:
»
Report Limit to:
Year Range 2020-2024 (n = 319) and
language English (n = 71), excluded
Reports assessed for eligibility » source type unrelated to journal and
(n=608) conference proceeding (n = 78)
—J
' A
E Studies included in review for
= meta-analysis of Al Risk
i management
£ (n = 140)
S

Figure 5. The Systematic reviews and Meta-Analyses
(RRISMA) of AI Risk management

Figure 6. The bibliometrics analysis of AI Risk
management

As shown in Figure 6, The keywords of Al risk
management from queries in Scopus database with
TreeMap most frequent top 5 rankings as follows:
risk management, artificial intelligence, risk
assessment, decision making, machine learning etc.

4.5 Al Security Management

Al security management constitutes a systematic
framework for addressing an organization's security
requirements, which encompasses the formulation
and execution of policies, procedures, and strategies
aimed at safeguarding informational assets against
various threats while concurrently ensuring the

integrity, confidentiality, and availability of data.
This framework includes components such as risk
assessment, the formulation of security policies,
access control mechanisms, and incident response
processes [55]. It performs real-time data analysis,
detects threats, and autonomously responds to
security issues, thereby reducing human error and
lessening the burden on workers [56]. This process
also entails identifying, evaluating, and mitigating

risks to protect an organization’s assets,
encompassing personnel, data, and physical
infrastructure [57]. Furthermore, it addresses

contemporary security threats emanating from
mobile applications and third-party vulnerabilities,
thereby safeguarding organizational processes and
data [58]. The advantages can be encapsulated as
follows: It automates repetitive procedures and
processes data at a velocity surpassing human
capability, hence lowering the possibility of human
mistake in threat detection and response, anticipating
and mitigating possible hazards before their
manifestation, and boosting the organization's
resilience. Specific events trigger the automation of
security measures. The capability for real-time threat
mitigation enables an organization to respond
promptly to emerging threats, thereby reducing the
probability of data breaches. It effectively narrows
existing security vulnerabilities, fortifying the
organization against evolving threats [59], [60].

Table 3: Synthesis of security management component for
artificial intelligence

E| 2
2| & = 0
Components % g g o % % 'g
21812512 |8 |52
| 2| £E|E | < | & | =
[58] IV v vV [ 7
[61] VIV v [ v v v v
[62] VIV v [ v v v v
[63] ViV v [ v v |77
[64] VIV v [ v v v v
[65] VIV v [V [ 7 77
[66] VIV v [ v v v v
[67] IV v v v [ 7
[68] VIV v [ v [ 77
[69] VIV v [ v [ 7V
[70] VIV v [V [ 7 77
Conclude v |V v v v v v

Table 3 summarizes the synthesis of security
management components for artificial intelligence,
which includes critical components such as security
policies and procedures, access control, data
protection and privacy, trust management models,
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risk assessment and management, incident response
and management, monitoring and auditing.

After querying results with Communities of
Practice keywords published in Scopus, 25,623
research papers were analyzed using a bibliometric
analysis. The results are shown in Fig 7. Therefore,
25,623 research papers from the Scopus database
were used to systematically review the literature and
meta-analysis. According to the research selection
criteria,

Step 1 : filter out irrelevant information and
screened information that was related to "artificial
intelligence" and "security" research, there were
17,343 research papers remained,

Step 2: excluded "article in press" research, there
are 479 research papers and limit to document type
s "article" and "conference paper" research, there
are 3,816 research papers, there were 13,048
research papers remained,

Step 3: reports assessed for eligibility there are
602 research papers remained,

Step 4: limit research document type published
rang 2020 to 2024, there were 435 research papers,
and English language there were 60 research papers,
excluded source type unrelated to journal and
conference proceeding there were 47 research paper,
there were 60 research papers remained.

The studies included in review for Meta-Analysis
were 60 research papers.

[ Identification of studies via databases and registers
—
=
S . - . Records removed before screening:
§ Re%;?:ég:ngggo'?ﬂs‘ Screened not information that was
& = —> related to artificial intelligence and
£ (n=25,623)
5 . security (n = 8,280)
&t
J l
—
Records screened Records excluded "article in press”
(n=17,343) > (n=479) and limit to document type is
¥ article and conference paper (n = 3,816)
Reports sought for retrieval Reports not retrieved
2 (n=13,048) (n=12,446)
£
@
Report Limit to:
Year Range 2020-2024 (n = 435) and
. language English (n = 60), excluded
Reports assessed for eligibilty | | source type unrelated to journal and
(n =602) conference proceeding (n = 47)

Studies included in review for
meta-analysis of Al Security
management

(n = 60)

[ Included ]

Figure 7. The Systematic reviews and Meta-Analyses
(RRISMA) of AI Security management
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Figure 8. The bibliometrics analysis of Al Security
management

As shown in Figure 8, The keywords of Al
security management from queries in Scopus
database with WordCloud most frequent top 5
rankings as follows: artificial intelligence,
information management, security management,
network security, internet of thins etc.

The synthesis and related research are shown in
Figure 1. It presents a bibliographic analysis of the
system architecture of digital asset management with
AI TRiSM.
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Figure 9. The bibliometrics from AI TRiSM queries in Scopus database

To write this section, you will need to do a
thorough literature search on different studies that
relate to the broad topic of your research. This will
introduce the readers to the area of your research. It
would be ideal to organize them thematically and
discuss them chronologically so that readers are
aware of the evolution and progress in the field. In
other words, separate themes should be discussed
chronologically to highlight how research in those

fields has progressed over time. This will highlight
what has been done and what are the future
directions that need to be worked upon.

5. RESULT AND DISCUSSION

The synthesis of all related research shows the
architecture of the digital asset management system
with AI TRiSM, as shown in Figure 10.
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Figure 10. System Architecture of Digital Asset Management with AI TRiSM
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Figure 10 shows this architecture is designed to be
used in an organization that is a higher education
institution. It consists of the following main
modules:

1) The user base is categorized into four distinct
groups: (1) University personnel or operational staff,
whose function within this system entails the
documentation of digital asset utilization,
encompassing the importation of data about the date
of utilization, duration of usage, quantity of assets,
among other parameters. (2) Instructors or lecturers
tasked with curricular responsibilities engage with
the system when designated to acquire digital assets.
They will employ this system to access reports on
digital assets, thereby facilitating strategic planning
for subsequent acquisitions of digital assets. (3)
Executives at the university's junior, middle, and
senior levels possess the capability to review reports
concerning digital assets within the institution,
allowing for an assessment of the utilization rates of
each departmental unit. (4) System administrators
are responsible for monitoring and rectifying any
issues encountered within the system. This
collaborative approach ensures that all stakeholders
are well-informed and can make data-driven
decisions to optimize the university's management
and allocation of digital resources.

2) This platform is engineered to operate within a
conventional network, accommodating various
devices such as tablet, smartphone, laptop, and
desktop. It ensures seamless connectivity and user
experience by leveraging advanced protocols and
technologies that optimize performance across all
supported platforms.

3) Digital asset management encompasses SiX
fundamental phases: 1) Planning: the strategic
formulation for integrating digital asset management
within the procurement system. 2) Procurement: the
acquisition process necessitates data retrieval from
the platform intended for purchasing activities. 3)
Usage: the systematic data storage within the digital
asset utilization framework. 4) Controlling:
examining usage data to oversee digital asset
management practices. 5) Maintenance: the
preservation of digital assets that have attained their
designated expiration date by established policies. 6)
Disposal: the divestiture of digital assets upon
expiration, adhering to the prescribed conditions.
Each phase plays a crucial role in ensuring that
digital assets are effectively managed throughout
their lifecycle, maximizing value while minimizing
data loss or non-compliance risks.

4) This digital asset management platform
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operates using an application programming interface
(API) to connect the client and the server and act as
a bridge between them. The platform's database is
PostgreSQL, and the programming language used to
develop it is Python. It offers a range of features,
including advanced search capabilities, metadata
management, and user access controls, ensuring that
users can efficiently organize and retrieve their
digital assets.

5) The technology used in this architecture to lead
to the development of a digital asset management
platform is called AI TRiSM, which is a framework
designed from the synthesis of research consisting
of: 1) Trust Management: Trustworthy,
Transparency, Accountability, Robustness, Security,
Ethical, Privacy, and Fairness. 2) Risk Management:
Analysis, Identification, Evaluation, Management,
Response, Planning, and Control. 3) Security
Management: Policies, Access Control, Protection
and Privacy, Trust, Assessment, Response, and
Monitoring.

6) For all the above modules, the TRiISM Al
digital asset management system architecture will be
evaluated by nine experts in ICT or IT working in
educational institutions due to their understanding of
the context in which this research is conducted.
Finally, the platform will produce a report to support
asset management based on good governance
practices in educational institutions, which is the
next objective of this research. This report will
outline best practices and recommendations for
implementing effective digital asset management
strategies that align with institutional goals and
enhance overall operational efficiency.

The results of the assessment of the architecture
by nine experts are presented in Table 4.

Table 4: The evaluate system architecture of digital asset
management with AI TRiSM

Assessment list Mean | S.D.
1. Data

1.1 Asset details include
type, quantity, price, and
duration of use.

Opinions

4.67 Excellent

1.2 Digital asset 4.56 0.53 Excellent
management includes:
1) Planning
2) Procurement
3) Usage
4) Controlling
5) Maintenance

6) Disposal

Overall evaluation results, 4.61 0.51 Excellent

Topic 1
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Topic 4.2
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Assessment list Mean | S.D. | Opinions Assessment list | Mean | S.D. | Opinions

2. Device & Connection 4.3 Security management includes:
2.1 Device includes: 4.67 0.50 Excellent - Policies

1) Computer Desktop - Access Control

2) Computer Laptop - Protection and Privacy

3) Smartphone - Trust

4) Tablet - Assessment

2.2 Connection includes: 4.78 0.44 Excellent - Response
Internet, Computer - Monitoring
Network, Authentication 1) The components 422 0.44 Good
and Client Server. available for security
Overall evaluation results, | 4.72 0.47 | Excellent management to digital assets
Topic 2 management are sufficient
3. Methodology to operate.
3.1 API connects between | 4.67 | 0.50 | Excellent 2) Organizations 444 | 053 Good
server and clients. using security management,
3.2 Python Development 4.67 0.50 | Excellent a teghnology in AITRIiSM,
Language and Database uses it will help prevent
PostgreSQL. unauthorized access to data
Overall evaluation results, 4.67 0.50 | Excellent In managing the. )
Topic 3 organization's digital assets
4. Al TRiISM management.
4.1 Trust management includes: Overall evaluation results, 4.33 0.48 Good

- Trustworthy Topic 4.3

- Transparency Overall evaluation results, 4.39 0.50 Good

- Accountability Topic 4.1-4.3

- Robustness 5. Report

- Security 5.1 This architecture can 4.33 0.50 Good

- Ethical promote the image of the

- Privacy organization's management.

- Fairness 5.2 This architecture can 422 0.44 Good

1) The components 433 | 0.50 Good help manage digital assets
available for trust Wth gopd governance
management to digital assets university principles.
management are sufficient Overall evaluation results, 4.28 0.47 Good
to operate. Topic S

2) Organizations 4.56 0.53 Excellent All evaluation results 4.53 0.49 | Excellent
using trust management, a
technology in AI'TRiSM, As listed in table 4, the results of the assessment
will help make decisions of the system architecture of digital asset
about procurement about . . R
digital asset management management with Al TRiSM, which is composed of
within the organization. five topic, are excellent overall (mean = 4.53,
Overall evaluation results, | 4.44 | 051 Good standard deviation (S.D.) = 0.49). When considering

Topic 4.1 .. .
42 Risk management includes: each topic, it was found that for Topic 1: About

- Analysis information is excellent mean = 4.61, S.D. = 0.51).

- ]I:fiefi“ﬁ?a“"n Topic 2: The overall use of devices and connections

- Evaluation . _ _ . .

- Management is excellent (mean = 4.72, S.D..f 0.47). Topic 3: The

- Response overall use of methodology is excellent (mean =

- Elannirig 4.67, S.D. = 0.50). Topic 4: The overall use of Al

- Contro . . ] .

1) The components 733 1 050 Good TRiSM include: 4.1) The overall evaluation results
available for risk are good (mean =4.44,S.D. =0.51) 4.2) The overall
management to digital assets evaluation results are good (mean = 4.39, S.D. =
?;a:;(i?:;em are sufficient 0.51) 4.3) The overall evaluation results are good

2) drganizations 244 | 053 Good (mean = 4.33, S.D. = 0.48) and all three topics had
using risk management, a good overall results (mean = 4.39, S.D. = 0.50).
technology in AI TRiSM, Topic 5: The overall use of report is good (mean =
will help make reduce risk 428.SD. =047
about digital asset 28,8.D.=0.47).
management within the
organization.

Overall evaluation results, 4.39 0.51 Good
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6. CONCLUSION

As a result of this research, The evaluate system
architecture of digital asset management with Al
TRiSM. The architecture was evaluated by nine
experts as excellent overall (mean = 4.53, S.D. =
0.49). This observation aligns with the findings of
numerous scholars who have determined that
Artificial Intelligence Trust, Risk, and Security
Management (Al TRiSM) can substantially enhance
knowledge acquisition and decision-making
processes for executives within the educational
sector. Nevertheless, stakeholders must improve
their awareness and comprehension of the
capabilities of Al to leverage its advantages fully
[12]. Advocating for implementing the Al TRiSM
framework can facilitate the creation of a digital
asset management system that actively monitors
internal organizational practices, thereby leading to
heightened trust, diminished risk, and enhanced
safety within the workplace [13], [14]. The Al
TRiSM digital asset management infrastructure
assessment, which has yielded commendable
outcomes, is poised to evolve into a comprehensive
digital asset management platform tailored for
educational institutions. The researchers aspire to
amalgamate the findings derived from using this
platform with the principles of sound governance
applicable to universities, ensuring that all
investments in digital asset management remain
consistent with these governance standards. This
integration will streamline the management of
digital assets and promote accountability and
transparency, fostering an environment conducive to
innovation and compliance in educational settings.
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