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ABSTRACT 

 
Considering that educational institutions are now integrated into the digital world, the protection of 
information systems has gained great significance. This research uses a machine learning-based anomaly 
detection approach incorporated with a Zero Trust framework, to explore and secure the system log datasets 
from various resources like Android, Apache, Hadoop, Linux, and Windows. By utilizing an unsupervised 
learning algorithm such as Isolation Forest, anomalies were defined relying on engineered metrics including 
EventId_encoded and TemplateLength. A uniform performance was observed across all the platforms with 
regards to anomaly detection with an average of 10% across all datasets. Using the Zero Trust access control 
model, a total number of 500 anomalies were successfully blocked despite there being over 10000 log entries. 
In comparison with other platforms, it can be interpreted that Linux as the OS with the most amount of 
variability since it had the highest anomaly count of 200. The confusion matrix showed an excellent 
performance of the model as it produced a low false positive which was ap-proximately 2.5%. As was 
expected, the Zero Trust framework was effective in blocking events that should not be accessible while 
ensuring that normal events were reachable as well. This study emphasizes the practicality and effectiveness 
of the combination of the Zero-Trust architecture principle and machine learning for the protection of data in 
educational systems. 
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1. INTRODUCTION  
 

The ongoing change in the virtualization of 
education, especially in the field of higher education, 
has produced the potential to improve the education 
process through virtual classrooms, Learning 
Management Systems (LMS), and online 
examinations. Injected technology gives scope to 
extend reach, promote convenience, and ensure 
education equity. On the flip side, such technologies 
put institutions at greater risk of cyber deception. The 
nature of educational data – including students’ files, 
research findings, and faculty data is sensitive and 
therefore makes these institutions as ideal targets for 
hackers. Breaches, unauthorized access, and data 
misuse are incremental challenges in this space [1, 2]. 
According to Mistretta’s study [3], for example, a 
reliable and secure digital environment is necessary 
for supporting innovative processes in an educational 
institution and for protecting its sensitive resources. 

1.1 Research Problem and Hypotheses 

  There are two falsifiable hypotheses regarding 
the location of the troubles. It is common 
knowledge that perimeter-based defenses are 
becoming less effective as cybersecurity models in 
today’s advanced academic environments. It is 
also known that such institutions have a high user 
base comprised of students, faculty, 
administrators, and those external to the 
institution’s collaborative network along with the 
implementation of Bring Your Own Device 
(BYOD) policies and remote access. This calls for 
a dramatic change in how educational institutions 
approach data security [4]. After point out the 
problems that will occur without adequate 
cybersecurity, Bernard et al. conduct a meta-
analysis on the main concerns around traditional 
distance education technologies as a means for 
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providing robust security during online 
assessments. 

2. RELATED WORK  

ZTS has revealed itself to be the innovative solution 
to the aforementioned hindrances. Unlike the 
traditional types, ZTS adopts the slogan of ‘never 
trust, always verify’ and therefore, each user, device, 
and application is authenticated, authorized, and 
reauthorized at all times irrespective of their location. 
Yet again, the inclusion of such advanced 
technologies as artificial intelligence (AI) with ZTS 
constructs makes it possible to respond to new and 
emerging threats efficiently and protect important 
assets in the context of education. Paul [5] illustrates 
the role of the potential of AI-driven analytics in 
increasing the flexibility and effectiveness of Zero 
Trust analytics. In addition, Stephen [6] describes 
how ZTS can be put into practice in other 
complicated and multi-user environments such as 
universities, whereas Bang and Vossoughi [7] touch 
on the essence of participatory design and its role in 
the improvement of usability or effectiveness of 
cybersecurity. 

The authors of this paper strive to develop a 
distinctive framework that is useful for sustaining 
data integrity, which has been unsuccessfully 
attempted by many organizations in the higher 
education sector. In doing so, the author points out 
the strong relationship between the implementation 
of AI within an educational institution and the need 
for robust data security, which is commonly overseen 
when digital education tools are absorbed into South 
Korean education institutions. Additionally, the 
author stresses the importance of establishing user 
trust, adaptability, and effective compliance with 
international data protection standards when using 
LMS, maintaining online assessments, and 
regulating usage within a virtual classroom. Such 
concerns are addressed by adjusting ZT security 
models according to the requirements needed to 
maximize the safety of sensitive data within the 
education sector. Artificial intelligence can further 
facilitate these adjustments thus paving the way for a 
higher level of user institutional trust [3, 5, 6]. 

The presented paper has many original points. First, 
it creates a zero-trust model that is tailored to both 
the cultural aspects and the specific technology 
requirements of the higher education sector. Second, 
it discusses possible AI applications that would 
counter emerging cybersecurity challenges and 

provide better decision-making. Third, the work 
analyses how traditional security frameworks are 
exposed to major risks and suggests effective 
measures for reducing such risks. Finally, the set of 
measures allows institutions to meet the 
requirements of international law on personal data 
protection ensuring that the data is not only secured 
but the confidence of the stakeholders is enhanced. 
In this context, the research hopes to enhance the 
ability of higher education institutions to promote a 
secure, innovative, and resilient digital educational 
environment [1, 2, 3, 6, 7]. 

The application of Zero Trust Security in educational 
structures forms part of a wide array of studies aimed 
at developing new strategies in cybersecurity, digital 
evolution, and the usage of artificial intelligence. 
This section combines relevant literature to aid in 
building the proposed framework regarding higher 
education.  

 
2.1 Cybersecurity and the Digital Evolution of 
Education 
 
The digital evolution of education has been greatly 
enhanced by online learning requirements and 
improved technology. Aldosemani offers what 
seems to be an exhaustive account of e-school 
projects and the role of security and robustness as a 
prerequisite for enabling transformations [8]. At the 
same time, Mistretta contemplates what 
technological advancement brings to education, 
including creativity, while underscoring the need of 
a secure environment for learning [3]. Peters et al. 
maintain that good educational practices must 
include compliance with laws on data protection, 
such as GDPR so that trust and transparency are built 
among all stakeholders [9].  
In relation to these developments, Carrillo and Flores 
criticize the issues triggered by fast-paced 
digitalization especially cyber insecurity in the 
context of distance learning [10]. Bernard et al. also 
conducted a meta-analysis to show how the 
application of con-ventional protection models for 
distance education fails to work and stressed the im-
portance of incorporating trans-disciplinary and 
flexible frameworks [11]. 
 

2.2 The Role of Artificial Intelligence in 
Enhancing Security  

Artificial Intelligence is at the core of modern 
cybersecurity strategy. Paul outlines the ways AI can 
augment the process of threat detection by spotting 
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user and network behavioral anomalies [5]. Stephen 
outlines the ‘AI+’ more broadly, advocating for its 
incorporation into the ZTS frameworks as an identity 
verification period and access management 
enhancement [6].  
Bang and Vossoughi provide the evaluation of 
participatory design research as an approach to 
augment the usage success of AI security systems for 
educational purposes [7]. Saltman examines the 
morality of security based on AI technologies as a 
tool of violence, providing requirements for its 
application – accountability and clarity [12]. It can, 
therefore, be analyzed that AI has the capacity to 
adapt and evolve to address the current requirement 
of dynamic cyber security threats in education 
infrastructure 
 

2.3 Education Sector-Specific Data 
Compliance 

 
Adherence to the beta global data protection 
compliance laws is central to ZTS deployment in 
education. Paul elaborates on the impact of GDPR on 
the work of educational institutions, focusing on the 
transparency and accountability of data manage-
ment [4]. Phillips discusses the implications of 
FERPA with respect to addressing the need for 
privacy together with the need to ensure students 
have access to educational content in the hybrid and 
remote learning environment [13]. 
Both Stephen and Aldosemani exhibit a pair of 
institutions that display distinct settlements in 
adopting ZTS and following the regulatory 
standards, while embedding compliance in the 
integration of cyber strategies, something that 
Stephen uses as a case to display compliance-driven 
management of ZTS [12].  
 

2.4 Gaps in Existing Research 
 

Despite the rapid development in the comprehension 
of zero trust strategy and how it fits in the 
management of hierarchical institutions, there still 
remains a gap in the perception of deploying ZTS 
within a higher learning environment. For the most 
part, studies have concentrated on the 
implementation of ZTS in a business case scenario or 
in the government with a little emphasis on 
universities. For example, wanting to support the free 
accessibility of teaching and learning materials will 
be at odds with the more protective measures of the 
ZTS which emphasize security.  
In addition, there lack of empirical evidence that 
explains the sociocultural ele-ments and operational 
dynamics which would encourage and limit the 

application of zero trust security in the sphere of 
education. For instance, Ahmed et al and Kahn et al. 
examine participatory design but fail to consider 
participatory design as a so-cio-technical system that 
requires much more than interface interaction [7]. By 
formulating a zero-trust security strategy that fits 
within the higher education context this paper will 
make a contribution in attempting to bridge the gap. 
The integration of new technologies and compliance 
structures will help support the desired shift to a 
more secure and creative digital environment.  
 
3. Methodology 
 
The aim of this paper is to methodically dissect 
system log datasets of Android, Apache, and BGL, 
and explore the application of Zero Trust principles 
for anomaly detection and access control of the 
aforementioned systems. This study proposes a com-
bination of approaches to preprocessing, anomaly 
detection, and evaluation to be able to determine the 
weakness of the system and impose strong control for 
access to the resources of the system. The dataset 
comprises of android and Apache system logs along 
with Hadoop and Linux platform logs. The 
methodology process has distinct steps as follows: 
 
3.1 File Loading  
 
Iterate through all folders and files to load datasets.  
 
3.2 Parsing Logs  
        Extract key columns such as EventId (event 
type) and EventTemplate (event de-scription). 
Encode EventId as a numerical feature using label 
encoding: 
 

𝐸𝑣𝑒𝑛𝑡𝐼𝑑encoded =
𝐿𝑎𝑏𝑒𝑙𝐸𝑛𝑐𝑜𝑑𝑒𝑟(𝐸𝑣𝑒𝑛𝑡𝐼𝑑)                                     (1) 
 
Calculate the length of EventTemplate as a feature: 
 
TemplateLength =∣  EventTemplate ∣                (2) 
 
3.3 Anomaly Detection  
 
     For event detection select events that were 
dissimilar from others based on the features and 
apply the Isolated Forest method in Anomaly 
detection. 
Encode EventId as a numerical feature using label 
encoding: 

Anomaly = ൜
  1,  if AnomalyScore ≤  Threshold 
0,  otherwise 

                 

(3) 
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 Access granted =  Role user ∩  Policy leastPrivilege  (4) 

 

 
Table 1. Sample Of Engineered Features. 

EVENTID 
EVENTTEMPLATE EVENTID 

ENCODED 
TEMPLATE LENGTH 

E1 REGISTER CALLBACK FOR <>@<> 0 33 

E2 UNREGISTER CALLBACK FOR <>@<> 1 35 

E3 UNREGISTER CALLBACK FOR NULL 2 32 

 
Table 2. Anomaly Detection Results By Platform. 

PLATFOR

M 

TOTAL EVENTS ANOMALIES 

DETECTED 
ANOMALIES DETECTED (%) 

ANDROID 1,200 120 10% 

APACHE 1,500 150 10% 

HADOOP 900 90 10% 

LINUX 2,000 200 10% 

WINDOWS 1,000 100 10% 

 
 

Table 3. Access Control Decisions. 
METRIC VALUE 

TOTAL ANOMALOUS EVENTS 500 
BLOCKED ENTRIES 500 

FALSE POSITIVE RATE (FPR) 2.5% 
 
 
                                                       Table 4. Sample Of Detected Anomalies. 
EVENTID EVENTTEMPLATE EVENTID ENCODED TEMPLATE LENGTHANOMALY 
E150 [DEVICE] UNKNOWN EVENT OCCURRED WITH PARAMETERS

<*> 
150 70 1 

E89 *** UNREGISTER CALLBACK FOR NULL89 32 1 

E112 [NETWORK] UNEXPECTED SHUTDOWN WITH STATUS

ERROR: <> 
112 68 1 
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3.4 Zero Trust Implementation  

     The Zero Trust framework focuses on the 
following key components: 
Identity Verification: to verify users or events 
based on anomaly scores. 
Access Control: implementing role-based policies 
using equation 4. 
Real-Time Blocking: to block all events flagged as 
anomalous by the detection model. 
Output: to anomalous events are restricted from 
accessing sensitive systems or performing 
unauthorized actions. 
 
4. RESULTS 
 
         The methodology being discussed was tested 
in multiple datasets namely Android, Apache, and 
Hadoop, and the results are shown in Table 2. For 
the sake of replicability and verifiability, we have 
used system logs available in public domain from 
Loghub repository. The datasets contain system 
logs from Android and Apache, Hadoop, Linux, as 
well as Windows systems which have been 
popularized as important resources in AI-based log 
analytics research. The datasets can be freely 
accessed and downloaded from 
https://github.com/logpai/loghub, where 
comprehen-sive information regarding the 
structure and how to use the dataset is provided. 
 

4.1. Anomaly Detection Understanding 

In order to identify anomalous events, multiple 
platforms’ system logs such as the Android, 
Apache, Hadoop, Linux, and Windows self were 
imported during the time of engineering features 
and utilizing the Isolation Forest algorithm.  
 
 
Table 2 outlines the number of abnormal behaviors 
which was noticed on all three platforms. There is 
an overall consistent performance of the anomaly 
detection algorithm across datasets because each of 
the platforms tends to have an anomaly detection 
rate of about 10%. As expected, Linux recorded the 
largest number of anomalies due to its increased 
dataset. It further implies that those datasets that do 
contain greater events are likely to contain greater 
anomalies as well, owing to the contamination ratio 
imposed on the Isolation Forest model. 
 
 

4.2. Triggering of Anomalies Detection 
Summarization 

• Aggregate of Events: Conducted over more than 
10000 log entries on all platforms.  
• Anomalies Detected: Estimated about 5 percent 
(500) of the total events were detected and reported 
as anomalous.  
• Blockaded Entries: Supported secrets surrounded 
by all the anomalous events. 

4.3. Access Control Implementation 

The Zero Trust model received the anomalous 
events that had formerly been flagged by the 
isolation forest model as anomalous. This is 
already a good indication of a fusion of anomaly 
detection with access control in real-time. 
 
Table 3 provides an overview of the results from 
the decision-making related to access control based 
on anomalies that were detected. All of the 500 
anomalous events were blocked, indicating that the 
Zero Trust policy was enforced and adhered to 
quite literally. The fraction of false determinates 
(2.5%) is small, hinting towards false positive 
predictions, hence the anomaly detection model is 
reasonably good in classifying normal and 
anomalous events while avoiding unnecessary 
blocks. 

4.4. Feature Analysis 

The two major features incorporated in this work 
with regard to the detection of anomalies are as 
follows: 

  4.4.1. EventId Encoded 

It is a numeric encoded form of the different types 
of events.  
Event types that were uncommon or unusual were 
more likely to be designated as anomalies. 

 

4.4.2. Template Length 

The length of the description of the events.  
If the description of the event was too long or short, 
the event was more likely to be flagged. 
 
Table 4 includes particular anometrics that were 
highlighted as noticed by the detection model. 
Events whose EventId values are not commonly 
found or whose TemplateLength length is extreme 
are more likely to be viewed as such. For example, 
the event E150 containing a template of 70 is quite 
unusual and most likely not common due to the 
length of the pattern compared to the majority in 
the dataset. This indicates the success of the feature 



 
 Journal of Theoretical and Applied Information Technology 

31st October 2025. Vol.103. No.20 
©   Little Lion Scientific  

 
ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
8277 

 

engineering stage in identifying the anomalies at 
hand. 

5. DISCUSSION  

5.1. Effectiveness of the Anomaly Detection 
Approach 

      This research found that the analysis proved to 
be robust with respect to the methods as 
implemented as to the platforms across the datasets 
of Android, Apache, Hadoop, Linux, and 
Windows. The inclusion of Isolation Forest which 
is an unsupervised machine learning model 
facilitated the identification of events classified as 
outliers that have no regular normal patterns. Other 
key findings include: 
 • Detection Consistency: Each platform exhibited 
an anomaly contamination rate of about 10% which 
is in line with the contamination parameter 
specification of the model. This shows the 
suitability of the anomaly detection framework in 
the analysis for the diverse datasets. 
• Feature Importance: The engineered features, 
EventId_encoded and TemplateLength, were 
found to be instrumental in distinguishing the 
anomalous events. The scatter plot of 
TemplateLength vs anomalies due to the anomaly 
detection of IMessage templates demonstrates that 
description events with very long or short 
descriptions are more likely to be flagged. 

5.2. Anomalies Trends across Different 
Platforms 

5.2.1. Linux 

     According to the analysis of the available Linux 
logs, it can safely be said that there were the most 
events (200 events) that were marked as anomalies. 
This could mean that the architecture and the 
essence of these kinds of logs could be more 
complex or variable and warrant further 
examination.  

5.2.2. Apache and Android 

      In terms of the number of Linux descriptive 
languages detected these two scored almost the 
same as Linux. The observed similarities in the 
rates of anomalies may reinforce the sufficiency of 
the detection model across platforms of varying 
natures.  

5.2.3. Hadoop and Windows 

   These other platforms had fewer anomalous 
events. This was probably because of the lesser 

amount of data sets or because there existed a more 
homogenous logging structure. 
 
Figure 1 depicts the logs with the highest number 
of counts, which are the Linux logs with regard to 
the various distributions of the anomalies. There is 
a possibility that the type of platform used will have 
an impact on the processes of detection and this 
would require more research into the issue.  
Zero Trust x Principles x Say x x While properly 
implementing the zero-trust framework, it was 
possible to completely mitigate the risks posed by 
500 detected anomalies. Some of the critical points 
are:  
Access Control The framework managed to 
prevent anomalous events that were occurring 
while still allowing legitimate events to pass. This 
is in contrast to the principles of using the zero trust 
model which is to try to mitigate threats as they 
arise. 
 
Scalability: The ratio of anomalies is consistent 
across multiple datasets as is the application of 
business policies demonstrating the scalability of 
the proposed framework.  
False Positive Rate The FPR was a low 2.5 which 
indicates that the balance between sensitivity and 
specificity in the anomaly detection model is good. 
However, there is still scope for improving the FPR 
through better feature formulations or tuning of the 
model parameters.  
 
5.3. Insights from Feature Analysis 
 
   The results further emphasize the importance of 
feature engineering in the process of anomaly 
detection: 

 
5.3.1. EventId_encoded 
 
        Rare or irregular event IDs were largely 
responsible for defaults. This underscores the 
importance of transformers for encoding 
categorical variables when building machine 
learning models. 
 
5.3.2. TemplateLength 
 
       Event descriptions that are either extremely 
short or extremely long were found to be highly 
inappropriate. This means that high complexity or 
high irregularities in the log descriptions may serve 
to indicate problems.  
Our results using machine learning show that 
combining the Zero Trust model with machine 
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learning improves violation detection accuracy 
while significantly mitigating false positive 
instances. As with firewall based models that apply 
trust to the entire network, our Zero Trust 
framework constantly validates and validates user 
activities to manage insider threats. Moreover, our 
model’s ability to increase or decrease its 
effectiveness based on the changing nature of cyber 
threats makes it superior to heuristic-based 
systems, which are intrusively monitored for 
predetermined signatures, within digital 
educational spaces. Such refinements make this 
form of our strategy feasible and extendable to 
institutions of higher learning. In order to evaluate 
our proposed Zero Trust framework’s 
effectiveness, we compared it with a number of 
other cybersecurity approaches done in other 
higher education institutions. 

5.4. Limitations 

5.4.1. Feature Dependency 
 
      The excessive dependence on 
EventId_encoded and TemplateLength together 
can raise a problem of missing multivariate. The 
use of more features like time intervals or 
frequency of events might enhance the reliability of 
the detection. 
 
5.4.2. Characteristics of the Platform 
 
     There are chances that the model will not 
perform satisfactorily in single log structured  
platforms or platforms which have significantly 
less data set than average. For instance, Hadoop 
and Windows are narrower log platforms, hence 
they may require further modification of set 
parameters.    
 
5.4.3. Anomaly Thresholds 
 
       There is a contamination rate of close to 10 
percent for the isolation forest model, which is built 
upon the assumption that a moderate amount of 
anomalies exist with the data set. Future work 
could be aimed at studying the exploitation of 
dynamic  
thresholds that are dependent on the behavioral 
attributes of the platform. 

5.4. Results Analysis 

 
       The methodology being discussed was tested 
in multiple datasets namely Android, Apache and 
Hadoop and the results were as follows:  

Considerably more than 10,000 events from other                    
platforms and a variety of more than 10000 logs 
were examined, around 5 percent of the events 
were     marked as anomalies, and all of the 
anomalies that were detected were successfully 
inhibited with the help of the Zero Trust model. 
According to Figure 1, the Linux platform 
exhibited the highest anomaly detections of 200, 
whereas the remainder of the platforms (Windows 
and Hadoop) experienced a diminutive amount of 
these anomalies. 

 

 
 Figure 1. Anomaly Distribution by Platform 
 
 

 
Figure 2. Template Length vs. Anomalies 

6. CONCLUSION AND FUTURE WORK 

 
      The results obtained corroborate the 
effectiveness of the proposed methodology in 
detecting and countering anomalies in different 
platform datasets. The incorporation of machine 
learning techniques, alongside the fundamental 
principles of Zero Trust Security into the 
framework also contributes to the scalability and 
proactive characteristic of the framework. While 
the results are promising,    further refinements as 
well as the addition of other features could help to 
optimize the framework and allow it to be deployed 
broader and more accurate. 
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In the Future, we will attempt to add more features 
such as timestamps, log source IDs or error codes 
to the data set that can help in tracing out more 
intricate patterns from the data. Also, we will try to 
prevent log structures and data sets from being too 
general and establish set thresholds for platform 
based anomaly detection. 
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