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ABSTRACT 
 

Malicious software has the potential to cause harm to computer networks and systems. The field of computer 
security has experienced a significant increase in the number of malware attacks, posing a threat to the 
integrity and safety of computer systems. The level of complexity exhibited by malware variants has 
experienced a proportional increase in tandem with the overall magnitude and extent of malware. The 
identification of malware is a critical task in the field of cybersecurity. Signature-based malware detection is 
a commonly employed method by multiple antivirus engines. Domain specialists typically develop signatures 
for malware detection by analyzing malware occurrences, focussing on specific byte code patterns and text 
sequences. The pattern matching of signatures may be used to identify malware after the signatures have been 
established. Nevertheless, since signature matching can only identify malware that doesn't fluctuate 
considerably, signature-based solutions can't keep up with the fast changes in these malware types. Deep 
learning has grown and achieved a significant breakthrough in recent years. Traditional learning algorithms 
like CNN, RNN, SVM, autoencoder, TC droid show its satisfied performance but they may not be the best 
fit for different datasets was seems to be a big drawback. But Resnet-50 architectures that have already been 
trained in deep learning are improved in this study by using augmentation and transfer learning. ResNet-50 
architectures may be fine-tuned using this transfer learning approach to increase performance and shorten 
training time. Image resizing to 128x128, 224x224, and finally 229x229 pixel sizes, followed by network 
tweaking, is how this is accomplished. On the mailmg, malevis, and Microsoft big2015 datasets, we were 
able to obtain a 99.23% accuracy rate with the augmentation and transfer learning. The majority of the testing 
was done in a Python-based environment. When compared to other traditional approaches, the suggested 
strategy has a superior accuracy in identifying malware than any of the other methods tested in this study. 
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1. INTRODUCTION  

Hackers are actively targeting unsecured devices 
with the aim of infecting them with malware. This 
virus allows the attackers to have an unauthorized 
access to a targeted machine. The growing number 
of internet-enabled gadgets such as wearables, 
smartphones and IoT (Internet of Things) devices, 
puts them at risk of being infected with malware. 
This is a new problem facing the cybersecurity 
researchers as they find it difficult to identify the 
virus accurately. No matter what type of malware it 
is, they have one thing in common; they both attempt 
to produce harm to the computer of the user. With 

the abundance of devices vulnerable to hacking, the 
number of vulnerable apps is increasing drastically 
over the past few years. It is of paramount 
importance that emerging threats be identified and 
mitigated at a rapid and efficient rate. When working 
with modern malware samples, it may be difficult to 
conduct reverse engineering and other forms of 
software analysis. One of the most efficient 
approaches to modifying malware is the use of 
obfuscation, including. Transformations of syntax 
codes consist of inputting a program and producing 
a more complex and harder to understand program 
that still has the same functionality as the original 
program. To make the categorization easier, we will 
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use the terms: virus, backdoor, worm, trojan, spider, 
ransomware, etc. It is possible to classify many 
analogous variants. Malware authors can easily use 
several methods to intrude most of the devices that 
have internet connectivity. This growth in infections 
may be explained by the improvements in malware, 
including obfuscation, dead-code injection, and the 
deployment of fileless features, aimed at avoiding 
detection by antivirus (AV) programs. The ill-
minded person tries to infiltrate as many people as 
possible with the view of maximising the spread of 
malware. According to the 2020 data breach report, 
55 percent of the 2019 incidents were linked to 
organised criminal organisations, and 17 percent of 
the incidents involved the use of malware.  

The incorporation of anti-malware, network sniffers, 
and intrusion detection and prevention scanners 
within the organization helps to reduce the risk of 
malware intrusion should the threat happen. Anti-
malware software cannot be certain to work 100 
percent which can be considered unfortunate. To 
avoid the negative effects of malware attacks, it has 
been suggested that organizations should install 
superior event management and response systems. 
One of the key elements in malware detection is the 
route used by the evil code. A possible way the 
presence of malicious code into the system can be 
used is to determine the possible attack vectors. The 
data may be assessed either dynamically or on a 
fixed basis. Using the example, it is a well-
established practice to decompose malware samples 
within a quarantined setting and conduct analysis to 
expose the techniques employed during an attack. 
The attack vectors are found during dynamic 
analysis through running the malware in a sandbox 
or a simulator. There are considerable differences 
between the collection and generation of malware 
sample data and the collection and generation of text 
and image data. A malware can be regarded as an 
executable file. Depending on where the malware 
data is located in the code, the malware data is 
interpreted as either source code, instructions, 
addresses or arguments. A single piece of digital 
information, which reminds the number of pixel 
values in a black and white or coloured image, is 
known as a byte when used in reference to images. It 
can be hard to develop a machine learning or deep 
learning model with malware data. The quality and 
effectiveness of the machine learning or deep 
learning algorithm may be impaired compared with 
an algorithm that makes use of all the information 
about the malware samples in the form of the visual 
characteristics. Visual cues to detect malware is a 
topic that has been widely researched in the past. 

Machine learning algorithms are limited by the time 
and resources required to conduct an evaluation of a 
large malware set and the necessity to feature 
engineer this data. Deep learning approach to the 
classification of malware images is proving to have 
a lot of potential. In the current work, we are inspired 
by past studies regarding VGG16, VGG19, 
Densenet, Alexnet, Ensemble learning, and Resnet. 
We want to make malware classification more 
accurate and reduce the forecast time. To this end, an 
improved Resnet 50 classifier model has been 
created which incorporates improved transfer 
learning methods and data augmentation techniques. 
The suggested method involves the use of elaborate 
convolutional neural networks that are trained using 
images of malware. Moreover, the model shows that 
it has been more accurate and efficient in identifying 
malware threats that were not recognized previously. 
The model can also identify malware variants that 
are built to go through the anti-virus software, which 
can be treated as a bonus. One of the greatest 
contributions of this work is the design of new 
Resnet50 network models which are able to classify 
obfuscated binaries based on their images as well as 
perform augmented transfer learning on the model 
trained with other datasets. 

The manuscript has the following structure. Section 
2 presents a broad overview of available literature on 
the classification of malicious software. Section 3 
discusses the problems and remedies presented in the 
preceding research. The implementation of the 
recommended Augmented transfer learning based 
Resnet 50 is continued in Section 4 of this article. 
Section 5 discusses the effectiveness of the proposed 
strategy and comparison with the existing 
algorithms. The conclusion is made in the last 
section 6. 

2. RELATED WORKS 

This domain involves activities associated with 
classification and analysis of malicious software. 
Malicious code and software are analyzed by 
cybersecurity experts and communities alike in a 
number of manners. The original idea to use the byte 
plots as greyscale images to classify malware was 
proposed by the authors in [1]. To extract and 
identify GIST characteristics of greyscale images, 
the researchers employed K-nearest neighbor 
classification based on the Euclidean distance as the 
measure. Their approach took a lot of calculation. In 
detecting malware, [2] uses the features found in 
malware files, along with decision trees, support 
vector machines, and boost. [3] suggested that in the 
static analysis of ransomware, n-grams of opcodes 
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should be used to classify each group. The approach 
in reference [4] uses a multi-class support vector 
machine in order to correctly classify malware using 
visual representations. In order to produce effective 
texture-based feature vectors of the viral images they 
resorted to the wavelet transform method. In [5], the 
author applied an early form of Convolutional 
Neural Network (CNN) model to identify malicious 
code modifications by converting them to grayscale 
images. The author in [6] describes a weighted 
softmax loss of convolutional neural networks 
(CNNs). The method achieves good classification 
results on skewed malware images as demonstrated 
in [7]. In this paper, the author was able to come up 
with a model that has three convolutional layers with 
one of them being fully connected. The RNN is 
trained to identify features of the activity of a 
process, and the CNN is trained to identify the 
features produced by the trained RNN. To identify 
malicious software processes, [9] suggested an 
approach, which employs a deep learning model, 
which is based on Convolutional Neural Networks 
(CNN) and Long Short-Term Memory (LSTM) [10]. 
In [11], the author employed a Convolutional Neural 
Network which was developed to be 
computationally resource-efficient. It used this 
network to translate executable binaries into one 
channel greyscale pictures. The aim of this 
conversion was to categorize the images as their 
corresponding malware-related families. Prior to 
applying methods to classify harmful samples based 
on their family relationship, [12] provides a way to 
convert binary data into greyscale images. The k-
nearest neighbour algorithm of machine learning 
was used to develop the classification model. The 
convolutional neural network (CNN) method is 
difficult to train because it is a weighted softmax 
classifier in the final stage of [13], with and without 
transfer learning.   CNN-based classifiers used to 
classify malware in [14] reached a 98.63 weighted 
loss rate. As it is stated in reference [15], a new 
approach to detecting and identifying malicious 
software and its modifications was created based on 
the deep learning convolutional neural network 
(CNN) classifiers. This study was able to attain 
equilibrium of the dataset by applying the BAT 
(Balance, Accuracy, and Timeliness) strategy. In 
[16], the author evaluates the performance of ResNet 
by Microsoft and GoogleNet by Google at 
classifying malware. The method in [17] by the 
author adopts a multilayer perceptron classifier to 
retrieve malware memory dumps and convert them 
into greyscale images. [18]. The combination of a 
static analysis and an advanced deep learning RNN-
CNN model allows detecting malicious sources of 

data. According to reference [19], transfer learning 
can be applied to classify pictures of malware. The 
model was trained with Inception-V1 neural network 
and ImageNet pre-trained weights, which allowed 
extracting low-level features of images and testing 
them in three malware datasets. A malware 
classification and detection technique with a deep 
learning was adopted as mentioned in [20]. As 
reference [21] explains, malware samples can be 
classified with a deep learning intelligence that 
utilises Convolutional Neural Networks (CNNs). In 
[22], the author indicates that it is possible to use 
transfer learning to classify the pictures of the 
viruses. To design this new model, we have applied 
the Xception-V1 neural network and ImageNet 
dataset to train the weights. To effectively 
distinguish malware pictures into distinct families, 
the author proposed a CNN-based architecture in 
[23] which includes three convolution layers and one 
fully connected layer. The architecture described in 
[24] is a new hybrid and combines two already 
trained network models successfully. The study 
seeks to explore the malware detection and 
classification features based on modern machine 
learning (ML) methods, including K-Nearest 
Neighbours (KNN), Extra Tree (ET), Random 
Forest (RF), Logistic Regression (LR), Decision 
Tree (DT), and neural network Multilayer 
Perceptron (nnMLP). The publicly available dataset 
that they utilize is UNSWNB15. In our proposed 
research, we used the feature encoding method to 
encode our data to all numeric values. They then 
applied the entropy-based feature selection method 
known as Term Frequency-Inverse Document 
Frequency (TFIDF) [25] to select the most optimal 
features and then input the dataset into the machine 
learning models to do the classification. According 
to the results of the study, the model of machine 
learning with the highest accuracy level was also 
Random Forest, which is 97.68. AutoML, an 
efficient approach was developed in [26] to reduce 
the requirement of technical expertise in the 
development of personalised Deep Learning (DL) 
models. This is done through automation of 
important parts of the machine learning pipeline, 
such as hyperparameter optimisation and neural 
architecture search (Nas). They show that the 
AutoML method is better than the state-of-the-art. 
Convolutional Neural Networks (CNNs) do not 
require much computation in determining the 
network structure. [27] shows a new approach to the 
detection of malware with the help of deep learning. 
It attains better performance than traditional 
methods by applying the advantages of both the 
static and dynamic analysis. Firstly, it creates a 



 Journal of Theoretical and Applied Information Technology 
31st October 2025. Vol.103. No.20 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
8559 

 

graphical image of a portable executable (PE) file as 
a colored picture. Moreover, it applies a fine-tuned 
deep learning model to obtain detailed information 
about the color image. Also, it uses the support 
vector machines (SVM) to detect malware based on 
its deep properties. They combine deep learning, 
machine learning and do not require feature 
engineering processes and domain knowledge, 
which are tedious. Since then according to the 
analysis, various methods have been suggested to 
classify malware but all of them have their 
drawbacks thus a need to have an effective 
mechanism by which all the drawbacks can be 
solved.  
A sparkling enhancement of malware detection and 
classification over the past few years has seen 
scholars deploying the most recent deep learning and 
multipurpose tendencies to enhance quality and 
reliability. The support vector machine (SVM) based 
deep learning approach was proposed in [28], and it 
demonstrated effective malware classification on 
benchmark data. In line with this, [29] proposed a 
malicious URL detection system based on BiLSTM 
that demonstrates how the sequential learning of 
contextual embedding’s can be successfully applied 
to identify more sophisticated threats. 
 
In another advancement of malware classification 
based on images, 2024 papers spoke about 
alternative convolutional neural network (CNN) 
models. A dual convolutional malware network 
(DCMN) was developed in [30], whereby two 
parallel CNN branches were used to process 
malware images to achieve improved generalization 
and a higher detection rate. Another hierarchical 
attention mechanism proposed by the authors in [31] 
to enable the black-box problem of the original deep 
learning models to be solved is to make the malware 
family classification more explainable. Meanwhile, 
[32] exploited the idea of self-supervised learning 
(MalSSL), which enables appropriate and label-
efficient classification of malware, in particular, in 
realistic applications, where a little label information 
is available. 
 
Lightweight and resource efficient models were also 
of interest. In [33], the notion of a knowledge 
distillation-based framework was proposed and 
decreased the cost of computation without 
deteriorating the accuracy. Similarly, it was 
established that in [34], some of the evolutionary 
feature selection techniques were applied in order to 
optimize machine learning pipelines to detect 
malware and significantly enhance model efficiency. 
With edge devices, [35] suggested a dual-attention 

deep network and demonstrated that malware 
classification systems could be deployed in 
resource-constrained IoT settings. 
 
The other trend in research was that of hybrid and 
transformer based architectures. In [36], a CNN 
model was implemented as a transformer to fuse 
attention and convolutional layers to obtain better 
results in malware classification on images. To this 
end, a lightweight solution based on low complexity 
ML solution [37] provided an alternative lightweight 
solution that may be integrated into pipelines of real-
time detection. 
 
However, most significantly, a paper suggested 
GCSA-ResNet [38] a ResNet-50 deep neural 
network, which has Global Channel-Spatial 
Attention (GCSA) mechanism. The model has 
exhibited high malware classification on multiple 
data sets with very high accuracy rates (over 98 
percent), number of false positives, and higher recall 
and F1-scores. As discussed, attention-enhancing 
transfer learning models are the future of malware 
detection study development. 
 
In general, based on the latest literature, one can say 
that the development of classical CNNs can be 
traced to the novel methods including self-
supervised learning, attention mechanisms, and 
lightweight network designs. All these solutions 
address critical scalability, explainability, real-time 
implementation problems, and bring malware 
classification to the state-of-the-art. 
 
Previous research regarding the taxonomy of 
malwares has been mostly preoccupied with the 
adoption of classical machine learning techniques as 
well as early deep learning models, such as CNNs, 
RNNs, SVMs and hybrid methodology. These 
methods worked well in terms of accuracy, but they 
also failed in terms of large training times and in 
terms of generalization over datasets and in terms of 
polymorphic or obfuscated malware. One example is 
[12], which suggested visualizing malware using 
grayscale, but manually engineered the features and 
was not scalable. The CNN based models, in their 
turn, worked well in the detection, too, but were 
prone to the data-unbalance and overfitting issue, 
too. In its turn, the present study is driven by the 
reality that a firmer and a more efficient approach is 
required. Our experiment is quite the contrary since 
we complement the data with transfer learning with 
ResNet-50 in order to gain the advantage of the pre-
trained knowledge by way of ImageNet and generate 
variations on the samples in the malware sets. In 
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addition to maximizing accuracy, this combination 
has the advantage of maximizing training time, and 
increasing resilience across various datasets. 
 
3. PROBLEM STATEMENT 

Malware researchers are currently investigating 
the idea of picture visualization as a means of 
computer vision as a method to combat malware 
evasion mechanisms. But this is not the case when it 
comes to dealing with malwares that have different 
structures and sizes but belong to the same family. 
The appearance of a viral variation image depends 
on the style, form and size of the source code. As an 
example, one feature extraction method might only 
discover similarities between groups that are very 
similar or differences within a different group. 
Detailed information regarding the type of malware 
that could be detected by using these less precise 
methods does not exist. The main purpose of this 
study is to classify malware object code into 
families. The samples of malware are created with 
the help of the object code of the program which are 

properly documented and photographed. Among the 
25 malware families, one malware family has the 
best number of malware. Images are classified using 
deep learning models which have high performance 
in image classification.  

 
Research Questions and Hypotheses: The 

following are the research questions and hypothesis 
in this study. RQ1: Does the transfer learning with 
ResNet-50 significantly improve classification of 
malware data sets with different levels of 
complexity? RQ2: Does the data augmentation 
reduce the overfitting and improve the 
generalization in the malware classification task? 
H1: Transfer-learning on ResNet-50 will achieve 
accuracy of above 98 per cent on different malware 
datasets. H2: Data augmentation will decrease 
imbalance in the number of classes and increase the 
recall performance compared to models trained 
without augmentation. 

 
 
 

 Table 1. Comparative Analysis 

 
Reference Algorithm Advantage Limitation 
[1] K-Nearest Neighbour 

(KNN) 
Provides good 
classification accuracy 

Susceptible to overfitting 

[2] Decision trees + SVM + 
boosting (hybrid) 

Enables multi-stage 
classification 

Performance is lower 
compared to deep models 

[3] Static analysis Produces accurate 
outcomes 

Requires high computational 
effort 

[4] Multi-class SVM Faster execution Limited predictive accuracy 
[5] Convolutional Neural 

Network (CNN) 
Quick during testing Training phase is 

computationally expensive 
[6] CNN Low inference time Long training duration 
[7] CNN Performs efficiently at 

test time 
Demands extensive training 
resources 

[8] CNN Simple deployment Computationally heavy to train 
[9] Recurrent Neural Network 

(RNN) 
Straightforward parameter 
tuning 

Needs large datasets for 
effective learning 

[10] CNN + LSTM More user-friendly Training requires more data 
[11] Lightweight CNN High accuracy despite 

reduced size 
Performance depends on 
specialised hardware 

[12] KNN Easy to use Accuracy is limited 
[13] CNN algorithm User-friendly structure May yield lower accuracy 
[14] CNN High accuracy Inference can be slow 
[15] CNN with BAT 

optimisation 
High accuracy Sensitive to class imbalance 

[16] GoogLeNet + ResNet Achieves high accuracy Training is time-intensive 
[17] Multilayer Perceptron 

(MLP) 
High predictive power Computationally expensive 

[18] RNN–CNN hybrid Robust accuracy Requires costly computation 
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[19] Xception-V1 Lower computational cost Reduced accuracy 
[20] CNN Quick in prediction Compromises on accuracy 
[21] CNN Efficient in testing Accuracy remains limited 
[22] Xception-V1 Economically efficient Lacks strong accuracy 
[23] CNN Fast testing speed Insufficient accuracy 
[24] Hybrid network High prediction 

performance 
Training time is longer 

[25] KNN, ET, RF, LR, DT, 
nnMLP 

Simple to implement Limited accuracy 

[26] Automated ML (AutoML) Easy to apply Requires more current datasets 
for best results 

[27] Innovative deep learning Delivers strong accuracy Needs refinement for better 
generalisation 

 
4. PROPOSED WORK 

Deep learning technology may be used to 
automatically detect and categorize hazardous 
binaries. In order to effectively train the model and 
later use it for the purpose of categorizing or 
identifying unknown harmful samples, machine 
learning algorithms need a substantial amount of 

data. In this section, a more advanced transfer 
learning model based on ResNet-50 has been built. 
The focus of this development is on implementing 
the model inside this specific paradigm. This section 
also encompasses the configuration parameters and 
evaluation measures for performance assessment. 
Figure 1 illustrates the suggested design in a 
schematic format. 

Figure 1.  Schematic representation of the suggested methodology 

 
4.1 Dataset Description 
The work relies on Malimg, malevis and Microsoft 
big2015 datasets. In order to be included as part of 

the mailmg dataset, the malware binary files, 
commonly known as portable executables (PEs), 
were converted to PNG images. This database has 25 
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different types of malware, and each type is depicted 
by a picture. In the validation process, each 
Convolutional Neural Network (CNN) must be 
trained to respond correctly to the specific feature of 
each malware type and correctly predict the class 
name of an unseen malware binary image. In the 
Microsoft BIG 2015 dataset, there are nine distinct 
types of malware: Ramnit, Lollipop, Kelihos ver1, 
Kelihos ver3. Tracur and Obfuscator. The other two 
are ACY. Malware samples are not randomly 
distributed in the Malimg dataset by classes. The 
malware samples in the two different files are 
marked by the letters ".byte" and ".asm". To 
illustrate, the file with the extension of .bytes 
contains the hexadecimal representation of the 
binary data within a file, but the IDA disassembler 
reads the code stored in this file. To create evil 
images.  we only used byte files as a test. The 
malevis dataset includes samples of malware 
belonging to 25 malware classes. It has 9,100 
training and 5,126 testing samples. The amount of 
training samples and variety of testing samples is 
350 samples per level. Each of the classes has 350 
samples. Some of the malware that can get into your 
computer include Adposhel, Agent-fyi, Allaple.A, 

Amonetize.A, AutoRun-PU, and BrowseFox.rfn. A 
few examples are Elex, Expiro-H and HackKMS. 
Hlux did not reply very slowly. Injector, InstallCore, 
and IK. The Snarasite, A and Sality D have a number 
of plug-ins, such as C, Neoreklami, Neshta and 
Regrun, which are based on VbHilium.A and Vilsel 
is one of the major parts of the process, as well as 
Transcript. 
We operate PE malware binaries. The PE file is very 
commonly a program whose file extensions are dll 
or exe. PE files are commonly identified by the 
following file extensions: .tex, .rdata, .data and .rsrc. 
The first, which is called the text, also includes the 
instructions in a program. The read-only data is 
stored in the.rdata section, editable data is stored in 
the.data section, and the harmful resources are in 
the.rsrc section. One way to produce textural 
patterns is to convert a set of destructive data 
binaries to 8-bit pixels within a greyscale image. 
These numerous textures of a viral binary can be 
observed when an image of this virus is observed. 
Malware can be categorized based on the following 
schemes. The research incorporates greyscale 
images of malware programs that are coded in 
the.jpg format as in Figure 2. 

 

Figure 2.  Binary data conversion 

 
The current research was done in compliance with a 
systematic research procedure with four major 
stages. To start with, three benchmark datasets were 
chosen, namely Malimg, Malevis, and Microsoft 

BIG2015, to make sure that the malware families 
and file structures will be diverse. Second, the 
malware binaries were turned into grayscale, resized 
and enhanced with additional transformations like 
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rotation, flipping and zooming to make them more 
varied and minimize overfitting. Third, a ResNet-50 
ImageNet-pretrained model was fine-tuned through 
transfer learning and augmentation was performed 
during the training to enhance generalization. Lastly, 
the model was tested against various performance 
metrics such as accuracy, recall, precision, and F1-
score and the findings were analyzed with respect to 
the existing techniques considered to be at the state 
of art. This research design is structured, proper and 
rigorous on the method, and comparable to other 
studies. 
 
4.2 Preprocessing and Augmentation 

Generate greyscale representations of malware 
executables using a set of labeled samples. After 
subtracting the ImageNet mean RGB value from 
each pixel, input the resulting picture into Resnet 50 
to enhance transfer learning using a low-dimensional 
RGB image. Preprocessing is the only method for 
eliminating impurities and noise from pictures. 
Resizing each picture in the collection is necessary 
due to the diverse range of images. As part of an 
experimental project, images are enlarged to several 
dimensions, such as 32, 64, 128, and 256. Data 
augmentation may be used to enlarge a dataset when 
it is insufficiently large. This approach uses an 

already available dataset to create a fresh one. Image 
data augmentation refers to the process of applying 
various transformations to an input dataset of 
pictures in order to create a modified dataset. Images 
may undergo rotation, shearing, zooming, vertical or 
horizontal flipping, and adjustment of their 
brightness levels. The ImageDataGenerator, a deep 
learning package, may be used to augment datasets 
when doing experiments with Keras. Table 2 
displays the specific parameter configurations for 
this particular case. 

 
Method Settings Method Settings 

Rotation scale 0.2 Resale 1/250 

Width shift 0.2 Shear 
range 

0.2 

Height shift 0.2 Zoom 
range 

0.2 

Horizontal 
flip 

True Fill 
mode 

Nearest 

 
Table 2. Augmentation parameter 

 

 

 
 

Figure 3. Process of augmentation 
 
Noise in binary pictures makes it difficult to 
recognize malware, which reduces the accuracy of 
the classifier and raises the cost of the calculation. 
As a result, various preprocessing measures are 
needed to get rid of these artifacts and make 
categorization easier. Grayscale images were created 
using Equation (1) to transform RGB images. 
 
gray (z , t) = 0.3∗ 𝐸 (𝑧, 𝑡) + 0.59 ∗ 𝐹(𝑧, 𝑡) 
                                    + 0.11∗ 𝑉(𝑍, 𝑡) (1) 

 
The colour channels of an RGB picture with a size 
of N B are denoted as gray(z, t), E(z, t), F(z, t), and 
v(z, t). Subsequently, we used an adaptive histogram 
equalisation technique to ascertain the contrast of the 
gray-level picture after enhancement (z, t). To 
calculate the average, we used four filters of 
different dimensions, namely 3 by 3, 5 by 5, 7 by 7, 
and 9 by 9 (z, t). By applying Equation (2) to the 
variables z and t, we obtained the error mask (z, t). 
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Errormask(z,t) = contrast(z,t)–average(z,t)     (2)                                                                
 
When we employed the thresholding approach to 
eliminate the errormask (z, t), Equation (3) R was 
used to obtain the thresh (z, t)   
 

Thresh(z,t) = ൜
1     𝑒𝑟𝑟 𝑚𝑎𝑠𝑘 (𝑧, 𝑡) ≥ 𝑅

0     𝑒𝑟𝑟𝑚𝑎𝑠𝑘 (𝑧, 𝑡) < 𝑇
 (3) 

 
When used to the morphological opening procedure, 
this resulted in the removal of tiny items. There are 
no linked components with less than "o" pixels 
eliminated from the binary picture using the 
morphological opening operation (thresh) (z, t). 
Afterwards, the final picture may be retrieved. 

4.3 Classification 
ResNets, also known as residual networks, are 

deep convolutional networks that include shortcut 
connections to allow the network to skip blocks of 
convolutional layers within the network. Building a 
bottleneck could be achieved with the following two 
rules: Each time the size of the output feature map is 
halved, the number of filters in each layer doubles, 
despite the fact that the same number of filters was 
used earlier. After every convolution step, and 
before passing the ReLu activation function, two-
stride convolutional layers with downsampling and 
batch normalization are implemented. When the 
dimensions of input and output are equal, then the 
identity shortcut applies. The projection shortcut can 
be matched by using the 1 * 1 convolutions. In all 
cases, feature maps of any dimension are shortcut to 
two steps. Finally, there is a fully connected (fc) 
layer of 1,000 nodes to which the softmax function 
is applied to trigger a network. The cumulative 
number of trainable parameters across all 50 
weighted layers is 23,534,592. Our technique uses 
ResNet-50 for object recognition, which has been 
trained using the ImageNet dataset. Although it may 
be difficult to gather and label a significant amount 
of malware samples, using ResNet-50 trained on 
ImageNet can still be advantageous for tasks 
involving the identification of malware images. We 
used transfer learning to transfer the first 39 layers 
of ResNet-50, which are specifically applied to the 
job of classifying malware. Layers such as these may 
be used to extract acquired traits. When discussing 
"bottleneck features," we are referring to the 
activation maps generated by the learnt feature 
extraction layers of the analysis process. To train a 
25-connected softmax as a replacement for the 
1,000-connected softmax, we use the bottleneck 

characteristics of our malware byteplot pictures as 
input. 

The training of the proposed architecture 
involves doing back-propagation and feed-forward 
processes in two sequential runs. Beginning with the 
output layer, the feed-forward process moves in 
reverse until it reaches the first convolutional layer. 
Equation (4) is used to compute the forward pass. 
 
 𝐼𝑛௨

௞ =  ∑ 𝑤௨௛
௞௕

௛ୀଵ 𝑧௛ +  𝑣௨            (4) 
 
Here ‘u’ is the number of layers and ‘k’ is the input. 
Equation (5) illustrates the output of the nonlinearity 
ReLu function.  

𝑜𝑢𝑡௨
௞ = max(𝑜, 𝐼𝑛௨

௟ )  (5) 
 
All of the neurons of the convolutional and fully 
connected layers use equation (4) to calculate the 
input as a nonlinear activation. All the neurons in the 
convolutional and fully connected layers are used to 
compute the input (5) by using equations (4) and (5). 
To get 1 as an output, there must be an input value 
of 0 or greater. These binary images were analyzed 
with multiple convolutional layers with an equal 
number of kernels, and the aim of identifying 
malware-specific characteristics. The kernels are all 
the same size (both widthwise and heightwise) and 
also contain the same amount of channels. A 
convolution of an image with size N is defined by (n, 
b). 
 
 

X(n,b) = (N∗ 𝑞) (𝑛, 𝑏) 
              =∑ ∑ (𝑛 − 𝑗, 𝑏 − 𝑘)𝑞(𝑗, 𝑘)௞௝ (6) 
 
where q is the convolution kernel in size of j. The 
weight and bias of the neurons in the convolutional 
layer are shared among the convolution kernels, 
which analyze the input features within a specific 
local receptive field. Each convolutional neural 
network has its own distinct set of features that it 
learns during training. The process of analyzing the 
input features using convolution is commonly 
referred to as 
 

𝑧௨= d (∑ 𝜔௨ ∗ 𝑧௨ିଵ + 𝑣௨)    (7) 
 

where 𝑧௨ିଵ and 𝑧௨respectively denote the input and 
output feature maps of the u-th layer. 𝜔௨and 
𝑣௨  respectively denote the convolution kernels and 
bias of the u-th layer.  These include ReLU, sigmoid, 
and tangent functions. Resnet 50's nonlinearity and 
convergence speed may be improved by using the 
ReLU function, which is one of the many. In this 
research, it is used as a model because of its excellent 
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performance. Here's how we define the ReLU 
function: 

 
            𝑧௛ = max (0, 𝑧௛,

)                       (8) 
 
The pooling procedure serves to reduce the size of 
the output feature map, prevent the dimensionality 
problem, and preserve the specified features from 
the feature map when the convolution layer is 
typically connected to the pooling layer. The pooling 
operation can be described as follows: 
 

𝑧௡,,௕,
= 𝑝𝑜𝑜𝑙 (𝑧௡,௕)       (9) 

 
Where 𝑧(௡,௕)  and 𝑧(௡,,௕,)Feature map values before 
and after the process of pooling are shown. (n,b), and 
pool(∙)The pooling function is represented by this. 
As well as average and maximum pooling 
operations. Stacking the convolution block results in 
the Resnet 50, which is favorable to learning more 
plentiful features since it combines the convolutional 
and pooling layers into a single structure. For 
example, a pooling layer slide retrieves the average 
value of features inside a square window of 
dimension KK over a NN feature map and so reduces 
the spatial size of N/N to K dimensions. 

The output of a layer is combined with 
another layer at multiple levels within the 
convolution and recognition blocks. This is done 
after implementing a non-linear function. It is crucial 
to appropriately combine the output from the 
relevant layers in the main route to achieve the 
desired effect. Finally, a Softmax function is applied 
to calculate the likelihood of each malware type's 
categorization (0, 1). The Softmax function is 
described in Equation (10). 

 

𝑜𝑢𝑡௨
௞ =  

௪೔೙ೠ
ೖ

∑ ௪
೚ೠ೟ೕ

ೖ

ೠ

                (10) 

 
This function shows how back-propagation strategy 
is used to reduce the cost function. 
 

X = -
ଵ

௡
∑ 𝐼𝑛௡

௨ ൫𝑜(𝑡௨|𝑧௨)൯     (11) 

 
The Equation (11) represents the relationship 
between the total number of training samples (n), the 
sample value in the training set at the target time (zu), 
and the probability of properly categorizing the data 
(o) given the target time (tu) and the sample value 
(Zu). The estimation of training costs and the 
minimization of cost function X through transfer 
learning is achieved by utilizing the minibatch cost. 
The weights for convolutional layer k are adjusted 
for the next iteration as 𝑞௞

௥, based on the mini-batch 
cost and the weights at iteration r. 
 

𝛾௥ = 𝛾[௥஻/௡] 𝐶௞
௥ାଵ = 𝜇𝐶௞

௥ − 𝛾௥𝛼௞
డ௑෠

డொೖ
        (12) 

 
 𝑄௞

௥ାଵ = 𝑄௞
௥ + 𝐶௞

௥ାଵ                              (13) 
 
where 𝛼௞is the learning speed of layers k, 
𝛾Reductions in the initial learning rate can be 
attributed to an increase in the scheduling rate. The 
parameter α is used to determine the number of 
epochs, while the parameter μ is used to analyze the 
impact of the weights assigned to previous iterations 
on the current iteration. The classification of 
malware images can now be performed. 
 

 
Algorithm 1 Augmented transfer learning 
based Resnet 50 
Input: 
(Z, T) total number of images, and 𝑍̅ total number 
of unlabeled images. Transformation of images 
{𝑅଴, 𝑅ଵଵ, … , 𝑅௥} where R0 is the identity. Learning 
algorithms {L1, … , Ln}. 

(𝑍௧௥௔௜௡ , 𝑇௧௥௔௜௡), (𝑍௧௘௦௧ , 𝑇௧௘௦௧) = 𝑠𝑝𝑙𝑖𝑡(𝑍, 𝑇) 
do 
 for u from 1 to n: 
 𝑁௨  =  𝑡𝑟𝑎𝑖𝑛 {𝐿௨ , (𝑍௧௥௔௜௡ , 𝑇௧௥௔௜௡)} 
 endfor 
 for each image 𝑧̅ ∈ 𝑍̅: 
 for h from 0 to r: 
 for u from 1 to n: 
 ൫𝑡௨̅,௛, 𝑜̅௨,௛൯ = 𝑁௨൫𝑅௛(𝑧̅)൯ 
 endfor 
  endfor 

  (𝑡̅, 𝑜̅) =

𝑅𝑒𝑠𝑛𝑒𝑡 ቀ൛൫𝑡௨̅,௛, 𝑜̅௨,௛൯ൟ
௨∈{ଵ,..,௡},௛∈{଴,…,௥}

ቁ 

  if 𝑜̅ > 𝑡ℎ𝑒𝑟𝑒𝑠ℎ𝑜𝑙𝑑 𝑡ℎ𝑒𝑛: 

(𝑍௧௘௦௧ , 𝑇௧௘௦௧) = (𝑍௧௥௔௜௡, 𝑇௧௥௔௜௡) ራ{(𝑧̅, 𝑡̅)} 

   𝑍̅ = 𝑍̅ \ {𝑧̅} 
      endif 
      endfor 
while {𝑍̅ ≠ ∅ or stop condition reached} 
return bestModel (N1, … ,Nn, (Ztest, Ttest)) 
[Train data, Test] = split(Dataset); 
% Phase I: optimal setting of the input values  
%% Axis variables = Setting, N = architecture 
Model 
for A = [Setting L, V, X, S] 
 for N = [Resnet 50] 
 for u = 70:30 
[train data (u), validity check (u)] = 
split(NonTestand test data); 



 Journal of Theoretical and Applied Information Technology 
31st October 2025. Vol.103. No.20 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
8566 

 

Model(N, A, u) = TrainNetwork[Model = N, 
Setting = A, train(u), valid(u)];  
Valid data (N, A, u) = Predict[Model(N, A, u), 
valid(u)]; 
 
end 
PerfValid(N, A) = mean[PerfValid(N, A, u)]; 
End                                                                                                                                                                                               
end 

[N*, A*] = argmax[PerfValid(N, A0]; 
Output: classification feature 
 
5. PERFORMANCE ANALYSIS 

Using a publicly available dataset, we test the 
model's performance and compare it to methods 
previously published in the literature. 

 

 
 

Figure 4: Classified malware Greyscale images 
 
 

According to Figure 4, the proposed technique 
efficiently categorises the malware pictures.  
 
Specifications like as accuracy, precision, F1 score, 
and recall are used to assess the behaviour of the 

proposed approach. For this evaluation, there are 
four fundamental principles to consider: It is  
 
important to differentiate between false positives 
and false negatives and actual positives and actual 
negatives. Data values that are identified as positive 
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by the algorithm are often referred to as "TP" (true 
positives). The system categorises negative data 
figures as "TN." Figures that are acknowledged as 
positive but do not correspond exactly to the specific  
 
ones are referred to as false positives (FP). It is 
defined as the set of numbers that are characterised 
as negative but are not exact. 

 TP means malware is present 
 TN means malware is not present and is not 

identified. 
 FP means malware is not present but is 

identified. 
 FN means malware is present but is not 

identified. 
 
We also contrast the suggested technique with a few 
of the existing techniques concerning these 
parameters. 

Figure 5: False positive Vs. True positive 
 
Figure 5 shows the level of the malware augmented 
transfer learning based Resnet 50 classifier. As of 
from the figure the suggested methodology shows 
slight variation over actual rate of prediction. 
 
To demonstrate the efficacy of the proposed 
technique, several performance measures may be 
compared to other current systems. 

Table 3. Performance metrics 

Evolution matrix Description Formula 
Accuracy The total accuracy rate of 

accurately anticipated cases 
over the whole dataset. 

Accuracy =
ோைାோ஻

ோைା஽ைାோ஻ା஽஻
 

 
Recall 

The accuracy is a ratio of 
correct predictions to the 
total number of instances.  
 

 

Recall = 
ோை

ோைା
 

 
Precision 

It represents a small portion 
of the relevant forecast 
compared to all the projected 
values.  

 

Precision = 
ோை

ோைା஽
 

 
F measure or F1 score 

The F-measure may be 
simply calculated by using 
two metrics, accuracy and 
recall.  

 

Fmeasure =2∗
(௉௥௘௖௜௦௜௢௡ ∗ோ௘௖௔௟௟)

(௉௥௘௖௜௦௜௢௡ାோ௘௖ )
 

 
 
Figure 5, Figure 6, and Figure 7 respectively contain 
the metric values of AlexNet, Resnet-50, deep neural 
network models, and the proposed model 
respectively. These are the metrics of the Malimg 
dataset, the Microsoft BIG 2015 dataset, and the 
Malevis dataset, respectively. These plots show that 
the suggested approach is better than deep neural 

network topologies based on transfer learning. The 
results of the other two deep neural networks had 
high variations in all three datasets, yet our network 
continued to provide similar results in all three 
datasets. According to the above-presented 
scenarios, our network is more resilient than the 
current deep neural networks and performs even  
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Figure 5: Comparative analysis of the suggested methodology over Malimg dataset 

 
Figure 6: Comparative analysis of the suggested methodology over Big 2015 dataset 

 

 
Figure 7. Comparative analysis of the suggested methodology over malevis dataset 
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better than the ones already deployed. The study has 
revealed that the suggested method is better than 
other existing operations.  
Several other studies that are similar to the current 
one have been published, and they demonstrate how 
the transfer learning and CNN-based model can be 
used to classify malware. As a reference point, Chen 
(2018) trained Inception-V1 using transfer learning 
and received a significant accuracy, where Lo et al. 
(2019) trained Xception-V1 to classify the malware 
images. However, the performance of such models 
was between 94 and 97 which is comparatively less 
than 99.23% accuracy in our experiment. Our model 
is also more efficient and generalized compared to 
CNN-only methods when proposed by Kalash et al. 
(2018). What is worth noting, though, is that our 
work has limitations. First, ResNet-50 is extremely 
computationally intensive, and may be unavailable 
on small or low-energy platforms. Second, the 
publicly accessible datasets may not be quite 
adequate to monitor the sophistication of novel 
polymorphic malware. Finally, no tests on 
adversarial malware attacks were conducted, which 
leaves a gap in the validation of the robustness of the 
proposed model to intentional evasion. 
Open Research Issues: The model is very accurate 
and robust but there are a lot of research issues and 
gaps. The first issue is that current deep learning 
classifiers are susceptible to adversarial malware 
samples that are explicitly structured to bypass 
detection. The other problem will be the asymmetry 
of malware datasets where some malware families 
will be overrepresented which can be biased in the 
classification outcome. In addition to this, ResNet-
50-based deep models are not interpretable, making 
them difficult to use in a forensics or regulation 
setting that requires explainability. Finally, 
scalability of deep learning models is not a settled 
issue yet, and to work with such models in real time 
or in an IoT device, one would have to find a way to 
implement them leveraging diminutive architectures 
with lower computing duties. The reduction of such 
problems will be of paramount importance to the 
subsequent transfer of the idea of deep learning in 
malware detection to practice. 
 
6. CONCLUSION 

Extensive research has been carried out on the 
identification and categorization of malware. 
However, the ability to accurately identify and 
classify various types of malware continues to be a 
major issue in the area of cyber security. The use of 
code obfuscation and packaging techniques poses 
challenges in the identification of malware. The 
objective of this study is to use binary 

representations of malware and deep learning 
techniques to categorize different types of malware. 
Utilizing visual malware similarities to precisely 
categorize malware is a legitimate approach, as 
shown in this case. Our technique was evaluated on 
three publicly available datasets, with an average 
accuracy of 98.2%, followed by 95.66% and then 
99.5%. Our method eliminates the need for manually 
creating feature extractors by using binary graphics 
as the foundation for representing malware. Our 
research also demonstrated a successful transfer of 
knowledge from the ImageNet classification task to 
the classification of malicious code in real-world 
settings. In our testing, we discovered that the 
ResNet-50-trained feature extractor performed 
better than the GIST feature extractor mentioned in 
the literature. Our goal is to categorize malware in 
the future by using optimization algorithms. In the 
future, the model aims to present an ensemble 
framework for Android malware detection. This 
framework will enhance prediction performance and 
advance the current state of the art. Another 
approach is to provide a more effective optimization-
based deep learning framework to greatly enhance 
malware detection. 
 This work can be expanded by research in future in 
a number of ways. The integration of ensemble deep 
learning models, combining the multiple 
architectures, is one of the promising directions that 
would lead to further enhancing the robustness 
against unknown malware families. The second 
promising direction is the use of adversarial learning 
so that models can be trained to resistant malware 
specifically created to avoid detection. Also, 
lightweight implementations of ResNet and related 
architectures will be worth considering in order to be 
deployed to IoT and edge environments where 
computational power is constrained. Lastly, studies 
can also be dedicated to the development of real-time 
malware detectives pipelines that incorporate 
network traffic monitoring and image-classifying 
pipelines to guarantee more viable and scalable 
cybersecurity measures. 
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