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ABSTRACT

Relevance of the research

The relevance of this study is determined by the need to increase the information openness of local
government through the implementation of sustainable, interoperable, and cognitively oriented digital
technologies.

Aim of the research

The aim of the study is to formalize an integrated digital framework for local government aimed at ensuring
information openness, taking into account the parameters of cyber resilience, administrative efficiency, as
well as ethical and technological coherence.

Research methods

The study employed the following methods: comparative cross-analysis, decomposition analysis,
architectural modelling, sequential modelling, requirements and class modelling, Kanban modelling,
cognitive modelling of user interaction.

Results

The study confirmed the key role of digital technologies in increasing information openness of self-
government bodies, in particular through the use of e-Government portals, Open Government Data (OGD),
Customer Relationship Management (CRM) and e-Participation as balanced tools of transparency and
accessibility. The proposed framework is based on centralized Application Programming Interface (API)
orchestration, traceable transaction routing, and a cyber-resilient monitoring module (CyberMonitor),
which ensures regulatory verifiability of service interaction. Institutional scalability, techno-ethical
compliance, and cognitive accessibility are achieved through modular architecture, class typification, and
Kanban strategy for implementing digital openness.

Academic novelty of the research

The academic novelty of the research is the formalization of a multi-level framework for digital governance
with an interoperable architecture centralized through the e-Government Portal. A metamodel for
evaluating digital technologies based on the criteria of openness, cyber resilience, and institutional
resilience is proposed.

Prospects for further research

Further research should be directed towards launching a controlled pilot project to empirically test the
functioning of the framework in local e-government settings. The testing results should become the basis
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for its adaptive implementation, taking into account the parameters of institutional stability, cyber

resilience, and regulatory integration.
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1. INTRODUCTION

In view of the current digital transformation of
public administration, the key vector for the
development of local self-government is ensuring
information openness as an institutional attribute of
transparency, accountability, and accessibility of
administrative activities. Digital technologies form
the infrastructure basis for the implementation of
the principles of open governance, contributing to
the reduction of information asymmetry, increasing
the level of citizen participation and integrating
feedback mechanisms into management processes.
The use of e-Government, OGD, e-Participation
platforms and analytical tools based on artificial
Intelligence (AI) ensures cognitive unification of
digital services and increases institutional resilience
to information threats.

However, the processes of implementing digital
solutions are accompanied by an increase in

operational  vulnerability, cyber risks, and
technological heterogeneity, which calls into
question the appropriateness of  universal

application of individual technologies without
taking into account security = parameters,
interoperability and managerial relevance. In this
regard, the task of stratifying digital tools,
identifying balanced configurations, as well as
building frameworks capable of optimizing
information openness while minimizing systemic
threats becomes relevant.

The aim of the study is to formalize a multi-level
digital governance framework for local self-
government bodies that ensures information
openness through interoperable architecture, cyber-
resilient monitoring, and modular scalability. The
expected outcome is the creation of a novel
evaluative metamodel and structural solution that
demonstrates academic originality by integrating
transparency, resilience, and techno-ethical
compliance into a unified governance system.
Research objectives:

1. Verify the relative effectiveness of digital
technologies according to the criteria of information
openness and operational vulnerability through
comparative cross-analysis.

2. Stratify digital public administration tools
according to the parameters of productivity,

transparency, and cyber resilience, taking into
account institutional relevance.

3. Build a structurally stratified architecture of the
digital governance framework with a focus on
service interoperability and cyber resilience.

4. Formalize the sequences of interaction between
subjects of digital governance and framework
modules, taking into account access logic, routing,
and cyber surveillance.

5. Form functional dependencies of components
and determine the interface structure of the system
based on requirements and class modelling.

6. Identify the phases of framework
implementation, determine critical modules,
priorities and bottlenecks using Kanban modelling.
7. Stratify the digital user experience, taking into
account the stages of authentication, interaction,
and monitoring within cognitive modelling.

The study is scoped within the formalization of a
digital governance framework for local self-
government bodies, limited by the absence of
empirical validation and grounded on the
assumption of institutional readiness, infrastructural
capacity, and regulatory compatibility for scalable
and resilient implementation.

The study addresses the critical problem of
enhancing information openness in local self-
government amid digital transformation, where
technological fragmentation, cyber vulnerabilities,
and limited interoperability undermine transparency
and citizen trust [30], [32], [35]. Recent scholarship
highlights the need for integrated frameworks
combining inclusivity, resilience, and regulatory
compliance [31], [33], [37]. Building on these
findings, the research objectives are to conduct a
comparative analysis of digital technologies, stratify
governance tools by transparency and cyber
resilience, and formalize a multi-level digital
framework that ensures institutional scalability,
normative legitimacy, and adaptive implementation
in contemporary public administration.

2. LITERATURE REVIEW

The current conditions of digital transformation of
public administration make the problem of ensuring
information openness of local governments
particularly relevant. Digital technologies are
considered a key tool for increasing transparency,
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accountability, and civic participation. In this
context, it is appropriate to conduct a systematic
analysis of academic approaches to the
digitalization of municipal administration in order
to outline conceptual and applied guidelines for
further research.

The authors [1] study the issue of digital
transparency in the field of migration management,
who demonstrated that digital technologies enhance
the information openness of local self-government
bodies through risk-based profiling tools, flow
analytics, and transparent visualization of migration
processes. The convergent use of digital platforms
for differentiated communication, monitoring of
flows, and accounting of migrants enhances
managerial adaptability and provides synergy
between local accountability and global security
responsibility [2].

Deepening the issue of data use in public
administration, the authors [3] proved that OGD
utilization was determined by multifactorial
configurations:  digital capacity of portals,
administrative leadership, budget injection, and
social demand. Dynamic qualitative comparative
analysis (QCA) analysis identified three trajectories
of platform activation, where portal infrastructure
was a key determinant of municipal data
exploitation with an emphasis on the institutional
capacity to build digital infrastructures as applied to
self-government [4].

Against this background, the contribution of [5] is
significant, who found that open governance was
implemented through regulatory unification,
digitalized rulemaking participation and
institutional transparency of social programmes.
The key vectors were transparency, anti-corruption
responsibility, youth inclusion and the introduction
of digital party mechanisms, while
instrumentalization was carried out through an
integrated platform for regulatory participation and
monitoring of regulatory acts.

In parallel, the researchers [6] demonstrated that
local governments used narrative infographics as a
digital visualization tool to increase political
communication resonance, cognitive perceptivity,
and managerial transparency. Infographics focused
on the areas of public safety and health and served
as digital facilitation in the processes of strategic
planning, risk management, and municipal
performance assessment.

Regarding the effectiveness of digital services, the
authors [7] proved that the quality of e-services in
local government at the village administration level
was determined by institutional support, functional
capacity and social value. Optimizing e-

Government  increased  service  efficiency,
transparency and trust levels, provided that there
was a techno-infrastructure, competent staff, and
high sensitivity to citizens’ requests.

The scientists [8] reached similar conclusions,
finding that Information and Communication
Technologies (ICTs) had intensified participatory
inclusion in the local government system, but
digital marginalization, infrastructural inequality,
and techno-cultural fragmentation remained
barriers. The authors emphasized the need for
technological benchmarking and institutionalization
of digital inclusion to strengthen citizen
participation in governance processes.

However, the authors [9] show that the problem of
cyber risks persists even in the context of digital
transformation: the authors demonstrated that cyber
vulnerability in the local government system
institutionalized  innovation  suppression and
strategic caution. At the same time, cyber incident
awareness increased administrative innovation,
while the cognitive gap under high threat conditions
activated the innovation support paradox, which
actualizes the concept of epistemic vulnerability
management in public cyber management.

The authors [10] presented a critical view of the
general barriers to digitalization, who noted that the
service paradigm of local government was
characterized by operational inefficiency, high
transaction  costs, limited scalability, and
dependence on subjects of administrative influence.
The proposed digital framework was supposed to
automate procedures, reduce cognitive load,
increase service resilience, and institutional
decentralization in the municipal service delivery
model.

In view of the need for a structural response to
these challenges, the author [11] analysed the
evolution of e-government in the local government
system and identified key barriers to digital
transformation: technological ~ fragmentation,
cybersecurity risks, human resource shortages, and
institutional inertia. The proposed measures —
strengthening  strategic ~ design,  innovative
modernization, strengthening data management,
human resource optimization, and reforming
management mechanisms — confirmed their
effectiveness based on case studies.

In summary, the researchers [12] found that the
application of Al in the local government system
ensured the creation of public value through data
integration,  regulatory  innovation,  service
smartization, and cross-sector coordination. Al
played the role of an infrastructure moderator (“Al
cage”) and a cognitive facilitator (“Al colleague™),
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increasing the flexibility and platform-like nature of
municipal governance.

In the context of Ukraine, the study [13] showed
that the digitalization of administrative services
increases the efficiency of public administration by
automating procedures, reducing the time for
processing requests, and minimizing corruption
risks. The introduction of electronic management
systems provides real access to analytical data,
which optimizes planning, resource allocation and
managerial resilience.

The author [14] also proves that the introduction of
digital platforms (in particular, “Diya”) contributes
to the growth of institutional transparency, service
accessibility, and anti-corruption resilience in the
public administration system. Structural barriers to
digital transformation are identified: infrastructure
asymmetry, budget insufficiency, and cyber
vulnerability, which limit the inclusiveness and
stability of the digital service environment.
Similarly, the researcher [15] argues that the cyber
threats represent an urgent problem for the
Ukrainian state. The same applies to assessing the
level of digital piracy. Too high indicators indicate
a clear deficiency on the part of the authorities in
stopping such criminal practices. In addition, the
current level of information security in Ukraine is
quite low. This is a serious task not only for central
authorities, but also for local governments. The
researcher emphasizes that the level of e-democracy
in any country is closely related to the
characteristics of traditional democracy and, above
all, to the features of the rule of law and civil
society. Taking into account the development of
these two factors, Ukraine still ranks in the middle
of the world ranking. At the same time, it should be
emphasized that the population of Ukraine has a
great demand and desire to further develop e-
democracy.

In turn, the study [16] emphasizes the integration of
digital technologies into environmental governance

mechanisms, in  particular  through  open
environmental data platforms and  digital
monitoring panels, which contribute to the

formation of transparency, public accountability,
and participatory governance. In the context of

Ukrainian self-government, the digitalization of
environmental policy is considered a key tool for
implementing the principles of green transformation
and institutionalizing climate strategies at the local
level.

At the same time, the authors [17] proved that e-
democratic  tools (e-petitions, e-consultations,
participation platforms) enhance public subjectivity,
institutional accountability and transparency in
digital governance. Structural limitations were also
identified:  fragmented infrastructure, digital
inequality, and cybersecurity deficit, which hinder
the systemic integration of e-participation into
governance processes under political turbulence.
Finally, the authors [18] substantiated the need for
regional stratification of the digital transformation
of public administration by forming digital
ecosystems focused on customer experience, talent
management, and predictive analytics. The
effectiveness of multi-stakeholder partnership,
digital leadership, and institutionalization of digital
competencies as key factors of synchronization
with the European digital paradigm was proven.
The analysis of literature established that digital
technologies act as a multifunctional catalyst in
increasing the information openness of local
government, ensuring regulatory transparency,
cognitive inclusiveness, service resilience, and
strategic adaptability. At the same time, the risks of
cyber vulnerability, institutional inertia,
technological fragmentation and digital
marginalization are becoming more relevant, which
creates the need for a comprehensive,
interdisciplinary response. In this context, it is
appropriate to further explore the role of digital
technologies as a system-forming tool for
information openness in the context of
administrative complexity and changing political
dynamics.

3. METHODS AND MATERIALS
3.1. Research design

The study was conducted in sequential stages -
Figure 1.
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Figure 1: Research sequence

Source: created by the authors

3.2. Methods

This study employed a set of methods that provided
multi-level stratification of analytical justification
and modelling of the digital local government
framework:

1. Comparative cross-analysis — to verify the
relative effectiveness of digital technologies
according to the criteria of information openness
and operational vulnerability; the results were
interpreted  graphically to identify balanced
technologies (Figure 2).

2. Decomposition analysis — to stratify digital
tools used in public administration according to the
parameters of productivity, cyber resilience, and
transparency; functionally relevant technologies
were identified taking into account institutional

feasibility (Table 2).

3. Architectural modelling — used to build a
structurally stratified model of the digital
framework (Figure 3), focused on service

interoperability and cyber resilience.

4. Sequential modelling — to formalize the
sequences of interaction between digital governance
entities and functional modules of the framework

components and determine the interface structure of
the system (Figs. 6-7), with a focus on modular
inheritance and cognitive unification.

6. Kanban modelling —to identify the phases of the

framework implementation, determine critical
modules, priorities and bottlenecks in the
implementation process (Fig. 8).

7. Cognitive user interaction modelling — to

stratify the digital experience of a citizen within the
framework, taking into account the phases of
authentication, interaction, and monitoring (Fig. 9).
These methods have provided a comprehensive
formalization of the technological, managerial, and
institutional components of digital governance.

3.3. Sample

The selection of digital technologies presented
below (Table 1) is based on the systematic results
of recent studies in the field of digitalization of
public administration. It covers key tools that
ensure information openness, administrative
efficiency and cognitive inclusion in the local
government system. The presented technologies
represent a range of architectural, algorithmic, and

. L. . service-oriented solutions that can transform
(Fig. 5), taking into account the logic of access, .
) ) management  practices based on  data,
routing and cyber surveillance. . o .. .
. . interoperability, and digital compliance.
5. Requirements and class modelling — to
formalize the functional dependencies of
Table 1: Selection of digital technologies used in local government
Name of digital Brief description Application mechanism _Challenges _ addressed by Rele.vant
technology implementation studies
Open machine- | Integration of  structured | Reducing information .
. L. . . Huang, Wu, Li
OGD readable data module | datasets into  municipal | asymmetry and  increasing
. & Zhang [19]
in API format portals transparency
Digital mechanism for | Formalized verification of | Institutionalizing digital e
. 5 . VN - . Nincevié¢
e-Consultations citizen participation in | participation through public | democracy and reducing « 12
. . L N Pasali¢ [20]
policymaking rulemaking interfaces regulatory inertia
Digital Data visualization | Interactive analytics with | Strengthening cognitive | Ayu
infographics based on cognitive | support for user segmentation | accessibility and managerial | Ardhanariswari,
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infographics legitimacy Hendariningru
m, Rachmawati
& Wahyu
Pratiwi [21]
Integrated CRM Digital — identification Algorithmic management of | Increasing service resilience and
systems systems for - appeals appeal cycles and service reducing processing time Wu22]
Y and feedback
. . Alcaide Muioz,
Electronic  interfaces . o ]
L . . . Integration of e-petitions, o .. S Rodriguez
e-Participation for interaction with - . Intensifying civic participation .
public budget, voting . . Bolivar &
Platforms local government and reducing transaction costs -
entitics modules Villamayor
Arellano [23]
Centralized multi- | Identification, routing and | Unifying access to services and
e-Government . . . . LS . . .
ortals service platforms for | delivery of digital services | minimizing administrative | Balaji [24]
P public services through a single interface fragmentation
Intelligent  algorith Inf Is for text . s
fore ;ie?litivz g(s)l? i)nri roir:snsciﬁ models - for uZX Automating administrative | van Noordt,
Al g PP processing, query procedures  and  increasing | Medaglia &
of management | prioritization and decision - .
.. . decision accuracy Tangi [25]
decisions generation
Siva Rama
Sensor systems with Real-time infrastructure Krishna,
Internet of Things | automated collection o . Rationalizing resource | Vasudeva
. monitoring via sensor .
(IoT) and transmission of management and reducing costs | Pavan Kumar,
.. network .
municipal data Tadi & H.
Badiger [26]
Digital systems for . .
Cyber . . Automated audit of | Reducing cyber threats,
detection, profiling and . L . . o .
management P vulnerabilities, policies and | increasing the cyber resilience | Schneider [27]
minimization of cyber . - f
platforms risks response scenarios of the administrative system
.. . . | Personalized  digital | Synchronization of registry, | Increasing personalization, | Bhanye &
Digital Civic | . . . . . .
identifiers with | transactional and service | security, and speed of access to | Shayamunda
Passports o . . .
attributive reporting attributes services [28]
Source: created by the authors
3.4. Instruments Participation, AI, and Cybersecurity), will
. significantly enhance the information openness of
The research tool was Mermaid chart [29] — a £ Y P

declarative visualization language for building
semantically structured graphs and flow diagrams,

which is integrated into the markdown
environment.  Mermaid  provided  cognitive
traceability, architectural formalization, and

representative composition of the relationships
between digital technologies, mechanisms of their
application and expected effects. The use of
Mermaid  enabled  structural decomposition,
interoperable positioning of components, and visual
modelling of impact configurations, which ensured
increased analytical accessibility and systemic
coherence of the research results.

4. RESULTS

The research is grounded in the hypothesis that the
integration of a stratified digital governance
framework, centred on an e-Government portal with
interoperable  modules (OGD, CRM, e-

local self-government bodies while simultaneously
reducing operational vulnerabilities. It is further
hypothesized that balanced orchestration of
transparency and cyber resilience through modular
architecture and protocolized monitoring will
ensure  institutional scalability, normative
compliance, and citizen trust in digital public
administration.

A comparative  cross-analysis of  digital
technologies (Table 1) is carried out to identify
their differential impact on the level of information
openness and the degree of operational
vulnerability of local government processes. The
assessment is based on the parameterization of
transparency, cyber resilience and functional
resilience in order to determine the optimal
configuration of technological support in the
context of the digital transformation of public
administration in relative units (Figure 2).
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Figure 2: Graphical interpretation of the results of a comparative cross-analysis of digital technologies involved in
local governance processes, ranked by conditional indicators of Information Openness and Vulnerability

Source: created by the authors

The intersection of the curves of Information
Openness and Vulnerability (Figure 2) indicates the
optimal balanced technology — e-Government
Portals, which demonstrates maximum integrative
efficiency while minimizing the risks of cyber
exposure and ensuring a high level of transparency.
Other technologies vary in dominance of either
transparency or cyber resilience, which requires
differentiated strategic implementation in the
context of municipal digital transformation.

The next stage of analytical modelling was the
decomposition assessment of digital technologies
involved in local administrative processes (Table
2), with a focus on the parameters of information
openness,  vulnerability, and  management
efficiency. This approach allowed for a stratified
positioning of tools within the state machinery,
verifying  productive and counterproductive
scenarios of their institutionalization in local self-
government structures.

Table 2: Results of the decomposition analysis of digital technologies involved in local governance processes with a
focus on ensuring the parameters of Information Openness and Vulnerability

Conclusion on the
Name of  digital . . . . ap pllcablll?y m the_ structure
Productive solutions Counterproductive solutions of public administration
technology L
within the scope of local self-
government
Integrati f API dataset: . . .
ceration of open da ascts, Fragmentation of formats, low level | Appropriate under centralized
automated  data  aggregation, . o
OGD . =2 7o of data update, lack of mechanisms | monitoring and metadata
ensuring institutional .. Lo
for authentication of sources standardization
transparency
Verified participation, digital
. traceability ) of ) d.e01s10ns, .Partlcl.patory formalism, low .d1g¥tal Recommended under high
e-Consultations regulatory integration into the | inclusion, weak reverse validation . .
Q. - . digital competence of citizens
political ~and  administrative | of proposals
process
Cognitive facilitation, adaptive
visualization of key performance | Single-vector representation, | Relevant as an auxiliary
Digital infographics indicators  (KPIs), increasing | manipulative interpretation, loss of | visualization module in
cognitive accessibility of | contextual relevance digital reporting
management information
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Conclusion on the
.. applicability in the structure
Name of  digital Productive solutions Counterproductive solutions of public administration
technology L
within the scope of local self-
government
Algorithmization — of  request
Integrated CRM | processing, analytics of citizen | Data overload, risks of personalized | Highly effective in parallel
systems interfaces, modular integration | leakage, insufficient interoperability | with a cyber resilience policy
with services
¢-Participation Digital inclusion, decentrahz'ed Dlgltal 'segregatlon, u'nau'tholrlzed Effective under sustainable
democracy, low  transaction | interventions, lack of institutional .
Platforms . . legal architecture
barriers moderation

e-Government portals

Single point of access, unification
of services, optimization of
administrative procedures

Administrative inertia,
fragmentation of components, lack
of technical support

Key technology in the digital
transformation of governance

Automated analytics, semantic

Opacity of models, algorithmic bias,

Effective as part of regulated

Al clasglﬁcatlon, adaptive decision- techno-ethical risks intelligent modulation
making support
Automated monitoring, sensor o Effective in the field of public
. . Cyber threats, synchronization .

IoT infrastructure,  real-time data g . . services under cyber

failures, excessive data generation .

feedback protection

Cyber management Vl.lh.ler.abll.lty audit, strategic risk Inertia of updates, high maintenance | Critical for a sustainable
minimization, incident S < . . . .

platforms o costs, risk interpretation complexity | information environment
protocolization
Personal identification, attributive | Threats to personal security, | Effective under compliance

Digital Civic Passports | reporting, acceleration of access | centralized control, loss of | with digital ethics and
verification anonymity security standards

Source: created by the authors

Decomposition analysis (Table 2) showed that
digital technologies in the field of local self-
governance demonstrate different levels of
functional relevance: the highest management
performance in terms of information openness,
cyber resilience, and service interoperability was
found in e-Government portals, integrated CRM
systems, and OGD platforms. In contrast,
technologies prone to high vulnerability (Al, IoT,
Digital Passports) require enhanced techno-ethical

stratification, regulatory moderation, and risk-
oriented  institutionalization = before  scaled
implementation.

The creation of a digital governance framework was
initiated on the basis of the analytical results of the
previous stages of the research. It was structurally
based on e-Government Portals as an optimized

intersection point between the parameters of
information openness and administrative
vulnerability (Figure 2). The framework design
involved institutionalizing management and
productivity solutions identified during the
decomposition analysis (Table 2), in particular
service unification, functional interoperability, and

modular scalability. The model architecture
integrated mechanisms of  techno-ethical
stratification, cyber-resilient —monitoring, and

adaptive public service management. It ensured an
increase in the digital institutional capacity of local
governments and the minimization of systemic risks
within the framework of digital transformation
processes: Figure 3 - Figure 9.
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Figure 2: Architectural diagram of the local government digital framework

Source: created by the authors in Mermaid chart [29]

The architecture chart of the framework (Figure 3)
illustrates the modular stratification of the local
government digital environment with central
orchestration through the Core API Gateway, which
ensures service interoperability. The integration of

components (OGD, CRM, e-Participation, Al,
Cybersecurity) provides balanced information
openness and minimized cyber vulnerability due to
segmented storage (registry, metrics, archive) and
protocolized access routing.

the e-Government Portal with  productive
»| Al
— | Infographics p—m—p Matrics
»| Gateway
J/—b Participation f——
Ul —‘—} Router ,__; Portal
—L'Lb OGD
CRM
l Registry _LI
| Auth £ _E Monitor 5 Archive __——§| Insights
Figure 4: Flowchart of the Local Government Digital Framework
Source: created by the authors in Mermaid chart [29]
The flowchart (Figure 4) demonstrates productive components (OGD, CRM, e-
centralized service orchestration based on the e-  Participation, Al, Infographics) is unified within the
Government Portal with transitive modulation of registry and analytical infrastructure, which

data flows through authentication, routing and
gateway management nodes. The integration of

provides a high level of information transparency,
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cyber resilience and analytical reproducibility in local government systems.
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Figure 5: Sequence Diagram of the Digital Framework of Local Self-Governments

Source: created by the authors in Mermaid chart [29]

The diagram (Figure 5) illustrates a sequential (OGD, CRM, Al). It also implements a cyber-

model of interaction between the subjects of digital
government. It implements access authentication,

supervision option for auditing the transaction flow
through CyberMonitor, which ensures the integrity

routing of requests through the APl gateway, of service orchestration and resistance to
processing of service requests by the e-Government  unauthorized interventions.
portal with the involvement of functional modules
<<Element>> <<Element>> <<Element>>
eGovPortal CyberMonitor APIGateway
Type: ORCHESTRATION_MOBULE Type: SECURITY_LAYER Type: ACCESS_INTERFAGE
i | |
<<satisfies>> <<satisfies>> <<satisfies>>
v v v
<<Requirement>> <<Requirement>> <<Requirement=>
transparency_req security_req interoperability_req
Id: R1 Id: R2 Id: R3
Text: Ensure institutional transparency via centralized digital portal Text: Maintain data integrity and access control Text: Ensure interoperability between subsystems such as OGD CRM Al Monitoring
Risk: Medium Risk: High Risk: Medium
Verification: Analysis Verification: Test Verification: Demonstration

Figure 6: Diagram of Requirements for the Local Government Digital Framework
Source: created by the authors in Mermaid chart [29]

The requirements diagram (Figure 6) formalizes the
compliance of key components of the optimized

framework with functional requirements: the
eGovPortal module ensures institutional
transparency as an  orchestration  centre;

CyberMonitor performs the function of data
protection and access control as a security layer;
APIGateway guarantees interoperability through a
standardized access interface.
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Figure 7: Local Government Digital Framework Class Chart

Source: created by the authors in Mermaid chart [29]

The formed class chart (Figure 7) reflects the
stratified service-oriented architecture of the digital
local government framework, in which EGovPortal
functions as a centralized orchestration interface
that implements request routing, authentication
management, and interoperable coordination of

domain subsystems. The abstract superclass
DigitalService formalizes common interaction
interfaces, providing typical inheritance for
functional modules (CRMModule, OGDHub,
Backlog In Progress Review

AlDecisionSupport, etc.), which contributes to
increasing cognitive unification and supporting
logic reuse. The inclusion of CyberSecurityMonitor
as an independent contextual agent allows the
implementation of the concepts of adaptive cyber
resilience and protocolized auditing. Centralized
storage of metrics in MetricsDB forms the basis for
strategic analytical support and KPI-oriented
decision-making within the scope of digital
municipal management.
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Figure 8: Kanban Diagram of the Local Government Digital Framework

Source: created by the authors in Mermaid chart [29]
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The Kanban diagram (Figure 8) illustrates the
phase stratification of the implementation of the
components of the digital self-government
framework based on the e-Government Portal, with
an emphasis on prioritization of tasks, distribution
of responsibility and monitoring of techno-
institutional dynamics. Architecturally critical
modules (authentication, cyber security, CRM
integration) are in the phase of high operational
load, while delays in the integration of participation
platforms signal interoperability and external
dependency risks.

Portal Access Flow

"(‘Dpﬂn portal URL

@ authModula

Gitizen (S ‘

O
Authenticato identity Navigata to servicas

Service Usage Flow

ecisionSupp
dule
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Reoaive service
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Audit logg moritored ]

Figure 9: Scheme of Cognitive Citizen Interaction with
the Digital Framework of Local Self-Government Bodies

Source: created by the authors in Mermaid chart [29]

The chart (Figure 9) demonstrates a three-level
phase stratification of the digital interaction of a
subject (citizen) with the e-Government Portal,
covering the modules of authentication, service
interaction, and post-operational monitoring.

Sequential  modular  decomposition  ensures
transparency of transactions, functional isolation of
stages, and increased cognitive controllability of the
user’s digital trajectory.

A stratified framework for digital local government
was created during the development (Figure 3 —
Figure 9), which provided service-oriented
interoperability between functional components
(OGD, CRM, e-Participation, Al, Cybersecurity)
through the centralized e-Government Portal
module. The architecture was based on modular
decomposition with orchestrated management of
request flows through the Core API Gateway,
which provided routing, authentication, and access
to domain services with protocolized traceability. A
segmented storage infrastructure (registry, metrics,
archive) was implemented, which supported logical
data isolation and created the basis for KPI-oriented

analytics. The cyber surveillance mechanism
through CyberMonitor performed the functions of
incident detection, transaction auditing, and

increased resistance to unauthorized interventions.
The class model of the system formalized the
typology of services through the superclass
DigitalService with the implementation of
specialized subsystems, ensuring the uniformity of
interaction and  cognitive continuity. The
implemented phase stratification of tasks in the
Kanban model captured the dynamics of the
framework deployment with an emphasis on
prioritization, distribution of responsibility, and
institutional  scalability. So, the framework
demonstrated the features of a holistic digital
management infrastructure with a high degree of
analytical manageability, regulatory compliance,
and adaptive cyber resilience.

In the context of the discussion related to public
administration,  the  developed  framework
represented an innovative and organizational
approach to the transformation of traditional
administrative ~ procedures  towards  digital
serviceability, which corresponded to the Good
Governance and Digital-by-Default concepts. Its
architectural structure ensured the implementation
of the principles of transparency, accountability and
subject  participation  through institutionally
stratified integration of digital modules into local
self-government. So, the framework not only
performed a technological function, but also formed
a new cognitive and legal infrastructure of
governance, in which the digital portal was not only
an access point, but also a mechanism for
institutionalizing openness, citizen inclusion, and
normatively  verified interaction in public
administration.
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5. DISCUSSION

In view of the growing attention to the digital
transformation of the public sector, the discussion
focuses on the verification of the architectural,
normative, and cognitive parameters of digital
governance, the comparison of the implemented
model with current academic approaches, as well as
the identification of institutionally relevant
advantages of the proposed system configuration.
This give grounds to establish the level of
integrative compliance of the current solution with
current challenges and trends in the digitalization of
local government.

The authors [30] found that overcoming digital
inequality requires the synergy of public-private
partnerships, inclusive  policies, and the
implementation of technologies (Al, blockchain,
cloud) as part of the Sustainable Development
Goals paradigm. In contrast, inclusion was
implemented in our study architecturally — through
the stratified integration of services within the e-
Government portal with a priority on cybersecurity,
accessibility, and  protocolized  transaction
verification.

The researchers [31] developed a stratified model of
digital literacy in rural communities based on
DLGF, DigComp 2.2 and Maslow’s Hierarchy of
Needs, verified by expert and empirical validation.
In our study, the emphasis was shifted to
institutionalized  interoperability —and service
traceability in digital governance, which ensured
cognitive controllability of user trajectories and
regulatory compliance in local environments.

The scientists [32] emphasized the role of digital
transformation in increasing service accessibility
and citizen participation, while pointing out the
barriers of infrastructural and competency
adaptation. In this study, a centrally orchestrated
framework with cognitively stratified service
interaction was implemented, which ensured the
normative integration of the subject of governance
into the digital administrative trajectory.

The authors [33] demonstrated that the
effectiveness of SIPD is determined by IT
infrastructure, cybersecurity policies, and digital
competencies of personnel. Instead, our study
implemented a modular orchestrated architecture
with protocolized cyber audit and cognitive unified
service interaction, which improved institutional
resilience and functional scalability.

The authors [34] emphasized the potential of cloud
technologies to improve the operational efficiency
of local self-government bodies, noting the barriers
to implementation because of low digital

adaptability and fragmented political support. In
contrast, our study implemented a service-oriented
architecture ~ with  centralized  orchestration
management, which provided scalable
interoperability, isolated storage, and unified access
without dependence on infrastructure hosting.

The researchers [35] documented that the
effectiveness of local e-governance was driven by
policy and regulatory support, digital inclusion, and
bureaucratic culture transformation, in the face of
threats of digital stratification and cyber
vulnerability. This study demonstrates the benefits
of centralized orchestration, segmented storage
infrastructure, and protocolized cyber surveillance
to ensure cyber resilience and institutional
scalability. The authors [36] identified pandemic
challenges as a catalyst for digital transformation of
local government, emphasizing the need for cyber
education and increased preparedness for attacks in
distributed work environments. Instead, our study
focused on systemic cyber resilience, centralized
transaction auditing, and institutional
interoperability as fundamental components of
digital municipal governance.

The researchers [37] identified regulatory and
resource constraints, staffing shortages, and
technological vulnerabilities as critical determinants
of cyber fragility in local governance. Our study
implemented a stratified framework with a context-
integrated cyber oversight module that provided
adaptive cyber resilience, transaction audit trail, and
access traceability within the digital infrastructure
of local government.

The scientists [38] developed a decentralized
budget control framework based on a consortium
blockchain with a built-in M&E mechanism that
focuses on transparency and accountability in the
financial flows of local self-government bodies. In
contrast, our study focuses on centralized API
orchestration, modular traceability, and segmented
data storage, with a priority on interoperability and
cyber resilience within local e-government.

The authors [39] found that the level of citizen e-
participation was determined not only by the
technological infrastructure, but also by the
regulatory and institutional context that shaped the
e-maturity of management practices. E-service-
stratified framework with unified participation of
subjects and built-in feedback support was
implemented within the scope of this study, which
ensured increased e-inclusivity and normatively
verified effectiveness of public interaction.

The proposed framework advances digital
governance by introducing centralized API
orchestration that ensures interoperability, modular

e ——
8331



Journal of Theoretical and Applied Information Technology ~
31% October 2025. Vol.103. No.20 ~J

© Little Lion Scientific a ———

SMminl

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195

scalability, and cognitive unification, offering
stronger institutional resilience than  prior
decentralized or tool-specific models [30], [33],
[34], [38]. Its integration of cyber-resilient
monitoring, segmented storage, and protocolized
transaction auditing enhances transparency and
accountability, aligning with challenges identified
in existing studies [35], [36]. However, the work
remains limited to theoretical modelling without
empirical validation, unlike research on digital
literacy or participatory practices [31], [39].
Centralized orchestration may also create risks of
inertia and bottlenecks, while adaptability to rural
or resource-limited contexts and resilience under
crisis conditions remain underexplored [32], [36],
[38]. Despite these limitations, the study contributes
novelty by embedding inclusion architecturally into
the e-Government portal, introducing cognitive
controllability of user trajectories, and formalizing a
multi-level evaluative metamodel that integrates
transparency, cyber resilience, and techno-ethical
compliance [30], [32], [37]. This positions the
framework as an interdisciplinary advancement
bridging governance engineering with digital ethics.
The synthesis of comparative analysis confirmed
that most previous studies emphasized the concepts
of digital inclusion, infrastructure accessibility,
regulatory interoperability, and cybervulnerability
threats, but were limited to decentralized
technological configurations without the integration
of adaptive orchestration and service traceability.
Instead, a high-level cognitive-interoperable
architecture  with  centralized API  control,
segmented data storage, a stratified digital
interaction model, audit trail mechanisms,
contextually verified reversibility, and regulatory-
compliant cyber resilience was implemented in this
study. It ensures multifunctional resilience, scalable
inclusiveness, and service-oriented efficiency of
public administration.

5.1. Limitation

A limitation of the study is the lack of empirical
validation of the proposed framework in a real-
world digital governance, which makes it
impossible to quantify its effectiveness, scalability,
and cognitive relevance in dynamic administrative
practice.

5.2. Recommendations

It is recommended to initiate a controlled pilot
project with experimental functioning of the
framework in the local digital governance. Based
on the results of the testing, it is appropriate to carry
out adaptive implementation taking into account the

indicators of institutional stability, cyber resilience,
and regulatory compatibility.

6. CONCLUSIONS

The study establishes the novelty of a stratified
digital governance framework that integrates
interoperability, cyber-resilient oversight, and
modular scalability through the central role of the e-
Government portal. By combining OGD, CRM, and
e-Participation into a wunified architecture and
positioning Al, IoT, and digital identifiers under
stratified regulation, the research advances a
balanced model of transparency and resilience that
goes beyond existing fragmented approaches. This
contribution lies in the analytical formalization of
an evaluative metamodel based on information
openness, cyber resilience, and managerial stability,
which provides a new methodological lens for
assessing  digital  transformation in  local
governance.

In the current scenario, the findings demonstrate
practical impact, as Ukraine has already
institutionalized components of the framework
through platforms such as Open Budget and Diia,
alongside regional e-participation portals. These
examples confirm the applicability and scalability
of the proposed architecture under conditions of
heightened demand for accountability and anti-
corruption resilience. The research thus contributes
both theoretically, by innovating a governance
metamodel, and practically, by offering a structural
solution that strengthens transparency, institutional

trust, and cyber resilience in the digital
transformation of local self-government.
A comparative  cross-analysis  of  digital

technologies,  structured according to the
Information Openness and Operational
Vulnerability parameters verified the differential
effectiveness of the use of digital tools in local self-
government bodies. Special emphasis is placed on
the role of digital technologies as a key factor in
increasing the level of information openness of
institutions. In particular, e-Government portals
were identified as a balanced configuration with an
optimal ratio of transparency and cyber resilience.
The decomposition assessment recorded high
relevance of OGD, CRM, and e-Participation
provided that techno-ethical moderations are
implemented, while Al, IoT, and digital identifiers
were vulnerable to the risks of loss of trust and
require stratified institutionalization.

The developed digital governance framework
implements an architecture in which centralized

e ——
8332



Journal of Theoretical and Applied Information Technology
31% October 2025. Vol.103. No.20 ~J

S

© Little Lion Scientific

SMminl

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195

orchestration (Core API Gateway) provides unified
access to services, traceable transaction routing, and
cyber-resilient oversight (CyberMonitor). The
structure is dominated by the e-Government Portal
as the core of transparency and the integration point
of functional modules (OGD, CRM, Al, e-
Participation), which forms a cognitively accessible
digital environment with normatively verified
openness. Modular construction, class typification,
and Kanban implementation strategy ensure
institutional scalability, analytical manageability,
and normative legitimacy of digital openness as a
systemic principle of local governance.

In the context of the study, it is appropriate to note
that a number of digital solutions aimed at
increasing the information openness of local self-
government bodies have already been implemented
in Ukraine. In particular, the Open Budget platform
provides access to structured financial data in OGD
format, the Diia mobile application integrates
digital identity with administrative services, and
regional public information portals (for example,
portal.lvivrada.gov.ua) implement the e-
Participation functionality and transparency of
decision-making. These examples illustrate the
institutional testing of the components of the
studied framework in practice.

The academic novelty of the study is the
formalization of a stratified digital governance
framework based on an interoperable architecture
with an e-Government Portal orchestration centre.

An analytical model for evaluating digital
technologies according to the parameters of
information openness, cyber resilience, and

managerial resilience is proposed.

The practical significance of the research findings
is the created typical structural solution for the
digital transformation of local government with an
increased level of transparency and security. The
framework provides adaptive integration of digital
tools into public administration through modular
unification and controlled routing of services.
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