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ABSTRACT 
 

In a wireless sensor network (WSN), many sensors with limited processing power, data storage 
capacity, and a central base station exchange information over a wireless connection. These sensors can be 
utilized to create a self-sufficient distributed network. An essential characteristic of Mobility enabled WSN 
(MWSN) is the ability for nodes to move around in communication having multiple hops. Since there is no 
hard and fast rule on how close or far apart nodes must be to communicate, nodes are free to roam. MWSN 
face more security issues in routing than the traditional WSN. To address routing issues in MWSN, this 
paper has proposed a reactive protocol, Enriched Dolphin Optimization based Secured Routing Protocol 
(EDOSRP), inspired by dolphins’ natural behaviour. EDOSRP evaluates nodes in the route by analyzing 
the service it had done to the network, and if that value is less than the threshold value, then it is avoided in 
the routing. Fitness and node movement synchronization assures the node evaluation and enhances the 
packet delivery ratio. EDOSRP is simulated in NS3 for measuring the performance. The results highlight 
that EDOSRP performs better than the current routing protocols in all considered routing protocols. 
Keywords: Routing, Optimization, Dolphin, Fitness, Sensor, WSN 

 
1. INTRODUCTION  
 

It is common to employ many sensor 
nodes in wireless sensor networks (WSNs) for 
various applications, namely pressure 
monitoring, target tracking, air quality checking, 
etc. Transducers, radio transceivers, and wireless 
interfaces make up the sensor nodes, which collect 
data from the surrounding environment. It’s a 
communal effort to accomplish the jobs that these 
affordable, little sensors can do [1]. A variety of 
sensor nodes may be linked to a node to assess 
environmental changes or properties, including 
chemical, optical, magnetic, mechanical, thermal, 
and biosensors. By default, sensor nodes have 
limited battery resources, computing power, and 
limited memory resources. Sensor nodes are located 
in difficult-to-reach locations [2]. They 
communicate with the base station through a radio 
signal. Unstructured and structured sensor networks 
are the two most common types of WSNs. 
However, they are not mutually exclusive. Using a 
structured WSN, a few nodes may be installed at 
specific areas to provide a broader range of 

services. These nodes have lower network and cost 
maintenance than unstructured networks. The nodes 
of unstructured WSNs are sprinkled throughout the 
field densely and randomly [3]. 
 

Nodes must be left unattended after 
deployment to monitor, acquire, and send data from 
the environment. Managing unstructured sensor 
networks may be time-consuming due to the 
random placement of sensors. Network difficulties 
and connection failures plague unstructured WSNs 
because of the unexpected deployments of devices 
[4]. Maintaining network connection and fault 
detection and control is thus a challenging 
endeavour. Structured WSNs are not like this. 
Mobile nodes may be employed in an unstructured 
network to increase coverage and connection. There 
are sensor nodes on the surface of the water beneath 
the field’s surface today. When it comes to 
deployment, sensor networks might run into various 
issues [5]. 

 
Sensor networks use a different kind of 

routing than typical IP networks, in contrast to the 
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TCP/IP architecture’s Internet Protocol Suite. 
Receiving data from all sensors ultimately leads to 
unnecessary and duplicated data from the sensor 
nodes, which is inefficient in storing and energy 
demand [6]. This means that additional processing 
must be done at the routing level rather than having 
the routing protocol operate as a transport 
mechanism independently of the application [7]-
[20]. In-network processing is another name for this 
technique. An early data-driven routing mechanism 
called directed diffusion underpins this system 
[21]-[36]. Many more issues besides data 
aggregation must be addressed in WSNs. Some of 
these issues include service quality, scalability, 
connectivity, medium of transmission and network 
dynamics [37]-[46].  

 
Routing refers to locating a precise path 

for sending data to its destination. It differs from 
delivering data over regular computer networks to 
figuring out how to convey data in a setting where 
selfish nodes are present. MWSN manages data in a 
geographically dispersed network, has varying 
nodes, and relies heavily on ad hoc connections. 
When sending data in a selfish node context, 
standard routing techniques will never work for 
MWSN. Since the number of data packets will be 
higher and the data will flow like a stream, any 
route failure will profoundly affect the network’s 
performance, likely leading to congestion if the 
detected data is to be sent. 

 
To improve service quality in MWSN 

regarding delay, delivery ratio, energy 
consumption, and throughput, this work proposes a 
bio-inspired routing protocol called Enriched 
Dolphin Optimization based Secured Routing 
Protocol to eliminate selfish nodes in routes. 

The scope of this paper is limited to the 
design and simulation-based evaluation of a 
secured routing protocol for mobility-enabled 
wireless sensor networks (MWSN). The study 
considers a bounded simulation area, a fixed set of 
energy and transmission parameters, and standard 
MAC protocols under NS-3. The focus is on 
analysing delay, packet delivery ratio, throughput, 
and energy consumption, while issues such as 
hardware constraints, cryptographic key exchange, 
and large-scale real-world deployments are kept 
outside the scope. This delimitation ensures clarity 
in objectives and reproducibility of the proposed 
framework. 

The specific contributions of this work are 
threefold: 

1. The formulation of a fitness-driven secured 
routing protocol that integrates trust 
evaluation and distance minimisation to 
eliminate selfish nodes and enhance energy 
efficiency. 

2. The design of a bio-inspired dolphin 
optimisation model for route discovery, 
incorporating echo updates, neighbourhood 
adjustments, and position updates to improve 
route stability under mobility. 

3. A comprehensive NS-3 based performance 
evaluation against state-of-the-art protocols 
(ASR and TACR), demonstrating superior 
results across delay, packet delivery ratio, 
throughput, and energy consumption. 

The practical implications of this study lie in its 
ability to improve the resilience and energy 
efficiency of mobile sensor networks used in 
environmental monitoring, disaster management, 
smart city infrastructure, and IoT-enabled 
healthcare systems. By combining security with 
efficient mobility handling, the proposed EDOSRP 
framework supports more reliable data collection in 
scenarios where network failures or selfish node 
behaviour could critically disrupt operations. 

2. LITERATURE REVIEW 

“Base Station Controlled Secure 
Routing Protocol” [47]  is proposed for deploying 
the wireless sensors that may lead to Denial of 
Service. Anti–nodes were detected using the trust-
based process for safeguarding the network due to 
false data injection. Stretch and carousal attacks 
were avoided for efficient routing of data. “Multi-
Constraint QoS Aware Routing Algorithm” [48] 
is proposed using a framework with an enhanced 
firefly algorithm. Incentive structures are derived 
from game theory: Grand Coalition and Core. The 
security of the architecture is enhanced by using 
authentication techniques. The robustness of the 
network is improved by stimulating vehicle 
cooperation. “Trust Zone Strategies” [49] are 
proposed for self-secure devices in the Trust Zone 
framework. Secured and no secured interface of 
logical nature is incorporated into a single device. 
LTZVisor is used for evaluating the deployed 
solution and is assisted as a hypervisor. “Multi 
Attribute-Based Attack Resistance” [50] is 
proposed for performing the process of routing in 
the MANET. QoS features are used to improve 
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network capability by safeguarding against trust-
based attacks. The malicious node route is isolated 
from other nodes and is measured. Trust-aware 
routing framework and Trust-based secure routing 
were compared to detect the efficiency of the 
network nodes with constrained energy and a better 
detection rate. 
 

“Unified Framework” [51] is proposed 
to integrate the conventional routing protocols for 
reliably safeguarding communication. The features 
and functionalities of mobile devices are 
elaborated. Selfish and good-mouthing attacks 
were assessed for routing through Delay Tolerant 
Network. “Secure Location-Aided Routing 
Protocol” [52] is proposed to enable secured 
communication among vehicles in the Vehicular 
Ad Hoc Networks (VANET). The traditional 
algorithm called TRS-LAR is compared for 
guaranteed data delivery of messages. Man-In-The-
Middle Attack (MITMA) is demolished by 
safeguarding the communication network structure, 
which may adopt a request zone in the shape of a 
tilted rectangle. “Secure AODV Routing 
Protocol” [53] is proposed for handling blackhole 
attacks for VANETs. The malicious node in the 
network is recorded in the routing table by 
enhancing the RREQ packets and RREP protocols. 
Cryptographic-based encryption and decryption 
functions were used to validate the nodes at their 
source and destination. “Encryption-based 
secured tunnels” [54] are proposed for 
transmitting the data and monitoring the node. 
Secured tunnels are built with two principles with 
their quantity of tunnels and locations. Different 
network-based objects were structured to reduce 
the parameters and analyzed in various 
environments.  
 

“McKenna Framework” [55] is 
proposed for demonstrating the security-based 
factors in social networks. The core structures were 
detected and examined with familiar elements, 
including organizational and environmental 
conditions. The fairness skill of staff was analyzed 
to enhance the psychiatric care for male patients. 
“Buffer-aided Relay Selection” [56] is proposed 
for Physical Layer Security (PLS) in the wireless 
network. The packet’s lifetime with channel state 
information and the link’s condition were 
examined. Markov Chain Theory is applied for 
deriving the network’s Packet Discarding 
Probability (PDP) and Secrecy Outage Probability 
(SOP). “Secure management technique” [57] is 
proposed to preserve healthcare applications’ data. 

Matrix eigenvalue measurement technique is 
employed, compared with current methods for 
securing the data and its management. Privacy and 
data collection were ensured using a privacy-
preserving structure by creating private positions 
for storing their data. “Secure Data Routing 
Schema” [58] is proposed to secure data 
transmission using the GASONec algorithm. The 
optimal network framework is built in clusters, and 
the keys are exchanged to ensure better security. 
The 176-bit encryption key is created by fusing its 
identification number, cluster head distance, and 
ECG key.  
 

“Secure Routing Protocol” [59]  has 
compared network creation with the cryptographic 
technique for securing the information in routing. 
Trust-based techniques are used to build the 
protocols compared with the state-of-the-art 
techniques, namely, TAODV and SAODV. Denial 
of Service (DoS) is provided for strengthening 
security against its vulnerability. “Attestation-
based Secured Routing (ASR)” [60]  is proposed 
for assisting in securing the routing and its 
protocol, especially for IoT-based networks. 
Routing Protocol for Low Power with Lossy 
Networks (RPL) is structured for exploiting its 
inbuilt features, and attestation-based methods 
were used to secure the data in transmission from 
internal attacks. “Trust-Aware Cooperative 
Routing (TACR)” [61] is proposed for providing a 
trust-based evaluation for safeguarding the routing 
topology built for IoT. Analysis of throughput, 
rank change of node, energy usage and the delivery 
ratio of the packets, and mathematical structuring is 
performed. Game theory techniques are used to 
enumerate Dilemma and their features. 

2.1 Problem Statement and Research Gap 

Several recent secured routing protocols 
for wireless and mobility-enabled sensor networks 
demonstrate partial effectiveness in handling selfish 
behaviour, energy constraints, or routing instability. 
Trust-aware approaches such as TACR achieve 
reliable detection of malicious nodes but assume 
quasi-static networks, resulting in packet losses 
under mobility. ASR integrates attestation 
techniques to enhance integrity, yet it introduces 
computational overhead and exhibits limited 
scalability. Other bio-inspired solutions, including 
firefly-based, cuckoo-based, and whale-based 
protocols, optimise either delay or energy 
consumption, but they fail to simultaneously 
incorporate trust evaluation and distance awareness. 
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This literature indicates that mobility 
synchronisation during routing is rarely addressed, 
leading to frequent route failures and 
retransmissions. The persistent challenge is that 
existing protocols optimise isolated parameters 
rather than addressing security, mobility, and 
energy efficiency in an integrated manner. In 
particular, no prior study has combined trust-degree 
estimation with distance-based optimisation 
through a search strategy explicitly adapted for 
multimodal dynamic routing spaces in MWSN. 

To bridge this gap, the present study 
introduces the Enriched Dolphin Optimization-
based Secured Routing Protocol (EDOSRP). This 
work integrates the natural echolocation behaviour 
of dolphins into route discovery, enabling echo 
updates, neighbour range adjustment, and 
movement updates that adapt dynamically to 
mobility. By embedding both trust and distance into 
the fitness function, EDOSRP simultaneously 
secures the network against selfish nodes and 
reduces energy wastage. This protocol is required 

because current studies have not fully resolved the 
trade-off between secure route validation and 
energy-efficient mobility management. EDOSRP 
fills this gap by delivering a mobility-synchronised, 
trust-validated, and distance-optimised secured 
routing strategy, and its novelty is substantiated 
through comparative NS-3 experiments against 
state-of-the-art protocols (ASR, TACR). 

 
2.2 Comparative Positioning of 
EDOSRP 

To strengthen the contribution of 
this work, a comparative evaluation with 
closely related routing protocols is 
provided in Table 1. The comparison 
considers approach, optimisation focus, 
limitations, and how EDOSRP advances 
beyond them. 

Table 1 Comparison with Literatures

Protocol / Study Core Approach Main 
Contributions 

Limitations How EDOSRP 
Advances 

ASR (Attestation-
based Secure 
Routing) 

Uses attestation 
to secure IoT-
based routing 
(RPL) 

Enhances 
integrity of 
routing packets 

High 
computational 
overhead, weak 
scalability in 
dense networks 

EDOSRP avoids heavy 
cryptography by using 
lightweight trust-degree 
evaluation integrated 
with mobility handling 

TACR (Trust-
Aware 
Cooperative 
Routing) 

Trust-based 
cooperative 
framework for 
IoT 

Filters 
malicious/selfish 
nodes effectively 

Assumes static 
nodes, suffers 
packet loss 
under mobility 

EDOSRP synchronises 
node movement during 
routing, improving 
delivery ratio in dynamic 
MWSN 

Firefly-Optimised 
Routing 

Metaheuristic 
optimisation of 
routing based on 
firefly algorithm 

Achieves QoS 
improvements 
under specific 
metrics 

Optimises 
either delay or 
energy only, no 
trust 
consideration 

EDOSRP jointly 
considers trust + distance 
for secure and energy-
efficient routes 

Cuckoo/Whale-
inspired Routing 

Bio-inspired 
protocols applied 
to WSN/IoT 

Provides energy 
minimisation and 
exploration of 
search space 

Limited to 
single metric, 
lack of security 
integration 

EDOSRP integrates 
trust-aware security into 
dolphin-inspired search 
for robustness 

EDOSRP 
(Proposed) 

Dolphin-inspired 
optimisation 
with fitness = 
trust + distance 

Trust-aware, 
mobility-
synchronised, 
and energy-
efficient routing 

Evaluated under 
NS-3, showing 
improvements 
in delay, PDR, 
energy use, 
throughput 

Fills gap by integrating 
trust, distance, and 
mobility synchronisation 
into a unified bio-
inspired secured routing 
strategy 

 
 

2.3 Novelty and Differentiation 
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Similar claims have been reported in 
firefly-, cuckoo-, and whale-inspired routing 
protocols, including our own earlier studies. Those 
works improved either energy or QoS but did not 
jointly optimise trust, distance, and mobility. This 
paper differs by integrating these three aspects into 
a single dolphin-inspired secured routing 
framework and validating its superiority over ASR 
and TACR using NS-3. 
 
3. ENRICHED DOLPHIN OPTIMIZATION 

BASED SECURED ROUTING PROTOCOL 
(EDOSRP) AND FIGURES 

 
This method opts for better routes in the 

discovery phase of routing from 𝑝 paths. It is 
structured using a fitness function, which can select 
the optimum route. 𝐸𝐷𝑂𝑆𝑅𝑃 is mainly concerned  

 
with the instant calculation of optimal functions 
that enable multi modalities. The encoding solution 
gives a modest representation of procedures in 
which the structure of 𝐸𝐷𝑂𝑆𝑅𝑃 is used for 
selecting possible routes. In route discovery, the 
path 𝑝 is evolved with cognizance selection. 
Assume 𝑋 =  {1,2, … , 𝑝} which is said to be the 
population or solution set denoting the amount of 
solutions 𝑝, i.e., paths. Every solution represents a 
binary value through which 𝑝 solutions are 
initiated. The proposed 𝐸𝐷𝑂𝑆𝑅𝑃 protocol fetches 
the agents or solutions that have better fitness as 
feasible paths. 
 
3.1 Formulation Of Fitness 

The fitness function is used to enhance the 
solution’s quality better. The proposed 𝐸𝐷𝑂𝑆𝑅𝑃 
algorithm maximizes the fitness value with 
consideration of trust and distance as its objective. 
The node distance in the network is considered for 
a better routing strategy, and trust security is 
improved. Estimation of trust degree is performed 
for maximizing the node in the transmission, and 
the formulation of the fitness function is as follows:
  

𝐺 =
1

𝑘
෍

1

ห𝑘௤ห

௞

௤ୀଵ

෍ 𝐶൫𝑛௥
௤

൯,

ห௞೜ห

௥ୀଵ

  

Here, the total number of the discovered path is 
denoted as 𝑘, and the 𝑞th path in k is denoted by 𝑘௤ 
and the computation of cost among the trust degree 
and distance for 𝑞𝑡ℎ path in r th node is represented 
by ൫𝑛௥

௤
൯. The value of 𝐶൫𝑛௥

௤
൯ for every node in the 

discovered path is computed as, 

𝐶൫𝑛௥
௤

൯ =
1

2
ൣ𝑆௥

௤
+ (1 − 𝐸௤)൧,  

Here, the trust degree for 𝑞th path in the 𝑟th node 
and the distance is measured among nodes in 𝑘௤ 
using 𝐸௤. The value of the trust degree ranges [0,1] 
at a high level. The fitness function is structured by 
detecting the minimum distance, and the distance is 
measured using,  

𝐸௤ =
ฮ𝐸௥

௤
, 𝐸௥ାଵ

௤
ฮ

𝐴
  

Here, the distance measure representing the norm is 
‖⬚‖among 𝑟𝑡ℎ and (𝑟 +  1)𝑡ℎ node and the 
simulation area is denoted by A. 𝐸௤ value ranges 
from 0 to 1, in which 1 represents the best value 
and o denotes the worst value. 
 

The 𝐸𝐷𝑂𝑆𝑅𝑃 imitates the hunting strategy 
of dolphins in which a variety of voices called 
sonar is produced through which it changes the 
location and its target. The advantage of the 
𝐸𝐷𝑂𝑆𝑅𝑃 is its enhanced performance and 
computational effort that helps achieve better 
performance by fetching the optimal path. 
Following are the stages involved in it: 
 
3.2 Initialization 

The initial step is to load the population 𝑋 
and Eq.(1) expresses it. 

𝑋 = {𝑋ଵ, 𝑋ଶ, … , 𝑋ி}; 1 ≤ 𝑙 ≤ 𝐹 (1) 

Here, the population size is F, and 𝑋ி denotes the 
population for 𝑙th solution. The initial amount of 
sound is 𝑄଴ and the range of neighborhood is 𝑅଴ are 
also loaded along with the initialization of the 
population. 
 
3.3 Measurement of Fitness 

The fitness value for every population is 
measured for every solution, and the best search 
agent is formed with a maximum fitness value. 
Based upon the fitness for every solution, the 
agents are appended and generated iteratively in 
which the dolphin is attracted to its neighbor. 
 
3.4 Echo Updation 
The fitness function-based solution is provided by 
modifying the sound value (i.e., echo) based on the 
current sound level and expressed in Eq.(2). 

𝑄௦ାଵ
௟ = (1 − 𝜌)𝑄௦

௟ + 𝛾𝐺(𝑋௦ାଵ
௟ ), (2) 
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Here, the value of the sound decay constant ranges 
with the value of [0,1], the sound level for 𝑙th agent 
for time 𝑠. The enhancement of the constant is 
referred as 𝛾, and the fitness for the agent 𝑙 for time 
𝑠 + 1 is denoted by 𝐺(𝑋௦ାଵ

௟ ). 
 
3.5 Movement Update 

Every agent penetrates toward the 
neighbor in the movement phase using the sound 
value grounded upon its probability which is given 
in Eq.(3). 

𝑦௦ =
𝑄௦

௫ − 𝑄௦
௟

∑ 𝑄௦
௘ − 𝑄௦

௟
௘∈ேೞ

೗
, (3) 

Here, the neighbor 𝑙 at time s is denoted by 𝑁௦
௟, 

which is defined in Eq.(4). 

𝑁௦
௟ = ቄ𝑥; 𝐸௦

௟೤
ೣ

< 𝑅௦
௟ ; 𝑄௦

௟ < 𝑄௦
௫ቅ ∀𝑦 ∈ 𝑁௦

௟, (4) 

 
The Euclidean distance among the search 

agents 𝑙 and 𝑥 can be referred to using 𝐸௦

௟೤
ೣ

 for time 
𝑠, and the neighborhood range of 𝑙𝑡ℎ agent is 
denoted as 𝑅௦

௟ . Therefore, based on the probability 
𝑦௦. The 𝑙 dolphin is selected with dolphin 𝑥 in the  
𝑁௦

௟ neighborhood. Representation of agent 
movement is given in Eq.(4). 

𝑋௦ାଵ
௟ = 𝑋௦

௟ + 𝛿 ቆ
𝑋௦

௫ − 𝑋௦
௟

‖𝑋௦
௫ − 𝑋௦

௟‖
ቇ, (4) 

Here, the step size is 𝛿, and the Euclidean norm 
operator is‖𝛿‖ and the location of the dolphin is 
represented using 𝑋௦

௫ and 𝑋௦
௟ for the neighbors 𝑙 

and 𝑥. 
 
The update Eq.(4) for movement is 

changed using the position update function, 
formulated in the search space and enhanced. The 
routing path is selected, and the protocol’s 
performance is improved. The routing path is 
selected using the solution generated. Formulation 
of position update is performed for the search space 
using Eq.(5) and Eq.(6).  

𝑤௦ାଵ
௟ = 𝑤௦

௟ + 𝛼ଵ(𝑏௟ − 𝑋௦
௟)

+ 𝛼ଶ(𝑊 − 𝑋௦
௟), 

(5) 

𝑋௦ାଵ
௟ = 𝑋௦

௟ + 𝑤௦ାଵ
௟ , (6) 

Here, the search space dimension at time 𝑠 is 
represented as 𝑤௦

௟ , the random numbers ranging 
from 0 to 1 are denoted as 𝛼ଵ and 𝛼ଶ. The best 
optimum solution is 𝑏௟, and the best global solution 
is 𝑊.  
 

Replacing Eq.(6) with Eq.(5), the update 
position is given as Eq.(7), 

𝑋௦ାଵ
௟ = 𝑋௦

௟ + 𝑤௦
௟ + 𝛼ଵ(𝑏௟ − 𝑋௦

௟)
+ 𝛼ଶ(𝑊 − 𝑋௦

௟). 
(7) 

 
After rearranging, Eq.(4) and Eq.(7) are 

associated, and it is given as (8). 

𝛿 ቆ
𝑋௦

௫ − 𝑋௦
௟

‖𝑋௦
௫ − 𝑋௦

௟‖
ቇ = 𝑤௦

௟ + 𝛼ଵ(𝑏௟ − 𝑋௦
௟)

+ 𝛼ଶ(𝑊 − 𝑋௦
௟). 

(8) 

 
Consider Eq. (8) in the norm ‖𝑋௦

௫ − 𝑋௦
௟‖ = 𝑐 

changes, 

𝛿(𝑋௦
௫ − 𝑋௦

௟)

𝑐
= 𝑤௦

௟ + 𝛼ଵ(𝑏௟ − 𝑋௦
௟)

+ 𝛼ଶ(𝑊 − 𝑋௦
௟). 

(9) 

The parameter, 𝑋௦
௟ is derived in Eq.(9) as Eq.(10) to 

Eq.(12). 

𝛿𝑋௦
௫ − 𝛿𝑋௦

௟ = 𝑐[𝑤௦
௟ + 𝛼ଵ(𝑏௟ − 𝑋௦

௟)
+ 𝛼ଶ(𝑊 − 𝑋௦

௟)], 
(10) 

𝛿𝑋௦
௫ − 𝛿𝑋௦

௟ = 𝑐𝑤௦
௟ + 𝑐𝛼ଵ𝑏௟

− 𝑐𝛼ଵ𝑋௦
௟

+ 𝑐𝛼ଶ𝑊
− 𝑐𝛼ଶ𝑋௦

௟, 

(11) 

𝑋௦
௟ =

𝛿𝑋௦
௫ − 𝑐𝑤௦

௟ − 𝑐𝛼ଵ𝑏௟ − 𝑐𝛼ଶ𝑊

𝛿 − 𝑐𝛼ଵ − 𝑐𝛼ଶ

 (12) 

Here, the step size is 𝛿, and the agent’s 
position is measured in Equation (12) which is 
replaced in Eq.(4), for developing the agent’s 
location, which is expressed in Eq.(13) to  Eq.(15). 

𝑋௦ାଵ
௟ =

ఋ௑ೞ
ೣି௖௪ೞ

೗ି௖ఈభ௕೗ି௖ఈమௐ

ఋି௖ఈభି௖ఈమ
 + 

ఋ

௖
ቀ𝑋௦

௫ −

ఋ௑ೞ
ೣି௖௪ೞ

೗ ି௖ఈభ௕೗ି௖ఈమௐ

ఋି௖ఈభି௖ఈమ
ቁ 

(13
) 

𝑋௦ାଵ
௟ =

ఋ௑ೞ
ೣି௖௪ೞ

೗ି௖ఈభ௕೗ି௖ఈమௐ

ఋି௖ఈభି௖ఈమ
 + 

𝛿 ቀ
௪ೞ

೗ାఈభ௕೗ାఈమௐିఈభ௑ೞ
ೣିఈమ௑ೞ

ೣ

ఋି௖ఈభି௖ఈమ
ቁ 

(14
) 

𝑋௦ାଵ
௟

=
𝛿𝑋௦

௫[1 − 𝛼ଵ − 𝛼ଶ] + [𝛿 − 𝑐][𝑤௦
௟ + 𝛼ଵ𝑏௟ + 𝛼

𝛿 − 𝑐𝛼ଵ − 𝑐𝛼ଶ

(15
) 

Here, the value of 𝑐 = ‖𝑋௦
௫ − 𝑋௦

௟‖. The 
𝐺𝐷𝑂 algorithm movement phase is formed using 
Eq.(26) for detecting the agent’s location through 
continuous iterations. 
 
3.6 Range Of Neighborhood Update 

Updating of neighborhood range is 
performed for identifying the various peaks in the 
function called multimodal based on the sensor 
range, which is given in Eq.(16).  
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𝑅௦ାଵ
௟ = 𝑚𝑖𝑛{𝑅௧, 𝑚𝑎𝑥[0, 𝑅௦

௟

+ 𝛽(𝑍 − |𝑁௦
௟|)]}, 

(16) 

Here, the value of 𝛽 is static, and the range 
of the sensor is 𝑅௦, and the variable z gives the 
count of neighbors. 

 
3.7 Best Agent Determination 

Based upon Eq.(15), the update position of 
the new agents is fetched, and the fitness is 
measured. The replacement of the agent with its 
best fitness value is performed with the worst value.  
 
3.8 Termination 

 The above steps are repeated until the 
maximum iterations; therefore, the proposed 
algorithm detects the path with better fitness, and 
the paths are secured.  
 
4. SIMULATION SETTING 

This research work has used NS3 to analyze the 
performance of the proposed routing protocol 
against the existing routing protocols. NS3 is the 
extension of network simulator version 2 (i.e., 
NS2). NS3 is used to focus (i) routing, (ii) memory 
utilization, (iii) virtualization, and (iv) resource 
allocation. Simulation settings used for the 
evolution are provided in Table 1. 
 

Table 1: Simulation Settings 

Transmission power 20W 
Sensor nodes transmission 
range 

≈350m 

Size of packet header 10bytes 

Sink density 4 

Rate of data transmission 10kbps 

Runtime 300s 

Packet size 74bytes 

Network Boundary Limit 1.5kmx1.5kmx1.5km 

Node density 350 

MAC Protocol Version 
CW-

MAC802.11DCF 
Initial energy level at 
nodes 

10J 

Bandwidth 100Hz 
 
4.1 Performance Metrics 

To compare EDOSRP’s performance with 
that of ASR and TACR, the following metrics are 
used: 

 Delay: The amount of time a data packet 
takes from its point of origin to its point of 
destination across the network. 

 Packet Delivery Ratio: The success rate 
of packets that reached the destination 
node from the source node. 

 Energy Consumption: The energy 
consumed to deliver the packet to the 
destination node from the source node. 

 Throughput: Amount of data transmitted 
in a threshold time. 

 
 5. RESULTS AND DISCUSSION 

5.1 Delay Analysis 
Figure 1 makes a comparison of routing 

protocols with the performance metric delay. Figure 
1 highlights that the proposed routing protocol 
EDOSRP has a lower delay than ASR and TACR. 
Route identification by EDOSRP enforces strong 
optimization towards avoiding the things (like route 
failure, retransmission, etc.) that causes delay, and 
this leads a way to avoid delay at the maximum 
level. ASR and TACR don’t prioritize selecting the 
quality-enabled routes to avoid route failure, which 
makes them face more delays. 

 
Fig 1: Protocols Vs Delay 

Table 2: Result Values of Delay Analysis 

 Node Count  ASR TACR EDOSRP 

50 1501 1371 1138 

100 1630 1552 1320 

150 2070 1708 1604 

200 2872 2510 2148 

250 3829 3157 2484 
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Figure 2: Protocols Vs Packet Delivery Ratio 

 
5.2 Packet Delivery Ratio Analysis 

Figure 2 compares routing protocols with 
the performance metric packet delivery ratio. 
Figure 2 highlights that the proposed routing 
protocol EDOSRP delivers more packets to the 
destination than ASR and TACR. Node movements 
are greatly synchronized in EDOSRP, identifying 
the route validity and quality. Node movement 
synchronization plays a vital role in EDOSRP to 
achieve a better packet delivery ratio. ASR and 
TACR don’t care about node movement, and both 
assume that the node does not move during the 
packet transmission, making them face more packet 
drops leading to minimum delivery of packets to 
the destination. 
 
Table 3: Result Values of Packet Delivery Ratio Analysis 

Node Count   ASR TACR EDOSRP 

50 77.19 79.23 83.91 

100 75.32 83.85 87.72 

150 82.48 85.64 88.66 

200 83.44 86.24 89.96 

250 79.09 80.86 89.20 
 
5.3 Energy Consumption Analysis 

Figure 3 compares routing protocols with 
the performance metric energy consumption. Figure 
3 highlights that the proposed routing protocol 
EDOSRP consumes minimum energy for delivering 
the data packets during the entire simulation. 
Routes are not simply selected in EDOSRP because 
EDOSRP applies fitness function and evaluates the 
route quality before selecting it for data 

transmission, ensuring quality and minimum energy 
consumption. ASR and TACR don’t evaluate the 
route quality before using it for data transmission. 
Even though the worst quality worst are selected by 
ASR and TACR in a first come first served manner, 
it is used for data transmission facing more delay 
resulting in more energy consumption. 
 

 
Fig 3: Protocols Vs Energy Consumption 

 
Table 4. Result Values of Energy Consumption Analysis 

Node Count   ASR TACR EDOSRP 
50 63.72 51.63 28.67 

100 65.07 50.94 31.92 
150 77.93 62.77 41.66 
200 78.94 70.83 43.08 
250 77.32 66.16 44.09 

 
5.4 Throughput Analysis 

Figure 4 compares routing protocols with 
the performance metric throughput. Figure 4 
highlights that the proposed routing protocol 
EDOSRP attains maximum throughput than ASR 
and TACR. Neighborhood nodes’ distances are 
frequently updated in EDOSRP to ensure the route 
quality and validity, thus achieving a better 
throughput than ASR and TACR. The preference 
for the neighbor nodes is not given in ASR and 
TACR, leading to poor throughput and other 
quality of service degradation. 
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Figure 3: Protocols Vs Throughput 

 

Table 5. Result Values of Throughput Analysis 

       Node Count  ASR TACR EDOSRP 

50 121.78 172.27 207.20 

100 114.75 164.89 202.89 

150 108.65 142.27 191.59 

200 101.03 133.57 178.70 

250 94.53 121.27 162.15 
 
5.5 Threats to Validity and Critique Criteria 
 
The validity of this research may be influenced by 
several factors that require acknowledgement. 

 Internal validity. The simulation 
environment in NS-3 was carefully 
configured with standard parameters for 
node density, MAC protocol, and energy 
models. Nevertheless, simulation 
assumptions such as fixed packet size, 
uniform initial energy, and bounded 
deployment area may not fully capture 
heterogeneous real-world sensor network 
scenarios. The selection of trust and 
distance as the sole criteria for fitness 
evaluation may also introduce bias by 
overlooking other security attributes such 
as reputation history or cryptographic 
resilience. 

 External validity. The results are derived 
under a mobility-enabled wireless sensor 
network context. Generalisation to 
vehicular ad hoc networks (VANET), 

drone networks, or healthcare IoT 
deployments requires caution, as different 
propagation models, adversarial 
behaviours, and traffic patterns may alter 
performance. Future work should validate 
EDOSRP under cross-domain testbeds and 
real deployment traces to improve 
applicability. 

 Construct validity. Four widely used 
performance metrics—delay, packet 
delivery ratio, energy consumption, and 
throughput—were employed to evaluate 
the protocol. These were chosen as 
critique criteria since they directly 
represent quality-of-service and energy 
efficiency, which are central to secured 
routing in resource-constrained networks. 
Other metrics such as jitter, scalability 
under higher mobility, or resilience against 
specific attack types were not included in 
this study and remain open for 
investigation. 

 Conclusion validity. Statistical consistency 
was ensured by running simulations 
multiple times for each configuration, and 
average values were reported. 
Nevertheless, the absence of confidence 
intervals or statistical significance testing 
limits the strength of comparative claims. 

 
By explicitly acknowledging these threats 

and justifying the critique criteria used, this work 
ensures transparency and provides a basis for 
replication, while also outlining directions for 
deeper validation in future research. 
 
6. CONCLUSION 

This study has introduced the Enriched 
Dolphin Optimization-based Secured Routing 
Protocol (EDOSRP) for mobility-enabled wireless 
sensor networks, addressing the dual challenge of 
security and efficiency. The protocol integrates 
trust and distance into a unified fitness function and 
leverages dolphin-inspired optimisation to 
adaptively update routes under mobility. 
Experimental results on NS-3 confirm that 
EDOSRP outperforms ASR and TACR with 
respect to delay, packet delivery ratio, throughput, 
and energy consumption, thereby meeting the stated 
research objectives. 

 
In light of these objectives, the study 

demonstrates clear strengths: the integration of 
security and efficiency into a single model, the 
synchronisation of node mobility during routing, 
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and transparent mathematical formulations 
validated against existing protocols. At the same 
time, weaknesses remain: reliance on simulation 
environments with bounded assumptions, a 
restricted set of performance metrics, and 
simplified trust modelling without cryptographic or 
adaptive mechanisms. 

 
Building on these findings, future research 

should extend EDOSRP to vehicular and drone ad 
hoc networks, explore reinforcement learning and 
blockchain integration for adaptive and verifiable 
trust management, and test scalability under real-
world deployments. Expanding the evaluation 
metrics to include jitter, fairness, and resilience 
against targeted adversarial attacks will also 
strengthen the applicability of the approach. These 
directions will ensure that EDOSRP evolves into a 
comprehensive and deployable secured routing 
solution for next-generation mobile networks. 
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