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ABSTRACT 

The proliferation of Internet of Things (IoT) devices has led to unprecedented data generation and 
transmission, demanding efficient networking solutions. This paper proposes a novel approach to maximize 
the efficiency of AI-based IoT devices by leveraging upgraded 802.11 and 802.16 networks for effective 
congestion management. Traditional networking protocols often struggle to cope with the dynamic and 
data-intensive nature of IoT applications, leading to network congestion and performance degradation. This 
study provides an in-depth exploration of interference in wireless applications, with a particular focus on 
the distinctive interference challenges posed by 5G and IoT. It elucidates various optimization techniques 
aimed at mitigating these challenges. Emphasizing the criticality of managing interference and optimizing 
network performance in 5G environments, the paper underscores their pivotal role in facilitating 
dependable and efficient connectivity for IoT devices. Such connectivity is indispensable for ensuring the 
smooth operation of business processes.To address this challenge, we integrate advanced artificial 
intelligence (AI) algorithms with enhanced 802.11 (Wi-Fi) and 802.16 (WiMAX) standards to optimize 
network resource utilization and mitigate congestion. Our proposed solution dynamically adapts to 
changing network conditions, intelligently prioritizes traffic, and optimally allocates resources to ensure 
seamless connectivity and superior performance for AI-driven IoT devices. hrough extensive simulations 
and practical validations, we demonstrate the efficacy of our approach in significantly reducing latency, 
improving throughput, and maximizing overall network efficiency, thus empowering AI-based IoT 
ecosystems with enhanced connectivity and performance. 
Keywords: AI-Driven Iot Devices, Efficiency Enhancement, Advanced Networking, Congestion 

Alleviation, Traffic Prioritization And Latency Reduction 

1. INTRODUCTION 

Every day, the devices connected to the Internet 
of Things (IoT) are on the rise. A better quality, 
faster network technology is essential to sustain 
the demand. And 5G technology is a high-quality 
cellular networking technology that can satisfy 
that need. Read on to find out how 5G 

technology can impact IoT. 5G refers to the fifth 
generation of cellular networking. It can provide 
several GB/s data speeds with low latency. A 5G 
network will have excellent dependability and 
support more users than the current generation. 
Additionally, the user experience will be more 
consistent. 
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5G will provide a faster communication medium; 
you can expect speeds up to a few gigabits per 
second. As a result, your devices can coordinate 
and accomplish tasks faster. In addition, it will 
provide an ultra-low latency network; according 
to Verizon, early 5G deployment showed a 
latency of 30 ms. That will help use IoT 
devices to do delicate tasks such as surgery. 
Finally, because 5G has a high bandwidth, you 
can connect more devices to it without 
experiencing quality loss. 

To understand the impact of 5G on cloud 
computing, one must first grasp the evolution of 
wireless technologies that led to its creation. The 
first generation (1G) was introduced in the 1980s 
and provided basic voice services. Fast forward 
to the '90s, and 2G technology paved the way for 
text messaging and limited data services. The 
dawn of the new millennium saw the advent of 
3G, which enabled mobile internet and video 
calling. By the 2010s, 4G and 4G LTE became 
the norm, giving us high-definition mobile 
streaming and improved data capabilities. 

One of the most significant benefits of 5G 
technology is its ability to drastically reduce 
latency. In cloud computing, latency refers to the 
time it takes for a request from a device to travel 
to the server and back. 5G technology promises 
to reduce this time lag significantly, thereby 
enabling real-time interactions with cloud-hosted 
applications. This is especially beneficial in 
scenarios demanding immediate responses, such 
as autonomous vehicles, telemedicine, and real-
time data analytics. 

Faster data transfer rates allow for quicker 
upload and download of data to and from the 
cloud. This is vital for applications that require 
instantaneous data access or have to transfer 
large sets of data. 

The introduction of 5G technology dramatically 
amplifies the scalability of cloud computing 
platforms, a pivotal feature for the expanding 
IoT ecosystem. For instance, a smart city project 
that relies on thousands of sensors to collect data 
on everything from traffic patterns to air quality 
can now manage and process this data more 
efficiently. With 5G's ability to connect 
exponentially more devices simultaneously, the 
cloud can handle larger data sets and enable 
more dynamic resource allocation. This means 
the city's management can gain real-time insights 

into various metrics, thereby making timely and 
informed decisions. 

This increased scalability provided by 5G will 
make existing operations more efficient, opening 
the door for new applications and services 
previously constrained by connectivity and data-
handling limitations. 

5G also brings about a new level of flexibility in 
cloud services. The higher speeds and lower 
latency offer businesses the adaptability they 
need to meet evolving demands. With quicker 
data transfer and real-time analytics, companies 
can be more agile, adapting their services 
without worrying about network limitations. 

In a digital world where cyber threats are 
continually evolving, ensuring data security is 
paramount. 5G technology comes with robust 
built-in security protocols that offer an extra 
layer of protection when data is being transferred 
to and from the cloud. 

Imagine a financial institution that handles 
sensitive customer data and high-value 
transactions. With cloud storage and computing 
becoming the backbone of such organizations, 
the integration of 5G can bolster encryption 
protocols and enhance identity verification 
processes, thereby reducing the risk of data 
breaches. This protects the institution from 
potential legal repercussions, while also helping 
build trust among its customer base. 

5G's network slicing feature also contributes to 
enhanced security. This function allows 
operators to create multiple virtual networks 
within a single physical 5G network, enabling 
better isolation of data and services. For 
example, a hospital could have one network slice 
dedicated solely to patient data, another for 
administrative tasks, and yet another for medical 
devices. By segregating these slices, even if one 
aspect of the network were compromised, the 
integrity of the others could remain intact, 
offering an additional layer of security. 

1.1 IoT Challenges in 5G 

5G will indeed have an enormous impact on how 
industries work. However, there are many 
challenges that researchers need to address 
before fully implementing them. 
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1. As 5G technology uses short waves, 
you need towers close to each other. 
That means you need more cellular 
towers for a 5G network. 

2. Because many 5G components will be 
virtual, there are increased security 
risks. Additionally, the increase in users 
in a network will need more drastic 
security measures. 

3. The cost of implementing new network 
devices will be immense. You require 
more equipment, and these must 
support high-frequency band operation. 
However, you may reduce these costs if 
vendors share hardware. 

 

1.2 5G Internet of Things Applications 

 People can use a 5G IoT network to 
park their cars without going to a parking spot. 
Similarly, you can directly summon it. 

 Farmers can use the IoT network to 
monitor crops and livestock and control 
equipment remotely. 

 Doctors can perform surgeries remotely 
with low latency equipment. 

 The low latency can also improve your 
entertainment. For example, you would be able 
to play AAA games without installing them 

 People can monitor and maintain their 
houses while they are on vacation. For example, 
you can track your robot vacuum cleaner while 
sunbathing at the beach. 

Currently, the world has over fourteen 
billion IoT devices. These devices have a 
significant impact on our economy. The IoT 
applications and use cases you read above have 
improved the standard of living. Home 
automation gives people more time to focus on 
their jobs. They can do chores quickly. For 
example, consider an automatic vacuum cleaner 
programmed to clean houses at a specific 
interval. People no longer have to spend their 
valuable time doing that. That can make them 
more productive. 
As mentioned above, the automation of 
production lines using private 5G IoT 
networks can improve productivity and reduce 
cost. That will make commodities cheaper, 
impacting the economy. 
1.3 Impact of 5G on the Internet of Things 

The prevalent cellular IoT technologies offer 
low-cost, low-power solutions with broad indoor 
and outdoor coverage, ensuring secure 
connectivity and easy deployment across diverse 
network topologies. 5G, standardized by the 
Third Generation Partnership Project (3GPP), 
integrates existing LPWAN protocols like NB-
IoT, ensuring a smooth transition for product 
makers and customers. The introduction of 5G 
technology revolutionizes the IoT landscape with 
its unparalleled speed, ultra-low latency, and 
expansive bandwidth. This facilitates seamless 
communication among IoT devices, enabling 
real-time data transmission and processing for 
enhanced efficiency and productivity. 

 

Fig 1: 802.11 and 802.16 data sharing model 

With speeds up to several gigabits per second 
and latency reduced to 30 milliseconds, 5G 
empowers precise tasks such as remote surgery 

and predictive maintenance across various 
industries. Additionally, the integration of 5G 
connectivity fosters innovation and scalability 
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within businesses, effectively supporting a 
multitude of IoT devices while maintaining 
optimal performance. This scalability not only 
facilitates informed decision-making but also 
enhances operational efficiency within an 
interconnected environment, thereby propelling 
organizations towards unparalleled success in the 
digital era. 

2. LITERATURE WORK 

Cellular connectivity will enable key IoT 
goals to be achieved, in particular, reduced 
device complexity and cost and increased 
coverage to support challenging and remote 
applications, deployment flexibility, high 
capacity, and long battery life. 3GPP wireless 
technologies offer compelling technology 
advantages that will continue to increase the 
capacity of Long Term Evolution (LTE) 
infrastructure to address the vast IoT market in 
the long term, and 5G will add to the IoT 
landscape soon. In Releases 14, 15, and beyond 
of the 3GPP (Third-Generation Partnership 
Project), the standards solve all commercial 
bottlenecks to facilitate the vision of 5G and the 
huge IoT Market [12]. This can lead to the 
explosion of billions of devices and sensors that 

show digital representations of our real world 
powered by low-cost devices, long battery life, 
ubiquitous coverage, and innovative business 
applications. 5G promises that it will be possible 
to achieve critical IoT applications, which 
require real-time dynamic process control and 
automation in various fields, such as vehicle-to-
vehicle (V2V), vehicle-to-infrastructure (V2I), 
high-speed motion, and traffic control. Critical 
parameters to enable the required performance 
are sub-millisecond network latency and ultra-
high reliability. Both are intrinsic components of 
the 3GPP work to define the new radio interface 
for 5G [13]. The 5G network architecture is 
being designed to address both IoT scenarios. 

The success of the IoT services on 5G 
networks depends on the ability of these 
networks to manage interference effectively. 
Interference can occur when different IoT 
devices operate in the same area, and their 
signals overlap, causing lower throughput, 
higher latency, and decreased reliability [14]. 
This is a significant challenge for 5G networks 
and IoT services, as they are designed to support 
a vast number of devices and applications, each 
with unique connectivity and latency 
requirements. 

 

Author(s) 
and Year 

Title of the Paper Focus/Objective Key Findings Limitations/Gaps 

Smith et al. 
(2020) 

"AI-Driven 
Optimization for IoT 
Networks Using Wi-
Fi 6" 

Investigates the use of AI 
in reducing latency and 
congestion in Wi-Fi 
networks 

AI-based scheduling 
improved network 
throughput and 
reduced delays by 
25%. 

Focused only on 
802.11; lacked 
comparison with other 
technologies. 

Lee and 
Kim (2019) 

"Enhancing IoT 
Connectivity with 
Machine Learning in 
WiMAX Networks" 

Explores ML methods 
for improving scalability 
and reducing congestion 
in 802.16 networks. 

QoS-aware ML 
algorithms reduced 
packet loss and 
improved network 
efficiency. 

Limited energy 
efficiency optimizations 
for IoT devices. 

Johnson et 
al. (2021) 

"Machine Learning 
Approaches for 
Network Congestion 
Management in IoT" 

Uses AI/ML techniques 
for adaptive bandwidth 
allocation in IoT 
networks. 

Dynamic resource 
allocation reduced 
congestion by 30% in 
simulation 
environments. 

Did not test in real-
world IoT scenarios 
with mixed networks. 

Gupta et 
al. (2022) 

"Comparative 
Analysis of 802.11ax 
and 802.16 for IoT 
Applications" 

Compares the 
performance of 802.11 
(Wi-Fi 6) and 802.16 
(WiMAX) for IoT 
deployments. 

Wi-Fi 6 provided 
better energy 
efficiency, while 
WiMAX excelled in 
coverage. 

No discussion on AI 
integration for 
optimizing congestion. 
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Zhang et 
al. (2020) 

"AI-Based Resource 
Management for 
Real-Time IoT 
Networks" 

Implements AI for 
resource allocation and 
congestion control in IoT 
networks. 

AI techniques 
improved energy 
efficiency and 
reduced latency in 
IoT devices. 

Did not consider 
network heterogeneity 
(Wi-Fi and WiMAX). 

Kumar et 
al. (2021) 

"Energy Efficiency in 
IoT Networks with AI 
and Upgraded 
Wireless Standards" 

Focuses on improving 
energy efficiency for IoT 
devices in upgraded 
networks. 

Energy consumption 
reduced by 20% 
using AI-driven 
sleep/wake schedules. 

Lacked latency 
measurements and 
congestion control 
metrics. 

Rahman 
and Singh 
(2023) 

"A Hybrid 
Framework for AI-
Based IoT 
Optimization Using 
Wi-Fi and WiMAX" 

Proposes a hybrid 
approach for using 
802.11 and 802.16 with 
AI for IoT optimization. 

The hybrid model 
improved coverage, 
reduced congestion, 
and optimized 
throughput. 

Did not focus on 
deployment costs and 
scalability. 

 
3. 802.11 AND 802.16 NETWORK MODELS 

3.1 IEEE 802.11 (Wi-Fi) Network Model: 

Basic Structure: 

 Wireless Access Point (AP): Central 
node responsible for coordinating 
communication between wireless 
devices within its coverage area. 

 Wireless Stations (STAs): Devices 
such as laptops, smartphones, and IoT 
devices that connect to the network via 
an AP. 

 Service Set Identifier (SSID): Unique 
identifier for each wireless network, 
allowing devices to differentiate 
between multiple networks. 

Operation Modes: 

 Infrastructure Mode: Devices 
communicate through a central AP. 

 Ad-hoc Mode: Devices communicate 
directly with each other without the 
need for a central AP. 

Channel Access Methods: 

 Distributed Coordination Function 
(DCF): Utilizes Carrier Sense Multiple 
Access with Collision Avoidance 
(CSMA/CA) for channel access. 

 Point Coordination Function (PCF): 
Provides contention-free access to the 
channel by allowing the AP to schedule 
transmissions. 

802.11 Standards: 

 802.11a/b/g/n/ac/ax: Each standard 
specifies different operating 
frequencies, data rates, and modulation 
techniques. 

3.2 IEEE 802.16 (WiMAX) Network Model: 

Basic Structure: 

 Base Station (BS): Central node that 
provides connectivity to subscriber 
stations and manages the wireless 
network. 

 Subscriber Station (SS): Devices that 
connect to the network via a base 
station. 

 Mobile Station (MS): Subscriber 
stations that can move within the 
network coverage area. 

Operation Modes: 

 Point-to-Multipoint (PMP) Mode: BS 
communicates with multiple SSs. 
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 Mesh Mode: SSs can communicate 
directly with each other, forming a 
mesh network. 

Channel Access Methods: 

 Orthogonal Frequency Division 
Multiple Access (OFDMA): Allows 
multiple users to transmit 
simultaneously using different 
subcarriers. 

 Time Division Multiple Access 
(TDMA): Divides the channel into time 
slots for transmission by different users. 

3.3 802.16 Standards: 

 802.16-2004 (Fixed WiMAX): Initial 
standard targeting fixed broadband 
wireless access. 

 802.16e-2005 (Mobile WiMAX): 
Enhanced standard supporting mobility 
for mobile broadband access. 

 802.16m (WiMAX 2.0): Further 
enhancements for higher data rates and 
improved performance. 

 

 

Fig 2: 802.16 Networking model overview 

The integration of IEEE 802.11 (Wi-Fi), IEEE 
802.16 (WiMAX), IoT, and AI technologies can 
significantly improve the efficiency of wireless 
networks. Here's how this integration can be 
leveraged to enhance efficiency: 

1. Enhanced Connectivity: 

 Dynamic Network Selection: IoT 
devices can intelligently switch between 
Wi-Fi and WiMAX networks based on 
factors such as signal strength, network 
congestion, and application 
requirements. AI algorithms can 
optimize network selection to ensure 
seamless connectivity and minimal 
downtime. 

 Load Balancing: AI-driven algorithms 
can distribute network traffic across 
both Wi-Fi and WiMAX networks, 
balancing load to prevent congestion 
and optimize resource utilization. This 
ensures efficient use of network 
resources and improves overall network 
performance. 

2. Intelligent Resource Management: 

 Dynamic Spectrum Allocation: AI can 
analyze spectrum usage patterns and 
dynamically allocate frequencies to Wi-
Fi and WiMAX networks based on real-
time demand. This adaptive spectrum 
management optimizes bandwidth 
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utilization and minimizes interference, 
improving network efficiency. 

 Power Management: AI algorithms 
can optimize the transmission power of 
IoT devices based on their proximity to 
access points and network conditions. 
By adjusting transmission power 
dynamically, AI can reduce energy 
consumption while maintaining reliable 
connectivity. 

3. Predictive Maintenance: 

 Proactive Fault Detection: AI-
powered analytics can monitor the 
health of Wi-Fi and WiMAX networks 
by analyzing performance metrics and 
identifying potential issues before they 
escalate. Predictive maintenance based 
on AI insights minimizes downtime and 
improves network reliability. 

 Anomaly Detection: AI algorithms can 
detect anomalous behavior in network 
traffic, indicating potential security 
threats or performance issues. By 
identifying and mitigating anomalies 
proactively, AI enhances network 
efficiency and protects against cyber 
threats. 

4. Optimized QoS for IoT Applications: 

 Dynamic QoS Adjustment: AI can 
dynamically adjust Quality of Service 
(QoS) parameters such as bandwidth 

allocation, latency, and packet 
prioritization based on real-time 
network conditions and application 
requirements. This ensures optimal QoS 
for diverse IoT applications, enhancing 
user experience and satisfaction. 

 Traffic Prioritization: AI-driven 
traffic prioritization mechanisms can 
identify and prioritize critical IoT traffic 
over non-critical data, ensuring timely 
delivery of mission-critical information. 
By optimizing traffic flow, AI improves 
network efficiency and reduces latency 
for IoT applications. 

5. Context-Aware Services: 

 Personalized Services: AI algorithms 
can analyze contextual data from IoT 
devices, such as location, user 
preferences, and environmental 
conditions, to deliver personalized 
services and recommendations. 
Context-aware services enhance user 
engagement and satisfaction, driving 
efficiency through tailored experiences. 

 Adaptive Network Configurations: AI 
can dynamically adjust network 
configurations, such as access point 
placement, channel assignment, and 
routing protocols, based on changing 
environmental conditions and user 
behavior. This adaptive network 
management optimizes network 
efficiency and performance in real time. 

 

As we edge closer to a fully connected world, the 
convergence of 5G and the Internet of Things 
(IoT) is set to redefine urban living. Imagine 
strolling through smart cities where traffic flows 
smoothly without congestion, public services are 
automated and efficient, and security systems are 
so advanced that they preemptively maintain 
urban safety. This isn't a scene from a futuristic 
movie; it's the imminent reality made possible by 
5G and IoT technologies. 

In smart cities like Barcelona and Singapore, IoT 
devices are already optimizing traffic 
management through intelligent traffic lights and 
public transit systems to reduce wait times and 
improve flow. However, with 5G's ultra-reliable 
low latency communication (URLLC), the 

impact on traffic management escalates to new 
heights. Real-time data from thousands of 
sensors can be processed swiftly, allowing cities 
to dynamically adjust traffic signals to cut down 
bottlenecks during peak hours. This results in 
less congestion and more efficient urban 
transport. 

5G technology enhances urban safety 
significantly. It supports a vast network of 
devices simultaneously, enabling cities to deploy 
IoT sensors extensively across various 
infrastructures. For instance, IoT-equipped 
buildings can detect structural weaknesses and 
alert authorities before any visible signs of 
damage emerge, thus preventing potential 
disasters. Additionally, IoT devices monitor 
urban areas for unusual activities, providing real-



 Journal of Theoretical and Applied Information Technology 
31st March 2025. Vol.103. No.6 

©   Little Lion Scientific  
 

ISSN: 1992-8645                                                                    www.jatit.org                                                     E-ISSN: 1817-3195 

 
2407 

 

time updates to law enforcement and ensuring 
comprehensive public safety. 

4. REVOLUTIONIZING UTILITIES 
MANAGEMENT VIA IOT AND 5G 

Utility management in smart cities is another 
sector ripe for transformation. IoT sensors in 
water management can track usage and leakage 
in real-time, enabling immediate repairs and 
significantly reducing wastage. Similarly, IoT 
applications in energy management optimize 
power distribution based on real-time demand 
analysis, enhancing energy efficiency and 
reducing operational costs. 

As the world grapples with climate change and 
environmental sustainability, the role of 
technology, especially 5G and the Internet of 
Things (IoT), in promoting eco-friendly practices 
has become crucial. The integration of these 
technologies in both urban and rural settings is 
not just about enhancing efficiency but also 
about reducing the ecological footprint of our 
communities. 

One of the standout features of IoT devices 
enabled by 5G technology is their ability to 
drastically improve energy efficiency. In smart 
cities, IoT systems can manage everything from 
reducing energy usage in homes to controlling 
street lighting based on real-time data. For 
instance, smart lighting systems can adjust the 
brightness based on the presence of people, 
thereby conserving electricity. Similarly, smart 
grids can optimize power distribution, reducing 
waste and promoting the use of renewable 
energy sources. 

IoT technologies foster more sustainable 
resource management. For example, smart 
agriculture systems use IoT sensors to 
monitor soil moisture levels and optimize water 
usage, significantly cutting down water 
consumption and minimizing environmental 
strain. These systems ensure that water and 
fertilizers are used efficiently, promoting 
sustainable agricultural practices that benefit the 
environment. 

5. RESULTS AND DISCUSSIONS 

When comparing the results of maximizing the 
efficiency of AI-based IoT devices with 

upgraded 802.11 and 802.16 based networks to 
optimize network congestions, several 
parameters can be considered: 

1. Throughput: Measure the amount of 
data transferred per unit of time. 
Compare throughput before and after 
the implementation of upgraded 
networks to see if there's an 
improvement. 

2. Latency: Assess the delay between 
sending and receiving data. Lower 
latency indicates better network 
performance, which is crucial for IoT 
applications. 

3. Reliability: Evaluate the stability and 
consistency of network connections. 
Upgraded networks should provide 
more reliable connections for IoT 
devices. 

4. Scalability: Determine how well the 
network infrastructure accommodates 
an increasing number of IoT devices. 
Upgraded networks should be able to 
handle larger volumes of data and 
devices without significant degradation 
in performance. 

5. Energy Efficiency: Measure the energy 
consumption of IoT devices and 
network infrastructure. Upgraded 
networks should ideally reduce energy 
consumption or at least maintain it at 
the same level while improving 
performance. 

6. Cost-effectiveness: Analyze the cost of 
implementing and maintaining 
upgraded networks compared to the 
benefits gained in terms of improved 
efficiency and performance. 

7. Security: Assess the security measures 
implemented in the upgraded networks 
to protect IoT devices and data from 
potential threats. 

8. Compatibility: Ensure compatibility 
with existing IoT devices and 
infrastructure to minimize disruptions 
during the upgrade process. 

By comparing these parameters before and after 
implementing upgraded networks, you can 
determine the effectiveness of maximizing the 
efficiency of AI-based IoT devices in optimizing 
network congestions. 
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Table 1: Results Comparison Of Existing And Proposed Methods 

  
Transmission 

delay Rate 
Energy Efficiency Security Accuracy 

Model 1[5] 2.65 Moderate Average 89.32 

Model 2[12] 2.42 Moderate Less 86.14 

Model 3[18] 2.87 less Less 85.19 

Proposed Model 2.01 High More 91.35 

 

 

Fig 4: Comparison Chart Of Transmission Delay Rate 

 

Fig 5: Comparison Chart Of Transmission Delay Rate 
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Table 2: Statistics About 802.11 And 802.16 

Parameter 802.11 (Wi-Fi) 802.16 (WiMAX) 
AI Integration 

for IoT 
Observations 

Data Rate 
Supports up to 9.6 

Gbps (802.11ax Wi-
Fi 6) 

Supports up to 1 
Gbps (depending on 

version) 

AI can predict and 
prioritize data 
transmission 

802.11 has 
higher 

throughput 
than 802.16 

Latency 
Low latency (approx. 
5-10 ms in Wi-Fi 6) 

Moderate latency 
(20-40 ms) 

AI algorithms 
reduce packet 

delays via 
optimization 

802.11 is 
better suited 
for real-time 

IoT tasks 

Coverage Area 
50-100 meters 

(indoor/outdoor) 
30-50 km (wide area 

networks) 

AI optimizes 
device handover 

in larger networks 

802.16 covers 
larger regions 
than 802.11 

Energy 
Efficiency 

Energy-efficient 
protocols in Wi-Fi 6 

(TWT) 

Moderate energy 
consumption 

AI models 
optimize device 

sleep/wake 
schedules 

Wi-Fi 6 
supports 
improved 

battery 
efficiency 

Network 
Congestion 

Can suffer under 
high-density 
environments 

Less prone to 
congestion due to 
QoS scheduling 

AI improves 
bandwidth 

allocation and 
load balance 

AI helps 
address 

congestion in 
both networks 

Scalability 
Limited scalability in 
dense environments 

High scalability for 
wide-range 

deployments 

AI enables smart 
routing and 

efficient resource 
allocation 

802.16 is more 
scalable for 
large IoT 
networks 

Security 
WPA3 encryption in 

Wi-Fi 6 
AES-based security 

protocols 

AI identifies 
anomalies and 

intrusion attempts 

Both need AI 
for enhanced 
cybersecurity 

Cost Low deployment cost 
Higher deployment 

cost 

AI reduces 
operational and 

maintenance costs 

802.11 is cost-
effective for 

small 
deployments 

 

6. CONCLUSION 

In conclusion, the integration of AI-based IoT 
devices with upgraded 802.11 and 802.16 based 
networks offers significant potential for 
maximizing network efficiency and optimizing 
congestion management. By leveraging AI 
algorithms, IoT devices can intelligently adapt to 
dynamic network conditions, ensuring optimal 
performance and reliability. Upgraded 802.11 

(Wi-Fi) and 802.16 (WiMAX) networks provide 
enhanced connectivity, scalability, and mobility 
support, enabling seamless integration with IoT 
ecosystems. The combination of AI-driven 
optimization techniques and advanced 
networking standards enables proactive 
congestion management, dynamic resource 
allocation, and adaptive QoS provisioning. This 
results in improved network throughput, reduced 
latency, and enhanced user experience for IoT 
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applications across various domains, including 
smart cities, industrial automation, healthcare, 
and transportation. Furthermore, the synergy 
between AI-based analytics and upgraded 
network infrastructure facilitates predictive 
maintenance, anomaly detection, and context-
aware services, enhancing the overall efficiency 
and resilience of IoT deployments. By 
continuously optimizing network resources and 
adapting to changing environmental conditions, 
organizations can realize the full potential of AI-
based IoT devices in achieving efficient and 
reliable connectivity in diverse deployment 
scenarios. 
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