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ABSTRACT

The aim of the article is to analyse the technical and organizational aspects of the implementation of
microservice architecture in CRM systems. The research employed analytical and logical methods,
technical analysis of microservice architecture comparing it with monolithic systems, as well as Docker and
Kubernetes applied technologies. The use of Docker and Kubernetes containerization tools is shown to be a
key factor in successfully managing a microservices-based CRM infrastructure. The analysis of
implementation results shows how the microservice architecture reduces operational costs and increase the
efficiency of system support. The role of automation of information systems (IS) in business was analysed.
It was established that the modern market creates a situation where it is necessary to constantly increase
production efficiency. General requirements for the CRM system were formulated, including security and
protection, reliability and availability, user-friendly interface, ease of implementation and maintenance,
availability of basic functionality. Current web application development technologies are explored and the
technologies used in the project, including Django, Django Rest Framework, React, MobX, and Ant Design
are described.

Keywords: CRM system, Docker, Kubernetes, Microservice architecture, Monolithic architecture.

1. INTRODUCTION system, determination of their independence and
opportunities for further expansion of functions.
The technical implementation introduces the latest
technologies of containerization, automation of
CI/CD (Continuous Integration/Continuous
Deployment), infrastructure management through
orchestration systems. This approach enables
developers to quickly make changes to individual
microservices without the need to stop the entire
system.

The latest ITs provide the best methods of
information processing and analysis, as they
significantly expand the possibilities of data
manipulation. Automated information systems
designed for accounting expand the professional
competencies of specialists. Current market
conditions require continuous improvement of
productivity, prompt response to changes,

improvement of customer service and reduction of
losses. According to [1], the development of digital
technologies resulted in the emergence of new
approaches to the design of Customer Relationship
Management (CRM) systems, which have led to
changes in the planning and technical
implementation stages. The CRM system is planned
taking into account the constant saturation of data
and large volumes, which is provided due to the
microservice architecture. This requires a thorough
analysis of the requirements for each module of the

Creating a web application, especially one
as complex as a CRM system, requires the use of
certain technologies. Wang et al. [2] notes that a
web application consists of a client part (which the
user sees and interacts with in a browser window),
and a server part (which is responsible for data
processing). The Django framework implemented
in Python was chosen as the basis of the server part
of the programme. Django was created in 2003 as a
result of the developers’ activities engaged in the
creation of websites, when they decided to combine
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the functionality for the rapid creation of websites
in a particular framework. According to
StackOverflow, almost 42% of professional
developers use Python in their work, and 13% use
Django as a platform for building backend
applications as of 2020.

The physical part of the microservice
architecture involves the wuse of independent
modules that work as separate services, each having
its own database, network interface, and computing
resources. They are typically hosted in Docker
containers and managed through orchestration
systems such as Kubernetes. According to [3], the
appropriate  architecture  enables  individual
components of the CRM system to function
autonomously, which reduces dependence on the
central core and minimizes the risks of a general
system failure. Containerization provides an
isolated environment for each microservice, as each
container functions independently of the others.
Network connections between microservices are
usually  implemented  through  lightweight
HTTP/REST or gRPC protocols, which optimize
communication between services and ensure their
rapid scaling.

The aim of this research is to identify the
main aspects of developing CRM systems based on
microservice  architecture to  improve the
effectiveness of customer relationship management.
The aim involves the fulfilment of the following
research objectives:

1. Establish a connection between the
introduction of microservice architecture and the
flexibility and scalability of CRM systems in the
business environment.

2. Evaluate the effectiveness of modern
approaches to containerization and orchestration of
microservices focusing on comparative analysis
with traditional monolithic systems.

3.  Develop recommendations  for
improving the development and integration of the
microservice CRM architecture taking into account
security issues.

2. LITERATURE REVIEW

Academic literature on the design and
development of CRM systems focuses on the
advantages of using microservices to ensure
scalability and resilience of systems to numerous
requests on servers. Researchers offer different
approaches to the implementation of microservices
in CRM systems, considering technical and
organizational challenges. Mostofi et al. [4]
emphasize that the microservice architecture

enables the distribution of CRM functional
components into independent services that can be
developed and scaled separately. Alnofeli et al. [5]
emphasize the importance of automation and
continuous integration when developing CRM on a
microservice architecture. The scholar [6] proves
the need for automation, which reduces the
probability of human errors and increases the
efficiency of processes in cases where each
microservice can be updated independently.
According to [7], the use of containerization and
orchestration are one of the key aspects of
successful ~ implementation of  microservice
architecture in CRM. This thesis is confirmed by
[8], as it allows flexibility in the deployment and
management of various services. Mena et al. [9]
draw attention to the challenges associated with the
integration of various microservices into a general
CRM system. Tighilt et al. [10] note that it is
important to ensure proper coordination between
microservices, including transaction management
and maintaining data consistency. On the other
hand, Mazaev et al. [11] considers the security
aspects of implementing microservice architecture
in CRM systems.

Kazanavicius and Mazeika [12] confirms
the effectiveness of the microservice approach in
ensuring the adaptability of CRM systems for large
companies. According to [13], the possibility of
independent development and updating of
individual modules significantly increases the speed
of introducing new functions and reduces the risks
associated with system failures. The importance of
standardization of microservices development
processes is emphasized in the article [14]. The
author notes that the lack of a clear legal framework
for regulating microservice solutions can lead to
complications in their integration. Hasan et al. [15]
emphasize the importance of a similar integration
of DevOps methodologies in the process of
developing a microservice CRM system. According
to [16], automating the deployment and testing of
each microservice reduces the time required for the
introduction of new functions in a dynamic
business environment. Hutomo and Girsang [17]
emphasize the role of modern container
orchestration tools in creating scalable and
sustainable microservices-based CRM systems. An
important work is Schroer et al. [18], which
examines the security of modern digital
technologies and data encryption. Gong and Cai
[19] state that the use of microservices significantly
increases the complexity of the security system due
to the distributed nature of the architecture. This
requires the implementation of additional protection

e ——
2509




Journal of Theoretical and Applied Information Technology ~
315 March 2025. Vol.103. No.6 N

© Little Lion Scientific

SMina

ISSN: 1992-8645

www jatit.org

E-ISSN: 1817-3195

mechanisms at the level of each individual service.
Sildatke et al. [20] examines the economic
efficiency of the transition to a microservice
architecture for CRM systems. Cabrera-Gutiérrez et
al. [21] note that initial costs can be significant due
to the complexity of developing and implementing
a new architecture. However, long-term benefits in
the form of reduced support costs and the ability to
quickly expand functionality make this approach
promising for large companies. So, modern
literature emphasizes the importance of proper
design and development of microservices-based
CRM systems. Technical, safety and economic
issues remain poorly studied because of the
constant modernization of technologies.

3. METHODS AND MATERIALS

3.1. Research design

The research procedure involves a
comprehensive analysis of the use of microservice
architecture for the CRM system. The first stage
provided for a detailed evaluation of the main
components such as customer management, sales,
marketing, and support modules. It was studied
how the components can be organized as separate
microservices with the possibility of autonomous
scaling and support of independent databases. Their
interaction through the application programming
interface (API) and the Representational State
Transfer (REST) and Remote Procedure Calls
(gRPC) protocols was evaluated to ensure effective
communication between services. The second stage
was a study of the implementation of microservice
architecture among leading technology companies
in order to analyse the reasons for such a high rate
of use — about 80%. The conducted analysis
demonstrated that the main reasons for choosing a
microservice architecture are flexibility in
development and the possibility of independent
scaling. The third final stage of the research was the
comparison of microservice and monolithic
architecture. At this stage, recommendations are
given and conclusions are drawn regarding the
application of microservice architecture taking into
account containerization and orchestration tools.

3.2. Sampling

Two of the most popular architectures —
microservice and monolithic — are chosen for the
study, which are widely used in modern CRM
systems. Docker for containerization, Kubernetes
for orchestration, and REST API for interaction
between services were chosen for the analysis of
microservice architectures. These technologies

were chosen because of their popularity, high level
of support from the development community, and
proven performance in scalable systems.
Traditional server approaches using single
databases and centralized computing resources
were analysed in monolithic systems.

3.3. Methods

The study employs the following methods:
analytical — the use of mathematical tools when
processing actual material; the logical method is
used during the entire research process, including
deduction, classification of material, advancement
of a working hypothesis, proposing the ways of
solving the problem; generalization and
comparison. Research methods involved technical
analysis of microservice architecture and its
comparison with monolithic systems. Applied
technologies were used to evaluate the possibility
of microservices architecture: Docker was used to
deploy and test individual microservices, and
Kubernetes — to manage their scaling and maintain
stable operation under high loads.

3.4. Research tools

Microsoft Excel was one of the main tools
used to collect and display statistical data on the use
of microservices architecture in various systems.
The Python programming language was used to
analyse large data volumes and automate
comparisons  between different architectural
solutions. Docker and Kubernetes are used to
simulate and test the operation of microservices in
real conditions. This made it possible to evaluate
their performance and flexibility at various stages
of system development and support.

4. RESULTS

CRM systems consist of several key
components that provide customer interaction
management at various stages of business
processes. The main components of CRM include
modules for contact management, sales, marketing,
customer service and analytics. These components
allow companies to automate routine operations.
The functioning of the microservice architecture
assumes that each of the modules is designed as a
separate unit that is scaled separately. The customer
data processing module is a separate service that
interacts with others through APIs. This ensures
increased reliability of the system: if one of the
modules fails, the others continue to work. The use
of microservices allows efficient use of computing
resources, distributing the load between different
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physical or virtual machines, which increases
system performance during intensive operations.
Customer Support Service (CSS) offers a
broader set of tools and services compared to the
traditional model, which was reduced to phone
support only. The quality of customer service
functions in such a system is based on several
degrees. One of them is the availability of a single

database containing information about customers
and contacts with them. This gives grounds to
determine whether the client has previously
contacted the company and for what purpose.
Figure 1 shows the general components of the
microservice architecture for the most popular
CRM systems.

Customer Oppurtunity P 1gc‘l_u_cts & Contract Service
Management Management Manlam;lr(lgent Management Management
Service Service gr_ Service Service
Customer Opportunity Products & ) Service
Data Data Pricing Data Contract Data Request Data

Figure 1: Microservice Architecture Of A Typical CRM Application
Source: Developed By The Authors

An important characteristic of CRM is the
provision of interaction with remote customers and
joint work with partners. The CSS application often
monitors services recording their indicators to
improve the quality of products and increase the
loyalty of existing customers. Standard features of
the system include a mechanism for assigning
priorities, which allows you to provide a service to
the client depending on the cost.

The next type of CRM systems in the
classification by purpose is sales management
(Sales Force Automation - SFA). He is responsible
for the process of selling the company's services
through various interfaces. One of the standard
functions of the SFA program is to check the
relevance of existing contact information, as well as
to provide access to communication history across
all lines. The SFA system provides management of
the activities of the company’s employees
(salespeople).

The functional package of the SFA
application makes forecasts of further directions of
work based on the data of marketing research
conducted in the company. Analysis of reporting on
the sales cycle identifies and analyses prospects for
further development. The sales process and the

results of the employees’ work in the system are
analysed to add new information about sales
performance to the database, as well as to track
legacy factors, new marketing techniques, and
trends in changing customer needs.

The use of microservices architecture has
become standard among technology companies due
to its numerous advantages. Netflix, Amazon, and
Uber all use microservices to scale their systems.
Netflix uses a microservices architecture to handle
more than 200 million concurrent users by scaling
each component of the system individually based
on load. Amazon also applies microservices to
manage its business processes, allowing each
service to operate autonomously. The main reason
for the introduction of microservice architecture is
the ability to quickly respond to changes in the
business environment. Developers can update or
deploy new microservices without stopping the
entire system, reducing time to implement new
functions. Distribution of computing resources
between microservices ensures efficient
infrastructure management. Figure 2 shows the
popularity of microservice architecture among large
companies, which is confirmed by CodelT data.
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MICROSERVICES IMPLEMENTATIONSTATISTICS

Microservices Implementation Statistics

1%
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Already use
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10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00% 90.00%

Figure 2: Microservices Implementation Statistics
Source: Developed On The Basis Of CodelT [22]

Microservices-based applications tend to
be as independent (decoupled) and
centralized (bound) as possible. They contain their
own domain logic and act more like filters in the
classic Unix sense — they accept requests, apply
logic and send a response. Instead of complex
protocols such as Web Services (WS-*) or Business
Process Execution Language (BPEL), they use
simple REST-based protocols.

The main limitations of  using
microservices architecture are considered below.
Increased complexity is the biggest disadvantage of
microservice architecture. The complexity of a
microservice programme directly correlates with
the number of involved services. This type of
architecture has many more moving parts than
traditional software systems. Therefore, it requires
additional effort, planning and automation to
control communication  between services,
monitoring, testing, and deployment. The initiative
to create a microservice-type software system will
require structural changes in the team.

The two most common protocols are
HTTP requests via Resource API and Simple
Message Session. Teams practicing microservices
architecture use the same principles and protocols
as the World Wide Web (and even Unix).
Frequently used resources can be cached without
much effort on the part of developers or IT
administrators.

Microservice architecture is used to design
CRM systems where high flexibility and scalability
are required. Orchestration (Kubernetes) helps to
easily manage a large number of microservices,
allowing the system to handle 1,000 to 5,000
requests per second, depending on the
configuration. This makes the microservice

architecture indispensable in cases of high intensity
of work with data and the need to quickly respond
to changes in business processes. This approach
significantly reduces operating costs, making it
possible to save up to 40% on infrastructure support
thanks to the independent deployment of services.

On the contrary, monolithic architecture
remains popular for smaller systems or those that
do not require high flexibility and scalability. Its
main advantage is ease of implementation. The
functions of the system are concentrated in one
application, which simplifies the process of
development and security management. However,
monolithic systems have significant scalability
limitations, where the introduction of new functions
slows down by 30%. The performance of
monolithic systems significantly reduces under
heavy loads, as the entire system processes requests
centrally and limits the number of processed
requests to 1,000 per second. Monolithic systems
have higher operating costs because of the need to
maintain large centralized computing capacities.
They cannot be efficiently divided into separate
components, as is the case with microservices.
Table 1 provides a comparison between the leading
systems.

Table 1: Comparison Of Microservice And Monolithic

CRM Architecture
Microservice Indicators of Indicators of
CRM microservice monolithic

architecture architecture architecture
parameters
Scalability High, scaling is | Limited,

possible at the level | scalability

of each microservice | requires system-

wide changes

Time of | On average, itis 30% | 30% slower due
deploying faster compared to | to the need to
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measures at the level
of each service

new features | monolithic update the entire
architecture system
Operating 25-40% reduction | Higher operating
costs due to resource | costs due to
ptimization resource
intensity
Security level | Requires Fewer  security
implementation  of | requirements
additional  security | because all

processes  take
place in the same
system

System Increases by 20% | Productivity is
performance | when using | limited, reduced
orchestration performance

under heavy
loads

The number | From 1,000 to 5,000 | Up to 1,000

of processed | requests depending | requests per

requests per | on  settings and | second on

second infrastructure average

The number | On average, 50 to | Usually consists

of 150 microservices in | of one main

microservices
in the system
Source: Developed By The Authors

large systems application

Whenever you select something, it triggers
the appropriate microservices to interact via
messaging systems (such as RabbitMQ), gRPC, or
REST APIs to invoke your selection. Similar to
monolithic modules, each microservice performs a
single task that is combined to run the entire
application. The problem of API management is
part of the problems that arise when using a
microservice architecture. This architecture is
currently the leading technology for corporate
application development. The issue of publishing
the interface to hide the final implementation arises
when designing a software product using a
microservice architecture. This provides the
possibility of replacing the implementation and
flexibility in the distribution of roles and functions
of microservices.

Three front-end technologies are mainly
used in the world of CRM development - Angular,
View, and React. A large CRM cannot do without
big data analysis, predictive analytics and machine
learning, and therefore without Python with
repositories - Apache Hadoop, Spark, Scala. Cloud
Native containerization is also an important issue in
the field of CRM and the microservices. The
containers can scale horizontally to very large sizes
and serve hundreds of thousands of users without
huge infrastructure costs. There is a huge variety of
DevOps tools that allow the developer to do their
work without worrying about how the product will
be delivered. This includes both orchestrators such
as Jenkins and TeamCity as well as self-testing
tools such as Selenium, JMeter, and JUnit.

Security remains the main issue when
using microservices architecture. Each microservice
has its own individual access point, which increases
the number of possible vulnerabilities in the system.
This requires implementing authentication and
encryption at the level of each service, monitoring
traffic between microservices to detect potential
threats. The lack of a single centralized point of
control, which is characteristic of monolithic
systems, increases the complexity of security
management. Outdated technology is another
challenge, as rapid development makes some tools
and approaches obsolete. Traditional database
management tools or server infrastructure may not
be effective in distributed systems.

Therefore, microservice architecture plays
a key role in modern CRM systems, ensuring their
flexibility, scalability, and efficient use of
resources. Microservices enable creating modular
systems where each component can work
independently, which increases reliability and speed
of introduction of new functions. Along with the
advantages, the microservice architecture creates
additional security challenges that require special
solutions for data protection and transaction
management. The widespread use of this approach
in leading technology companies demonstrates its
effectiveness in large-scale business processes.
However, it emphasizes the need to constantly
update the technological infrastructure to support
the systems’ security and performance.

5. DISCUSSION

Researchers discuss integration processes
and security standards in distributed systems.
Mangwani et al. [23] emphasize the flexibility of
the microservice architecture when using
containerization, which was confirmed by his own
findings. This need to use containerization is
mentioned in the article [24], the increased
performance of the system due to the use of Docker
and Kubernetes is demonstrated. Our findings also
support the conclusions of Razzaq and Ghayyur
[25] on the security of microservice CRM systems,
but we also found that the distributed nature of
services makes it difficult to monitor security
incidents in real time. According to [26], our results
confirm the importance of API integration to ensure
interoperability between services. However, the
need to adhere to high standards of authentication
and data protection is even more critical for the

successful implementation of such systems.
Contrary to Soldani et al. [27], our study
emphasizes that coordination between
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microservices is more difficult in the context of
large-scale CRM systems. The obtained results
confirm the opinion Scatd and La Corte [28] about
the importance of security measures, as the
introduction of new solutions increases the
complexity of system administration. Taherdoost
[29] focuses on the automation of development
processes, and our data indicates how automation
reduces the time of introducing new features. The
results of Salii et al. [30] regarding the role of
Kubernetes are confirmed by our findings,
however, we further note that its use requires
significant resources to manage complex CRM
systems. The issue of standardization is covered in
an article [31], which is supported by the thesis that
there are no uniform standards, which complicate
the integration of new microservices. A study
Pontarolli et al. [32] on the division of systems into
separate microservices indicates a greater time
consumption because of the burden on the project
team. Therefore, the issue of introducing
microservice architecture into the CRM system
opens up wide prospects for further discussions.
However, it requires careful coordination, safety
standards, and resources to maintain the system’s
effectiveness. The practical use is to improve
dynamic development through the distribution of
functional components into independent services,
which simplifies their design and implementation.

6. CONCLUSIONS

So, the article examines the technical and
organizational aspects of developing microservices-
based CRM systems. The research is focused on the
analysis of the advantages of using microservice
architecture in comparison with traditional
monolithic systems. The study found that the
microservice  approach  provides  increased
scalability of CRM systems, allowing each module
to function independently. The roles of Docker
containerization tools, which provide isolation of
environments for each microservice, and
orchestration (Kubernetes), which simplifies the
management of complex systems, are outlined.
Security issues are considered, where the
microservice architecture, because of its distributed
nature, requires the implementation of additional
measures to protect data and ensure consistency
between services. Despite the initial
implementation costs, microservices-based CRM
systems reduce operating costs in the long run due
to the ability to scale independently. The research
results give grounds to develop recommendations
for the use of modern automation and monitoring

tools, which will contribute to the effectiveness of
microservices-based CRM system support. A CRM
system has been developed, which differs from
analogues in its versatility, in order to manage the
company’s processes, because it can be used by
both ordinary employees and senior managers.

The general requirements for the CRM
system are formulated, namely security, reliability
and availability, clear interface, ease of
implementation and support, availability of
mandatory basic functions. Complex operating
systems have specific functions and delivery of the
system in the form of a web application. Current
technologies for building web applications were
studied and technologies used in the work were
described, including Django, Django Rest
Framework, React, MobX, Ant Design. The
technologies were successfully applied during the
implementation of the system. The aim of the
research was achieved taking into account the
general and specific requirements of the relevant
business processes in the companies. Further
research should focus on the possibility of scaling
with new technologies and improving the quality of
processing requests and server data.
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